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Efficiency

The FCSA enhances efficiency by encouraging and facilitating the reuse of silicon dies in multiple systems and packages,
bringing economies of scale to system-on-chip (SoC) and system-in-package (SiP) development and manufacturing processes,
and reducing the cost and time to market for custom semiconductor solutions.

Impact

The FCSA provides a new baseline for the chiplet market, empowering the industry to build interoperable chiplets across domains.
The FCSA defines common system topologies, standard chiplet types, and functional and interface requirements between chiplets
to provide a common foundation that maximizes interoperability and reduces fragmentation across the industry.

Scale

Chiplet systems enable common dies to be used in different configurations and topologies to scale performance while retaining
an acceptable yield. The FCSA supports features required in large-scale deployments, including error reporting, manageability,
and advanced security technologies.

Sustainability

The FCSA embraces sustainability by reducing development and manufacturing costs for advanced custom semiconductor
systems.
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Rules-based writing

This specification consists of a set of individual content items. A content item is classified as one of the following:

• Declaration
• Rule
• Goal
• Information
• Rationale
• Implementation note
• Software usage

Declarations and Rules are normative statements. An implementation that is compliant with this specification must
conform to all Declarations and Rules in this specification that apply to that implementation.

Declarations and Rules must not be read in isolation. Where a particular feature is specified by multiple Declarations
and Rules, these are generally grouped into sections and subsections that provide context. Where appropriate,
these sections begin with a short introduction.

It is strongly recommended that implementers read all chapters and sections of this document to ensure that an
implementation is compliant.

Content items other than Declarations and Rules are informative statements. These are provided as an aid to
understanding this specification.

Content item identifiers

A content item may have an associated identifier which is unique among content items in this specification.

After this specification reaches beta status, a given content item has the same identifier across subsequent versions
of the specification.

Content item rendering

In this document, a content item is rendered with a token of the following format in the left margin: Liiiii

• L is a label that indicates the content class of the content item.
• iiiii is the identifier of the content item.

Content item classes

Declaration
A Declaration is a statement that does one or more of the following:

• Introduces a concept
• Introduces a term
• Describes the structure of data
• Describes the encoding of data

A Declaration does not describe behavior.

A Declaration is rendered with the label D.

Rule
A Rule is a statement that describes the behavior of a compliant implementation.

A Rule explains what happens in a particular situation.

A Rule does not define concepts or terminology.
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A Rule is rendered with the label R.

Goal
A Goal is a statement about the purpose of a set of rules.

A Goal explains why a particular feature has been included in the specification.

A Goal is comparable to a “business requirement” or an “emergent property.”

A Goal is intended to be upheld by the logical conjunction of a set of rules.

A Goal is rendered with the label G.

Information
An Information statement provides information and guidance as an aid to understanding the specification.

An Information statement is rendered with the label I.

Rationale
A Rationale statement explains why the specification was specified in the way it was.

A Rationale statement is rendered with the label X.

Implementation note
An Implementation note provides guidance on implementation of the specification.

An Implementation note is rendered with the label U.

Software usage
A Software usage statement provides guidance on how software can make use of the features defined by the
specification.

A Software usage statement is rendered with the label S.
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1
Introduction

Designers use chiplets instead of traditional monolithic dies to overcome reticle limits, improve yield, reuse
designs, enable multiple product configurations, and optimize technology choices for cost and applicability.

Chiplets can partition monolithic designs or aggregate additional functionality from devices that traditionally
use separate packages into a shared package. The Foundation Chiplet System Architecture (FCSA) applies to
a monolithic system design that is partitioned across chiplets and in which chiplet interfaces replace on-die
connections. For partitioned systems, the FCSA defines common partitioning approaches. Mature system
architectures already exist for aggregating peripheral devices that use established standards, for example, Peripheral
Component Interconnect Express (PCIe), into a shared package. The FCSA adds limited additional value to this
aggregation approach. Both partitioning and aggregation are important for building chiplet-based systems.

This Foundation Chiplet System Architecture document specifies a hardware system architecture for a system that
is distributed across multiple chiplets. A system is the hardware that supports a single system software image, for
example, an operating system (OS).

The FCSA identifies high-level properties for system topologies and their constituent chiplet types. It specifies the
chiplet types required to build these systems, their properties, and their interfaces. Separately, it specifies protocol
and transport mechanisms for each interface requirement.
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1.1 Layered architecture

This architecture specification is part of the layered system architecture framework shown in Figure 1.1. Each
higher layer extends the lower layers to form a more complete specification for a particular design or product
profile.

Foundation
Chiplet System Architecture

Design
Chiplet System Architecture

Profile
Chiplet System Architecture

This
specification

Upward contribution

Figure 1.1: Layered architecture

This specification is in the foundation layer. The layers are:

Foundation

This specification.

The Foundation Chiplet System Architecture (FCSA) aligns the system architecture by specifying basic
requirements and common concepts that are not specific to a design or product profile.

The FCSA is a contribution to the Open Compute Project (OCP) [1]. For more information or to
contribute to the FCSA, see the FCSA workstream [2] of the Open Chiplet Economy OCP subproject
[3].

Design

A design specification extends the FCSA with requirements that align the system architecture with a
particular system design. For example, a chiplet system architecture can be specific to an instruction set
architecture (ISA).

Profile

A profile specification extends a design specification for a particular product profile. A profile can
define a market segment, a deployment environment, or a narrowly focused functional extension.

Higher-level specifications incorporate the contributions of lower layers and add requirements. Because this
document is rules-based, the rule set of each higher-level specification is a superset of the rule sets in the
lower-level specifications that it extends.
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1.2 Purpose

This specification provides a foundation for a chiplet ecosystem based on the reuse of components and design
effort in chiplet-based systems, including the reuse of complete chiplets.

This ecosystem requires an agreed classification of chiplet types to ensure that features and interfaces are compatible.
This classification provides a foundation for more layers of standardization, including protocols, physical interface
definitions, and reusable chiplet products.

During chiplet design, designers make implementation-specific choices about how to implement system
functionality, for example, interrupts or direct memory access (DMA). When these choices are arbitrary and
nondifferentiating, the FCSA provides a consistent implementation. This consistency enables chiplet compatibility
without limiting differentiation.

1.2.1 Document structure

The FCSA specifies chiplet system compositions, chiplet types, and interface definitions.

The following figure shows the relationship between the components specified in the FCSA.

System Type A

Chiplet Type CChiplet Type A Chiplet Type B

Chiplet A to Chiplet B
Interface

Interface 
Component A

Interface 
Component B

Interface 
Component C

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet B to Chiplet C
Interface

Interface 
Component A

Interface 
Component C

Interface 
Component D

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet 
Requirement

Chiplet 
Requirement

Figure 1.2: FCSA component structure

Each chiplet in a system has a defined type. The FCSA specifies a valid composition of chiplet types for the
system.

A chiplet type specifies the properties that fulfill the requirements of the chiplet within the system. These properties
typically affect the interface requirements between the chiplet and other chiplets in the system.

A chiplet interface specifies the properties of the connections between two chiplets of the same or different types. A
chiplet interface contains multiple interface components. Each component describes the properties of an interface
requirement.

Where possible, a chiplet interface component maps to an implementation that specifies a protocol, a transport
mechanism, and any other requirements. The FCSA specifies protocols and transport mechanisms when appropriate
industry standards exist. Otherwise, it maps the interface component as TO BE DEFINED.
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1.3 Using this specification

The sections that are relevant to you depend on your role. For example, you might be a system designer who
partitions or creates a chiplet system. You might instead be a standalone chiplet designer within the same
organization as the system designer or working for a third party.

Although the FCSA does not cover all solutions for connecting chiplets, it covers key functional interactions and
interfaces between chiplets.

1.3.1 System designer considerations

A system designer typically creates a system in which some chiplets are reusable across product configurations or
product generations. The system designer might source some chiplets from standalone chiplet designers.

For a system designer:

• Identify the system type that best matches the requirements. Consider:

– How chiplet partitioning aligns with system requirements
– Product configurations enabled by chiplet combinations, including:

* Different product scales, for example, different amounts of compute capacity
* Different features, for example, different acceleration engines

• Review the component chiplet requirements to identify the number and types of chiplets that best match
the partitioned functionality. Include the chiplets required for a minimally functional system and any other
required or optional chiplet types. Other required types can provide scale, and optional types can add
differentiating functionality. Consider:

– The effects of chiplet size on reticle limits and yield
– Technology cost and applicability
– Potential for reuse from previous designs or in future designs
– Separation of specialist functionality
– Availability of third-party chiplets as products or design services

Use these and other factors to select the number and types of chiplets in the system.

Use the selected chiplet types as a base specification for the system and chiplet designs, or cite them in a Request
for Quote (RFQ) for a third-party chiplet designer.

1.3.2 Standalone chiplet designer considerations

A standalone chiplet designer creates a chiplet for use in other systems. The chiplet can be designed for a specific
system or for integration into multiple systems.

For a chiplet designer:

• Use the system types to understand how the intended chiplet functionality integrates with different systems.
• Identify the chiplet requirements from internal specifications or external RFQ requirements.
• Select the appropriate chiplet type based on its capabilities and interface requirements, or as specified by the

RFQ.

Use the selected chiplet type as a base specification for the chiplet design.

This process helps ensure that the standalone chiplet design includes the required functionality and interfaces to
connect to a system that follows the FCSA.

1.3.3 Chiplet types and classification

An FCSA chiplet type defines requirements for on-chiplet functionality and a mandatory set of interfaces. The
interface set does not prevent a chiplet from including additional interfaces. These requirements ensure that the
chiplet can form a functional system with other chiplets of the system type.
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A chiplet with additional capabilities can still be classified as a chiplet type that requires less functionality if it
contains the required functions. Therefore, a chiplet can be classified as more than one type. Integration-specific
configuration of the interfaces might be necessary to manage certain functions and ensure correct behavior when
the chiplet is used as the specified type.

Supporting multiple chiplet types can increase the flexibility of a chiplet and enable its use in more than one system.
However, this approach can be suboptimal in a specific deployment because functionality for chiplet types that are
not in use remains unused. This unused functionality can waste silicon area and power.

1.3.4 Interface types and classification

An FCSA chiplet interface type defines requirements that an implementation must meet. The chiplet types being
connected determine these requirements. The requirements ensure that the defined chiplet types can interact and
form a functional system.

An interface can interact with multiple chiplet types if the interface and chiplets support the required functions. In
such cases, a single interface can be classified as more than one type. The interface might require configuration
during manufacturing or at runtime to support a connection to a specific chiplet type.

Supporting multiple interface types increases the flexibility of both the interface and the chiplet. However, this
approach can be suboptimal in a specific deployment because functionality for unused interface types can waste
silicon area and power.
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1.4 Limitations of scope

Hardware that is not tied to a single system is outside the scope of the FCSA. A system that complies with the
FCSA can use functions provided by this hardware. However, the FCSA does not specify rules for the hardware.
Examples include:

• Aggregations of off-die devices and accelerators that a device driver model discovers and abstracts, for
example, industry-standard peripheral devices

• A chiplet that is fully abstracted from the system, for example, a memory chiplet standardized by the JEDEC
Solid State Technology Association (JEDEC)

Integration between separate systems is outside the scope. For example, a server compute chiplet and a Data
Processing Unit (DPU) chiplet can each form a separate system. The FCSA can apply separately to each system.

The following figure shows the scope for single and composite chiplets.

A chiplet type

a) Single chiplet b) Composite chiplets

Figure 1.3: Examples of single and composite chiplets

The FCSA defines some chiplet types. When a chiplet is a composite structure of multiple dies, the type definition
applies to the entire composite structure that is integrated as a unit into the system, as shown in Figure 1.3. The
component dies function only in combination and are likely to be co-designed. Individual component dies are
outside the scope of the FCSA. Examples include component dies that provide only cache memory, an interface
physical layer (PHY), or analog circuitry and that have closely coupled dependencies on other chiplets in the
composite.
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1.5 Basic definitions

The following terms and concepts are used throughout the FCSA.

System

The hardware that supports a single system software image of an operating system or hypervisor.

Application PE

A Processing Element (PE) that runs the operating system.

NOTE: Other processing elements might exist in the system but not run the main system software.
Examples include processing elements that run security or system control firmware. In FCSA
terminology, these processing elements are not Application PEs.

Fully Coherent Processing Device

A device whose primary function is to transform, analyze, generate, encode, decode, or otherwise
process data, for example, an accelerator for a particular type of computation. The device contains
coherent caches and makes coherent accesses to the rest of the system.

I/O Coherent Processing Device

A device whose primary function is to transform, analyze, generate, encode, decode, or otherwise
process data, for example, an accelerator for a particular type of computation. The device supports I/O
coherency. It has no coherent cache and makes coherent accesses to the rest of the system.

I/O Coherent I/O Device

A device whose primary function is to provide I/O. The device consists of a controller and an interface
that supports I/O coherency. Neither the device nor devices connected to the interface have a coherent
cache. The device makes coherent accesses to the rest of the system.

Non-Coherent I/O Device

A device whose primary function is to provide I/O. The device consists of a controller and an interface
that accesses only Non-cacheable system memory.

System Addressable Memory

All agents in the system share a common physical address map. The FCSA refers to this map as
System Addressable Memory. The FCSA assumes that all Application PEs in the system share the same
operating system or hypervisor.

System Main Memory

Memory that is both:

• Contained in a chiplet, either integrated or directly connected
• Allocatable by the OS or hypervisor

This definition also aligns with the Advanced Microprocessor Bus Architecture (AMBA) Coherent Hub
Interface (CHI) [4] definition: “the memory that holds the data value of an address location when no
cached copies of that location exist.”

Typical examples include external dynamic random-access memory (DRAM) and high-bandwidth
memory (HBM).

Cacheable system main memory

Locations in System Main Memory that are allowed to be allocated in a cache.

Non-cacheable system main memory

Locations in System Main Memory that are not allowed to be allocated in a cache.
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Boot Code Image

An image of firmware for one of the boot stages of a Trusted Security Agent, System Controller, or
Application PE.

System Debug Agent

A software or hardware component that facilitates debugging of the system as defined in this section. A
private debug agent differs because its scope is limited to a subsystem.
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2
Rule Compliance Levels

INDLSV This section describes the levels of compliance within the FCSA and how they can be applied.
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2.1 Overview

The Foundation Chiplet System Architecture (FCSA) embeds the notion of levels of compliance. Each level adds
functionality over and above a previous level. Unless explicitly stated, all specification items that belong to level N
apply to levels greater than N.

A chiplet or system can claim compliance with a level when it adheres to all the rules for that level and all lower
levels.

Individual rules are marked with their levels, as in the example below:

RYYYYY This is an example of an FCSA rule that is assigned to level N.
(LEVEL-N)

Rules without an indicated level needs to adhered to if the chiplet or system wants to reach full compliance to the
FCSA.

2.1.1 Level 0

This level means the chiplet meets the basic functional and interface rules for the chiplet or system type.

A list of the level 0 rule identifiers that appear in the FCSA is provided in Table 2.1.

2.1.2 Level 1

In addition to the requirements in level 0, for compliance to level 1 the design meets additional requirements
appropriate for the chiplet type or system.

A list of the level 1 rule identifiers that appear in the FCSA is provided in Table 2.2.

2.1.3 Full Compliance

This indicates full alignment to the FCSA requirements for the specified chiplet or system.

A list of the level Full rule identifiers that appear in the FCSA is provided in Table 2.3.
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2.2 Rule Identifiers by Level

Table 2.1: Level 0 Rule Identifiers in the FCSA

3 System types

3.1 Compute and Hub System

LYHKS TFJSM LCJNF CJZHL ZCFRY PPLNQ MDPNF FZVCL

DXYWQ TZJGV ZKZHH

3.2 Compute Tile System

TKPTF MVWBD JHWVM DSKBW ZFTDV BFSJV ZDVGZ CCHPT

TTPHX WTRKM

4 Chiplet types

4.1 Compute 1 Chiplet

JWRCG BPRJK RCYDP XTDHG PTZSC NCHRQ KNKSV NRJZH

NGZDK ZHHPH HQXHS XGXZR MCLJS CQDKD GHRFJ ZYTGQ

TGSXZ MJNJG GVVMS ZDSHM DZFZV RNSKY PGGRB XSFHF

SFPHM MDGWP RCRRQ WDJHV DKSBZ MRRGT

4.2 Hub Chiplet

MZLJX CNQZH LCQGC SVWVP HBYND MKYNH WMTVP MBQZT

MLQLD ZTCKN PCJMB FXFNL JDYJY PMKFN YHQDR XDGQV

TZRSV RXLZG MTBPW VJFWY KZFYG RGMKW GNJLK GSSWV

FTXZM ZPLGW VNGDP NJQDV NXDVW CKXYX ZFWWC PYRRZ

BTGJS ZCPHB LDSVP GYSJB SXNDJ TVKHG CJMRD WTGSM

YJBND KYYNQ DZGQK

4.3 Compute 2 Chiplet

VKGJK SJNGN NDHDT KNHMM CGKQW MDFWD WLHVZ JZSRC

DVNHD QGGWQ LGXLN XNYDJ PHHQM ZVZZN VYJFL ZCLCN

DMSQX QSXVN XCVGN ZXWKH DZDHQ PBYQY VXGYS CLYNB

GPSSB TXVCM THPPG NYZVM YNMLX SGZXK VVDFD NLGDR

WVMSK PGTMQ YQMHG FDRRV CNDVJ FWCJG KGFNL GNZNV

ZDBLR XFSNZ NSRSQ ZHVKB XDDFR XYVWT LPTTQ

4.4 Fully Coherent Expansion Chiplet
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SHXTT HXGDG GHKCL MKCTS HMZJQ YDWVV NBXWR FMBVG

JNCKH VCPQR FJDNP SPTFW FQPML QDMPX LYVBX LVJXD

LFYRB XVWQF WHJVN QQTXS RDGJV PBNCH FDDHQ FXKVK

ZRPHF QZSYG PWHNJ RNNVV ZNXXR RJMNL XLWKP FFWWY

BMPMM ZDSMN YSNYC XRKQP KHQGY VJGGP

4.5 Fully Coherent Expansion (Remote Translation) Chiplet

KGJQZ VZRNQ ZKKWN VGSNV KSDBW MHJBP GGJVW WDGDV

KLQNT WNHGS SBTVJ VHJYG SVMSC FFDXH XMDFB LMWRD

DDBSL PJVLK RVBSS CWKWQ NYNCY MBSCP XVZTS JSDXW

BVKJT XYXHC PGHRF XBJSZ

4.6 I/O Coherent Expansion (Translated) Chiplet

YTTPM MPKFL LGNWX RWJXM NJQMS FHVQW XPQFB DFJJB

LRYYF NKBDT GPNPF JKNBM YLRSX TXQKB PGQRS DVDHL

XCBFQ HSWKR BGYTR XHLRJ RDSRT ZHDSR LPFHQ SXYNL

SDNYR TWRHN ZHTQD PHQVC LCWDK JTTCQ ZKGSN HQHCV

QGKMH RBRHD DDQVP

4.7 I/O Coherent Expansion (Untranslated) Chiplet

YWWFY GNBSW PZFMT WFLXB JHQPD BNCHJ DGKSX HKCGS

YHDSL DPLFM NDGMQ RGMBN NPHFD KFPMT PQGLG RBSQV

KMTCS JMJYS HHJCC MGPTM PJLCZ MLLGS HHNSD NJLVJ

WSWRW

4.8 I/O Coherent Expansion (Remote Translation) Chiplet

MCTLV JFVWW LYDWT LVZJJ YKSJV DFKTT XKHNG RXVFP

SJJRK VGYHF GXVLS JPCFZ MGPMV MJDDS VLFCJ GNNND

JWZKZ SSKPN XCBFD RHJMG PWMCT VVWXF MTJGB WXTJK

NTMSD SSBPB VDGNN DZVCK

4.9 I/O Chiplet

FKNWS WWGKL HCYCZ CFTXC FHZFP ZQPNC JHMFZ KWXTX

CPTMG ZMHCY RTPGY YRKBX JSKVP RRCYS MGCKS LCHML

XJFYN WPDRB BNDMC YFNFR WYPZL GWHVL LMZZV BXGXT
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4.10 I/O Controller Chiplet

FFNKP LTWZF JWNXJ RDQYR DSBQD WBVMW XWTXV BNQNG

JRSRT RZGDN QWLMP LZRDM MWPHD DWLLK QMDXK MDBRR

KZQVC PDQHN GRYYV JDSWQ NHPSD JHKVK YNBXR DJFVK

VVBCX

5 Chiplet interfaces

5.3 Hub Chiplet to Hub Chiplet Interface requirements

KNVZY SYWLF SYDRX LQZMW DFVLC CQVLD DHBHJ TPSJG

DKMDM RVKPZ NJPCS PMLBM BMRTC VWWPY

5.4 Hub Chiplet to Compute Chiplet Interface requirements

JQQPR YQMLC FVFQQ GHLHT CLWWD GMZTH NNQCD FXRMW

SZZGL YGWKV BHDVN HJZYS HZCKZ CZKJG

5.5 Compute 1 Chiplet to Compute 1 Chiplet Interface requirements

LPBNG KYGBK SDKFD JSDGJ KFDDX YYBCT LPQPB SSDSP

FZBGN SCNVZ MFVBR MRDBH

5.6 Compute 2 Chiplet to Compute 2 Chiplet Interface requirements

DNJVQ SVNXJ RBNSS CZLQD NLNCD JRLRN TXHMX LLTTW

GZMKP RTCSK PDJZG NLZFW QLHKH NCKXH

5.7 Fully Coherent Expansion Chiplet Interface requirements

LNKBT ZTXLR VLQPR RBMCH WGSPV PFZGF GJBYM JZNWW

JZKYZ RVDHX ZCQQH GHGXC GQTVW LJRBQ FZVDD BHWTC

5.8 Fully Coherent Expansion (Remote Translation) Chiplet Interface requirements

CMRXD TGCLP QSHDG SXWZM VBVKL LHSRL LWJBR HYTDS

GLVZD LXTVM GRXQH CSFZB GGTMJ QBXFV GQNNR XXTQB

PCWPV DXKQF

5.9 I/O Coherent Expansion (Translated) Chiplet Interface requirements

MWPML VTDRN HCYKF HXNJH RGQKJ YHSGY JSFTT BMJZP

RNYKY XRDCX ZGDGY JJKSQ BHRHJ NTZHB SQLJT CYHBV

TKMBQ
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5.10 I/O Coherent Expansion (Untranslated) Chiplet Interface requirements

NTXZD XGDKV CBWZD SZXHJ QBQMD DTDLR CDBPS RYVZX

QTJWG BSQPC MCCDT PVDQS PDJPV JJPDD ZGBHJ

5.11 I/O Coherent Expansion (Remote Translation) Chiplet Interface requirements

HHPXJ YQSDV MTLNR SVYMX NMQCH ZLKGN QRJPN RVRZS

LFDBC ZTFJZ BNLPG LGJSW VQBCT FQQRQ QXZDW VPNZQ

SDPSD ZKCGC

5.12 I/O Chiplet Interface requirements

CTTSY NHLLR LHRDK WLLKW XKHXM DVBZV RSJDZ DFQYV

YLRCM HJDFT RVTJM KBGTC HXWGL HHJRZ TDQTB HLPGX

5.13 I/O Controller Chiplet Interface requirements

ZBNTF DJCGG DDDSW YZHWP YJGHH LSJMB PCWSQ ZQVFY

YRHHX HLXNC LKCWK XZPFB RNDMS NRHNZ

6 Common chiplet components

6.2 System Control Framework

TMGXQ NHBRK CSHRH ZGHZS FCBMQ NQZFH FLDNS

6.3 Trusted Security Agent

FFKWC MWLGW ZYJRM RCPHY JMCGT

Table 2.2: Level 1 Rule Identifiers in the FCSA

5 Chiplet interfaces

5.3 Hub Chiplet to Hub Chiplet Interface requirements

ZPXZW KMPRP

5.4 Hub Chiplet to Compute Chiplet Interface requirements

NQBSN YWSTJ

5.5 Compute 1 Chiplet to Compute 1 Chiplet Interface requirements

SZTCH RSGWB
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5.6 Compute 2 Chiplet to Compute 2 Chiplet Interface requirements

JRSXS RLQYC

5.7 Fully Coherent Expansion Chiplet Interface requirements

PRKPY WPZNH

5.9 I/O Coherent Expansion (Translated) Chiplet Interface requirements

CNCGH JLGGN

5.10 I/O Coherent Expansion (Untranslated) Chiplet Interface requirements

WBSBR WWJWH

5.12 I/O Chiplet Interface requirements

WGMMT GBYYK

5.13 I/O Controller Chiplet Interface requirements

RDVNB JHJVP

7 Chiplet interface implementation

7.2 Interface protocols

JCLGK ZKQNK WVPQS ZNCXC TZRTL

8 Implementation constraints

8.1 Interoperability of chiplets

QLFLC CCBNN

Table 2.3: Level FULL Rule Identifiers in the FCSA

4 Chiplet types

4.5 Fully Coherent Expansion (Remote Translation) Chiplet

BKXFJ LFGWL KWBLT JNZML

4.8 I/O Coherent Expansion (Remote Translation) Chiplet

HBQJS CFCZN JNYGP
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6 Common chiplet components

6.2 System Control Framework

SYGXX WFBVB CQFTX PWYBJ XKQHN SLGFF TDNWN BTYLD

FLQLR HRPJW KGYFQ FSDRF KZCTP KLDXX WZZBY TVTBS

GGJPQ

6.3 Trusted Security Agent

HRPTP NPXGM KYGJF QCDJQ SJFCT XFSTQ LFMVS PQYSK

DQZZW LDZYP PCHHY

7 Chiplet interface implementation

7.2 Interface protocols

JFNFZ KJVCD DPWJP DDXMP TQRTF NJGKB ZFDJY LZXRR

VLQZG RJNQG CWKYG TDLVS PXBTX LXCQZ KMLLD

7.3 Interface transports

ZGBTM CLTBQ JRHDK ZZXCL QDDHW NCZJN BCQKB KBDRB

CJBHK YNCSL JDCPH MHKZW QZPSP DDCFS CTJXM ZRGXC

HSZXD BGHPZ VTPDZ XYZYJ GTDWN HKNHZ LNKLH

8 Implementation constraints

8.2 Chiplet system scalability

TPXLG
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3
System types

This chapter describes the topology of each system type. It shows how the system is partitioned into chiplets and
identifies the chiplet types that the system contains.

The system types define the sets of chiplets required to create viable systems. A system can be scaled or extended
by including more instances of mandatory or additional chiplet types.

The system types in the FCSA support independent design of each chiplet type. When combined, chiplets of these
types provide the functions required for the system to operate.

The system types are:

• Compute & Hub System
• Compute Tile System
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3.1 Compute and Hub System

ILNZRX The Compute & Hub System type provides many-core, general-purpose compute, coherent memory, and
application-specific acceleration across multiple chiplets:

• One or more Compute 1 Chiplet instances contain the Application PEs.

• A Hub Chiplet provides system main memory, system cache, and I/O.

• The following chiplet types can add application-specific system functions:

– Fully Coherent Expansion Chiplet
– I/O Coherent Expansion (Translated) Chiplet
– I/O Coherent Expansion (Untranslated) Chiplet
– I/O Coherent Expansion (Remote Translation) Chiplet
– Fully Coherent Expansion (Remote Translation) Chiplet

• The following chiplet types can provide I/O functions on separate chiplets:

– I/O Chiplet
– I/O Controller Chiplet

• The system can connect to industry-standard PCIe or Compute Express Link (CXL) devices through an
appropriately placed interface.

The following figure shows a simplified system example that includes a Memory Management Unit (MMU) and
system-level cache (SLC).

Date: October 2026 18



Open Compute Project • Foundation Chiplet System Architecture

Hub
Chiplet

Coherent
interconnect

SLC

Security

System control

External
DRAM

PCIe, CXL
& other devices

C
hi

p
le

t
in

te
rf

ac
es

C
hi

p
le

t
in

te
rf

ac
es

Security System control

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

C
hi

p
le

t

in
te

rf
ac

es

Compute 1 Chiplet

Security System control

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

Compute 1 Chiplet

C
hi

p
le

t

in
te

rf
ac

es

Security System control

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

Compute 1 Chiplet

C
hi

p
le

t

in
te

rf
ac

es

Security System control

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

PE
Cache

Compute 1 Chiplet
C

hi
p

le
t

in
te

rf
ac

es

DRAMI/O

Hub Chiplet

I/O Coherent
Expansion Chiplet

C
hi

p
le

t
in

te
rf

ac
es

PHY

High speed
I/O

S
ec

ur
ity

S
ys

te
m

 c
o

nt
ro

l

I/O
co

nt
ro

lle
r

Chiplet

interfaces

MMU

I/O Controller
Chiplet

Fully Coherent
Expansion Chiplet

Security System control

Device

C
hi

p
le

t
in

te
rf

ac
es

DRAM

External
DRAM

Cache

M
M

U

I/O Coherent Expansion
(Translated) Chiplet

M
M

U

I/O Coherent Expansion
(Untranslated) Chiplet

Security System control

C
hi

p
le

t

in
te

rf
ac

es

M
M

U

Device

PHY

High speed
I/O

I/O controller

I/O Chiplet

M
M

U

C
hi

p
le

t

in
te

rf
ac

es

Security System control

Device

C
hi

p
le

t

in
te

rf
ac

es

Security

System control

M
M

U

I/O Coherent Expansion
(Remote Translation) Chiplet

Translation requests

C
hi

p
le

t

in
te

rf
ac

es

Device

Security

Figure 3.1: Example Compute & Hub System chiplet configuration
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3.1.1 System requirements

All constituent chiplets collectively and consistently satisfy these system-level requirements.

3.1.1.1 Composition of chiplet types

RLYHKS A Compute & Hub System contains one or more Compute 1 Chiplets.
(LEVEL-0)

RTFJSM A Compute & Hub System contains one or more Hub Chiplets.
(LEVEL-0)

RLCJNF A Compute & Hub System contains zero or more Fully Coherent Expansion Chiplets.
(LEVEL-0)

RCJZHL A Compute & Hub System contains zero or more I/O Coherent Expansion (Translated) Chiplets.
(LEVEL-0)

RZCFRY A Compute & Hub System contains zero or more I/O Coherent Expansion (Untranslated) Chiplets.
(LEVEL-0)

RPPLNQ A Compute & Hub System contains zero or more I/O Coherent Expansion (Remote Translation) Chiplets.
(LEVEL-0)

RMDPNF A Compute & Hub System contains zero or more Fully Coherent Expansion (Remote Translation) Chiplets.
(LEVEL-0)

RFZVCL A Compute & Hub System contains zero or more I/O Chiplets.
(LEVEL-0)

RDXYWQ A Compute & Hub System contains zero or more I/O Controller Chiplets.
(LEVEL-0)

3.1.1.2 Application PE

RTZJGV All Application PEs in a Compute & Hub System are coherent with respect to one shared region of system memory.
(LEVEL-0)

3.1.1.3 System memory

RZKZHH All Application PEs in a Compute & Hub System can access all system-addressable memory.
(LEVEL-0)
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3.2 Compute Tile System

IRWZCX The Compute Tile System type provides many-core, general-purpose compute, coherent memory, and
application-specific acceleration across multiple chiplets:

• One or more Compute 2 Chiplet instances contain the Application PEs, system main memory, system cache,
and I/O.

• The following chiplet types can add application-specific system functions:

– Fully Coherent Expansion Chiplet
– I/O Coherent Expansion (Translated) Chiplet
– I/O Coherent Expansion (Untranslated) Chiplet
– I/O Coherent Expansion (Remote Translation) Chiplet
– Fully Coherent Expansion (Remote Translation) Chiplet

• The following chiplet types can provide I/O functions on separate chiplets:

– I/O Chiplet
– I/O Controller Chiplet

• The system can connect to industry-standard PCIe or CXL devices through an appropriately placed interface.

The following figure shows a simplified system example.
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Figure 3.2: Example Compute Tile System chiplet configuration
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3.2.1 System requirements

All constituent chiplets collectively and consistently satisfy these system-level requirements.

3.2.1.1 Composition of chiplet types

RTKPTF A Compute Tile System contains one or more Compute 2 Chiplets.
(LEVEL-0)

RMVWBD A Compute Tile System contains zero or more Fully Coherent Expansion Chiplets.
(LEVEL-0)

RJHWVM A Compute Tile System contains zero or more I/O Coherent Expansion (Translated) Chiplets.
(LEVEL-0)

RDSKBW A Compute Tile System contains zero or more I/O Coherent Expansion (Untranslated) Chiplets.
(LEVEL-0)

RZFTDV A Compute Tile System contains zero or more I/O Coherent Expansion (Remote Translation) Chiplets.
(LEVEL-0)

RBFSJV A Compute Tile System contains zero or more Fully Coherent Expansion (Remote Translation) Chiplets.
(LEVEL-0)

RZDVGZ A Compute Tile System contains zero or more I/O Chiplets.
(LEVEL-0)

RCCHPT A Compute Tile System contains zero or more I/O Controller Chiplets.
(LEVEL-0)

3.2.1.2 Application PE

RTTPHX All Application PEs in a Compute Tile System are coherent with respect to one shared region of system memory.
(LEVEL-0)

3.2.1.3 System memory

RWTRKM All Application PEs in a Compute Tile System can access all system-addressable memory.
(LEVEL-0)
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4
Chiplet types

This chapter defines the following chiplet types:

• Compute 1 Chiplet
• Hub Chiplet
• Compute 2 Chiplet
• Fully Coherent Expansion Chiplet
• Fully Coherent Expansion (Remote Translation) Chiplet
• I/O Coherent Expansion (Translated) Chiplet
• I/O Coherent Expansion (Untranslated) Chiplet
• I/O Coherent Expansion (Remote Translation) Chiplet
• I/O Chiplet
• I/O Controller Chiplet
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4.1 Compute 1 Chiplet

IVGHWL The Compute 1 Chiplet type contains one or more Application PEs. It is not required to contain system main
memory or I/O peripherals because a Hub Chiplet provides these resources. The chiplet might also connect to
another Compute 1 Chiplet.

Figure 4.1 shows simplified examples of a Compute 1 Chiplet.
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Figure 4.1: Compute 1 Chiplet examples

The Compute 1 Chiplet is a constituent of the Compute & Hub System system type, which specifies additional
system-level rules that apply to this chiplet type.
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4.1.1 Chiplet requirements

The following requirements define the Compute 1 Chiplet type.

4.1.1.1 Chiplet-to-chiplet interfaces

RJWRCG A Compute 1 Chiplet interfaces with one of the following mutually exclusive chiplet types:

• A Hub Chiplet
• A Compute 1 Chiplet

(LEVEL-0)

RBPRJK A Compute 1 Chiplet interfaces with zero or more Compute 1 Chiplets.
(LEVEL-0)

RRCYDP A Compute 1 Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

IWRFKN See Compute 1 Chiplet to Compute 1 Chiplet Interface Requirements.

INBZQX See Hub Chiplet to Compute Chiplet Interface Requirements.

4.1.1.2 Application PE

RXTDHG A Compute 1 Chiplet contains one or more Application PEs.
(LEVEL-0)

RPTZSC All Application PEs in a Compute 1 Chiplet are fully coherent.
(LEVEL-0)

4.1.1.3 Fully coherent processing device

RNCHRQ A Compute 1 Chiplet does not contain any fully coherent processing devices.
(LEVEL-0)

4.1.1.4 I/O coherent processing device

RKNKSV A Compute 1 Chiplet does not contain any I/O coherent processing devices.
(LEVEL-0)

4.1.1.5 I/O coherent I/O device

RNRJZH A Compute 1 Chiplet does not contain any I/O coherent I/O devices.
(LEVEL-0)

4.1.1.6 Non-coherent I/O device

RNGZDK A Compute 1 Chiplet does not contain any non-coherent I/O devices.
(LEVEL-0)

4.1.1.7 System memory

RZHHPH A Compute 1 Chiplet might contain system main memory, either integrated or directly connected.
(LEVEL-0)

RHQXHS The system main memory in or directly connected to a Compute 1 Chiplet has associated serialization functionality
and might have associated hardware coherency functionality. This functionality is contained in the Compute 1
Chiplet.

(LEVEL-0)

RXGXZR The system main memory in or directly connected to a Compute 1 Chiplet receives accesses from agents in the
same chiplet or other chiplets.

(LEVEL-0)
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RMCLJS Any system addressable memory in the system is available through a Compute 1 Chiplet to agents within the
chiplet or in other chiplets in the system.

(LEVEL-0)

RCQDKD Any coherent caches in a Compute 1 Chiplet receive coherency protocol accesses from any coherent agents within
the chiplet or in other chiplets in the system.

(LEVEL-0)

RGHRFJ Any device shared memory in or directly connected to a Compute 1 Chiplet receives accesses from agents in the
same chiplet or other chiplets.

(LEVEL-0)

4.1.1.7.1 MMU location

IPNRLL Agents in a Compute 1 Chiplet access system addressable memory. All agents in the system access memory
through a Memory Management Unit (MMU) that provides address translation and memory access protection.
The MMU is contained in the chiplet and is located inside the Physical Address (PA) inter-chiplet security domain.

RZYTGQ PEs in a Compute 1 Chiplet access system memory through an MMU that provides memory translation and
memory access protection functions. That MMU is contained in the chiplet.

(LEVEL-0)

4.1.1.8 Interrupt handling

IBFKQR This section concerns interrupts for Application PEs that run the main operating system.

A Compute 1 Chiplet can be a source and destination of interrupts. Therefore, the chiplet can:

• Generate an interrupt internally for a PE in the chiplet
• Generate an interrupt internally for a PE in another chiplet
• Receive an interrupt from another chiplet for a PE in the chiplet

RTGSXZ A Compute 1 Chiplet contains an interrupt controller component.
(LEVEL-0)

ICTFCS The interrupt controller component in the Compute 1 Chiplet receives and forwards interrupts as follows:

• If the destination is in the same chiplet, the component forwards the interrupt to the target PE.
• If the destination is in another chiplet, the component forwards the interrupt to the interrupt controller

component in the chiplet that contains the target PE.

Figure 4.2 shows a simplified interrupt path between chiplets that both contain an interrupt controller component.
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Figure 4.2: Example interrupt communication between two compute chiplets

RMJNJG The Compute 1 Chiplet interrupt controller component receives interrupts from within the same chiplet.
(LEVEL-0)
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RGVVMS The Compute 1 Chiplet interrupt controller component receives interrupts for the PEs it contains, forwarded from
other chiplets.

(LEVEL-0)

RZDSHM Where the target PE of an interrupt is in another chiplet, the Compute 1 Chiplet interrupt controller component
forwards the interrupt to the interrupt controller component in the chiplet that contains the target PE.

(LEVEL-0)

RDZFZV Where the target PE of an interrupt is in the same chiplet, the Compute 1 Chiplet interrupt controller component
forwards interrupts to the destination PE.

(LEVEL-0)

4.1.1.9 Chiplet system control

RRNSKY A Compute 1 Chiplet contains a system controller (see System Controller).
(LEVEL-0)

RPGGRB The system controller in a Compute 1 Chiplet is a secondary system controller.
(LEVEL-0)

4.1.1.10 Security

RXSFHF A Compute 1 Chiplet contains one or more trusted security agents (see Trusted Security Agent) that collectively
implement, at a minimum, the following Hardware Enforced Security (HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RSFPHM A trusted security agent in a Compute 1 Chiplet is a secondary trusted security agent.
(LEVEL-0)

4.1.1.11 Debug

IKNFPR A Compute 1 Chiplet contains debug resources associated with its components, including any Application PEs,
trusted security agents, and system controllers.

4.1.1.11.1 Debug access

RMDGWP An external debugger can access the debug resources of components in a Compute 1 Chiplet through a Debug
Access Port (DAP) in the chiplet.

(LEVEL-0)

RRCRRQ The debug resources of components in a Compute 1 Chiplet receive memory-mapped accesses from system debug
agents in the same chiplet or other chiplets.

(LEVEL-0)

RWDJHV System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
Compute 1 Chiplet by using memory-mapped accesses.

(LEVEL-0)

IPVSHB The Trusted Security Agent in a Compute 1 Chiplet might restrict debug access to enforce the hardware security
lifecycle state of the chiplet. Authenticated debug provides access to chiplet debug features after the trusted security
agent verifies identity. For more information, see the Arm CoreSight Architecture [5].

RDKSBZ A Compute 1 Chiplet might restrict debug access according to the hardware security lifecycle state of the chiplet.
The chiplet might provide an Authenticated debug capability that enables debug access after the trusted security
agent verifies identity.

(LEVEL-0)
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4.1.1.12 System

IHRXSM A unique identifier is necessary for each Compute 1 Chiplet because a system might contain more than one instance
of the chiplet.

RMRRGT All chiplets in the system can access the identification register in a Compute 1 Chiplet. The value in the register
uniquely identifies the chiplet instance within the system.

(LEVEL-0)

Date: October 2026 29



Open Compute Project • Foundation Chiplet System Architecture

4.2 Hub Chiplet

ICTPLV The Hub Chiplet type has direct access to system main memory and I/O peripherals. It provides this access to
connected compute chiplets. Other connected chiplets can provide fully coherent processing by devices other than
Application PEs, I/O coherent expansion, or I/O.

A Hub Chiplet provides security and system management functions. If a system contains multiple instances of a
Hub Chiplet, one is the primary chiplet and coordinates these functions.

Figure 4.3 shows a simplified example of a Hub Chiplet.
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Figure 4.3: Hub Chiplet example

The Hub Chiplet is a constituent of the Compute & Hub System system type, which specifies additional system-level
rules that apply to this chiplet type.
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4.2.1 Chiplet requirements

The following requirements define the Hub Chiplet type.

4.2.1.1 Chiplet-to-chiplet interfaces

RMZLJX A Hub Chiplet interfaces with one or more Compute 1 Chiplets.
(LEVEL-0)

RCNQZH A Hub Chiplet interfaces with zero or more Compute 2 Chiplets.
(LEVEL-0)

RLCQGC A Hub Chiplet interfaces with zero or more Hub Chiplets.
(LEVEL-0)

RSVWVP A Hub Chiplet interfaces with zero or more Fully Coherent Expansion Chiplets.
(LEVEL-0)

RHBYND A Hub Chiplet interfaces with zero or more Fully Coherent Expansion (Remote Translation) Chiplets.
(LEVEL-0)

RMKYNH A Hub Chiplet interfaces with zero or more I/O Coherent Expansion (Translated) Chiplets.
(LEVEL-0)

RWMTVP A Hub Chiplet interfaces with zero or more I/O Coherent Expansion (Untranslated) Chiplets.
(LEVEL-0)

RMBQZT A Hub Chiplet interfaces with zero or more I/O Coherent Expansion (Remote Translation) Chiplets.
(LEVEL-0)

RMLQLD A Hub Chiplet interfaces with zero or more I/O Chiplets.
(LEVEL-0)

RZTCKN A Hub Chiplet interfaces with zero or more I/O Controller Chiplets.
(LEVEL-0)

IQPRCW See Hub Chiplet to Compute Chiplet Interface Requirements.

ISDZJJ See Hub Chiplet to Hub Chiplet Interface Requirements.

INDKNP See Fully Coherent Expansion Chiplet Interface Requirements.

IHSQQH See I/O Coherent Expansion (Translated) Chiplet Interface Requirements.

ICXHLL See I/O Coherent Expansion (Untranslated) Chiplet Interface Requirements.

IKKNFJ See I/O Coherent Expansion (Remote Translation) Chiplet Interface Requirements.

IFQDZM See Fully Coherent Expansion (Remote Translation) Chiplet Interface Requirements.

IYBZWX See I/O Chiplet Interface Requirements.

IHMTNQ See I/O Controller Chiplet Interface Requirements.

4.2.1.2 Application PE

RPCJMB A Hub Chiplet does not contain any Application PEs.
(LEVEL-0)

4.2.1.3 Fully coherent processing device

RFXFNL A Hub Chiplet contains zero or more fully coherent processing devices.
(LEVEL-0)

4.2.1.4 I/O coherent processing device

RJDYJY A Hub Chiplet contains zero or more I/O coherent processing devices.
(LEVEL-0)
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4.2.1.5 I/O coherent I/O device

RPMKFN A Hub Chiplet contains zero or more I/O coherent I/O devices.
(LEVEL-0)

4.2.1.6 Non-coherent I/O device

RYHQDR A Hub Chiplet contains zero or more non-coherent I/O devices.
(LEVEL-0)

4.2.1.7 System memory

RXDGQV A Hub Chiplet contains system main memory, either integrated or directly connected.
(LEVEL-0)

RTZRSV The system main memory in or directly connected to a Hub Chiplet has associated serialization functionality and
might have associated hardware coherency functionality. This functionality is contained in the Hub Chiplet.

(LEVEL-0)

RRXLZG The system main memory in or directly connected to a Hub Chiplet receives accesses from agents in the same
chiplet or other chiplets.

(LEVEL-0)

RMTBPW Any system addressable memory in the system is available through a Hub Chiplet to agents within the chiplet or in
other chiplets in the system.

(LEVEL-0)

RVJFWY Any coherent caches in a Hub Chiplet receive coherency protocol accesses from any coherent agents within the
chiplet or in other chiplets in the system.

(LEVEL-0)

RKZFYG Any device shared memory in or directly connected to a Hub Chiplet receives accesses from agents in the same
chiplet or other chiplets.

(LEVEL-0)

4.2.1.7.1 MMU location

IHXRBV Agents in a Hub Chiplet access system addressable memory. All agents in the system access memory through a
Memory Management Unit (MMU) that provides address translation and memory access protection. The MMU is
contained in the chiplet and is located inside the Physical Address (PA) inter-chiplet security domain.

RRGMKW I/O coherent or non-coherent agents in a Hub Chiplet access system memory through an MMU that provides
memory translation and memory access protection functions. That MMU is contained in the chiplet.

(LEVEL-0)

RGNJLK Fully coherent agents in a Hub Chiplet access system memory through an MMU that provides memory translation
and memory access protection functions. That MMU is contained in the chiplet.

(LEVEL-0)

4.2.1.8 Interrupt handling

IMWPTG This section concerns interrupts for Application PEs that run the main operating system.

A Hub Chiplet can be a source of interrupts, or convey interrupts from other chiplets. Therefore, the chiplet can:

• Generate an interrupt internally for a PE in another chiplet
• Receive an interrupt for a PE in another chiplet from a chiplet that does not have an interrupt controller

component

RGSSWV A Hub Chiplet contains an interrupt controller component.
(LEVEL-0)

Date: October 2026 32



Open Compute Project • Foundation Chiplet System Architecture

IPPCWK The interrupt controller component in the Hub Chiplet receives interrupts and forwards them to the interrupt
controller component in the chiplet that contains the target PE.

Figure 4.4 shows a simplified interrupt path between chiplets that both contain an interrupt controller component.
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Figure 4.4: Example interrupt communication between a hub and a compute chiplet

RFTXZM The Hub Chiplet interrupt controller component receives interrupts from within the same chiplet.
(LEVEL-0)

RZPLGW The Hub Chiplet interrupt controller component receives interrupts from other chiplets in the system that do not
contain an interrupt controller component.

(LEVEL-0)

RVNGDP The Hub Chiplet interrupt controller component forwards interrupts to the interrupt controller component in the
chiplet of the target PE.

(LEVEL-0)

4.2.1.9 Non-volatile memory

RNJQDV When a Hub Chiplet is designated as the primary chiplet (see Hub Chiplet system requirements), it contains
non-volatile memory, either integrated or directly connected, that can hold boot code images for the trusted security
agents, system controllers, and Application PEs in the system.

(LEVEL-0)

RNXDVW When a Hub Chiplet is not designated as the primary chiplet (see Hub Chiplet system requirements), it might
contain non-volatile memory, either integrated or directly connected, that can hold boot code images for the trusted
security agents, system controllers, and Application PEs in the system.

(LEVEL-0)

4.2.1.10 Chiplet system control

RCKXYX A Hub Chiplet contains a system controller (see System Controller).
(LEVEL-0)

RZFWWC When a Hub Chiplet is designated as the primary chiplet (see Hub Chiplet system requirements), the system
controller it contains is the primary system controller.

(LEVEL-0)

RPYRRZ When a Hub Chiplet is not designated as the primary chiplet (see Hub Chiplet system requirements), the system
controller it contains is a secondary system controller.

(LEVEL-0)

RBTGJS A Hub Chiplet contains one or more system control agents (see System Control Agent).
(LEVEL-0)
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4.2.1.11 Security

RZCPHB A Hub Chiplet contains one or more trusted security agents (see Trusted Security Agent) that collectively implement,
at a minimum, the following Hardware Enforced Security (HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

• Secure storage of immutable boot code.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RLDSVP When a Hub Chiplet is designated as the primary chiplet (see Hub Chiplet system requirements), a single trusted
security agent it contains is the primary trusted security agent and any others are secondary trusted security agents.

(LEVEL-0)

RGYSJB When a Hub Chiplet is not designated as the primary chiplet (see Hub Chiplet system requirements), all of the
trusted security agents it contains are secondary trusted security agents.

(LEVEL-0)

4.2.1.12 Debug

IDJTMK A Hub Chiplet contains debug resources associated with its components, including any Application PEs, trusted
security agents, and system controllers.

4.2.1.12.1 Debug access

RSXNDJ An external debugger can access the debug resources of components in a Hub Chiplet through a Debug Access
Port (DAP) in the chiplet.

(LEVEL-0)

RTVKHG The debug resources of components in a Hub Chiplet receive memory-mapped accesses from system debug agents
in the same chiplet or other chiplets.

(LEVEL-0)

RCJMRD System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
Hub Chiplet by using memory-mapped accesses.

(LEVEL-0)

ICCXBP The Trusted Security Agent in a Hub Chiplet might restrict debug access to enforce the hardware security lifecycle
state of the chiplet. Authenticated debug provides access to chiplet debug features after the trusted security agent
verifies identity. For more information, see the Arm CoreSight Architecture [5].

RWTGSM A Hub Chiplet might restrict debug access according to the hardware security lifecycle state of the chiplet. The
chiplet might provide an Authenticated debug capability that enables debug access after the trusted security agent
verifies identity.

(LEVEL-0)

4.2.1.13 System

IWMGRV A unique identifier is necessary for each Hub Chiplet because a system might contain more than one instance of
the chiplet.

RYJBND All chiplets in the system can access the identification register in a Hub Chiplet. The value in the register uniquely
identifies the chiplet instance within the system.

(LEVEL-0)

RKYYNQ There is a single chiplet in the system that is designated as the primary chiplet and it is an instance of a Hub
Chiplet.

(LEVEL-0)
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RDZGQK When there are two or more instances of a Hub Chiplet in the system, only one of them is designated as the primary
chiplet. A Hub Chiplet contains an IMPLEMENTATION DEFINED mechanism that determines if it is the primary or
a secondary chiplet.

(LEVEL-0)

UZCTBJ An example mechanism for determining the primary chiplet is an input signal that is tied off at the package.
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4.3 Compute 2 Chiplet

IXBBNM The Compute 2 Chiplet type contains one or more Application PEs and has direct access to system main memory
and I/O peripherals. Connected chiplets can provide additional functions, including another Compute 2 Chiplet,
fully coherent processing by devices other than Application PEs, I/O coherent expansion, or I/O.

A Compute 2 Chiplet provides security and system management functions. If a system contains multiple instances
of a Compute 2 Chiplet, one is the primary chiplet and coordinates these functions.

Figure 4.5 shows a simplified example of a Compute 2 Chiplet.
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Figure 4.5: Compute 2 Chiplet example

The Compute 2 Chiplet is a constituent of the Compute Tile System system type, which specifies additional
system-level rules that apply to this chiplet type.
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4.3.1 Chiplet requirements

The following requirements define the Compute 2 Chiplet type.

4.3.1.1 Chiplet-to-chiplet interfaces

RVKGJK A Compute 2 Chiplet interfaces with one of the following mutually exclusive chiplet types:

• A Hub Chiplet
• A Compute 2 Chiplet

(LEVEL-0)

RSJNGN A Compute 2 Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

RNDHDT A Compute 2 Chiplet interfaces with zero or more Compute 2 Chiplets.
(LEVEL-0)

RKNHMM A Compute 2 Chiplet interfaces with zero or more Fully Coherent Expansion Chiplets.
(LEVEL-0)

RCGKQW A Compute 2 Chiplet interfaces with zero or more Fully Coherent Expansion (Remote Translation) Chiplets.
(LEVEL-0)

RMDFWD A Compute 2 Chiplet interfaces with zero or more I/O Coherent Expansion (Translated) Chiplets.
(LEVEL-0)

RWLHVZ A Compute 2 Chiplet interfaces with zero or more I/O Coherent Expansion (Untranslated) Chiplets.
(LEVEL-0)

RJZSRC A Compute 2 Chiplet interfaces with zero or more I/O Coherent Expansion (Remote Translation) Chiplets.
(LEVEL-0)

RDVNHD A Compute 2 Chiplet interfaces with zero or more I/O Chiplets.
(LEVEL-0)

RQGGWQ A Compute 2 Chiplet interfaces with zero or more I/O Controller Chiplets.
(LEVEL-0)

IZQGLZ See Hub Chiplet to Compute Chiplet Interface Requirements.

IVXZQN See Compute 2 Chiplet to Compute 2 Chiplet Interface Requirements.

ILVBGP See Fully Coherent Expansion Chiplet Interface Requirements.

ISPPPT See Fully Coherent Expansion Chiplet (Remote Translation) Interface Requirements.

IXQGLB See I/O Coherent Expansion (Translated) Chiplet Interface Requirements.

IHJRVL See I/O Coherent Expansion (Untranslated) Chiplet Interface Requirements.

IDBDNY See I/O Coherent Expansion (Remote Translation) Chiplet Interface Requirements.

IMHXYJ See I/O Chiplet Interface Requirements.

ILNRCG See I/O Controller Chiplet Interface Requirements.

4.3.1.2 Application PE

RLGXLN A Compute 2 Chiplet contains one or more Application PEs.
(LEVEL-0)

RXNYDJ All Application PEs in a Compute 2 Chiplet are fully coherent.
(LEVEL-0)
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4.3.1.3 Fully coherent processing device

RPHHQM A Compute 2 Chiplet contains zero or more fully coherent processing devices.
(LEVEL-0)

4.3.1.4 I/O coherent processing device

RZVZZN A Compute 2 Chiplet contains zero or more I/O coherent processing devices.
(LEVEL-0)

4.3.1.5 I/O coherent I/O device

RVYJFL A Compute 2 Chiplet contains zero or more I/O coherent I/O devices.
(LEVEL-0)

4.3.1.6 Non-coherent I/O device

RZCLCN A Compute 2 Chiplet contains zero or more non-coherent I/O devices.
(LEVEL-0)

4.3.1.7 System memory

RDMSQX A Compute 2 Chiplet contains system main memory, either integrated or directly connected.
(LEVEL-0)

RQSXVN The system main memory in or directly connected to a Compute 2 Chiplet has associated serialization functionality
and might have associated hardware coherency functionality. This functionality is contained in the Compute 2
Chiplet.

(LEVEL-0)

RXCVGN The system main memory in or directly connected to a Compute 2 Chiplet receives accesses from agents in the
same chiplet or other chiplets.

(LEVEL-0)

RZXWKH Any system addressable memory in the system is available through a Compute 2 Chiplet to agents within the
chiplet or in other chiplets in the system.

(LEVEL-0)

RDZDHQ Any coherent caches in a Compute 2 Chiplet receive coherency protocol accesses from any coherent agents within
the chiplet or in other chiplets in the system.

(LEVEL-0)

RPBYQY Any device shared memory in or directly connected to a Compute 2 Chiplet receives accesses from agents in the
same chiplet or other chiplets.

(LEVEL-0)

4.3.1.7.1 MMU location

RVXGYS Agents in a Compute 2 Chiplet access system addressable memory. All agents in the system access memory
through a Memory Management Unit (MMU) that provides address translation and memory access protection.
The MMU is contained in the chiplet and is located inside the Physical Address (PA) inter-chiplet security domain.

(LEVEL-0)

RCLYNB PEs in a Compute 2 Chiplet access system memory through an MMU that provides memory translation and
memory access protection functions. That MMU is contained in the chiplet.

(LEVEL-0)

RGPSSB I/O coherent or non-coherent agents in a Compute 2 Chiplet access system memory through an MMU that provides
memory translation and memory access protection functions. That MMU is contained in the chiplet.

(LEVEL-0)
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4.3.1.8 Interrupt handling

IKNLTT This section concerns interrupts for Application PEs that run the main operating system.

A Compute 2 Chiplet can be a source and destination of interrupts. Therefore, the chiplet can:

• Generate an interrupt internally for a PE in the chiplet
• Generate an interrupt internally for a PE in another chiplet
• Receive an interrupt from another chiplet for a PE in the chiplet
• Receive an interrupt from another chiplet for a PE in another chiplet

RTXVCM A Compute 2 Chiplet contains an interrupt controller component.
(LEVEL-0)

IFRVDP The interrupt controller component in the Compute 2 Chiplet receives and forwards interrupts as follows:

• If the destination is in the same chiplet, the component forwards the interrupt to the target PE.
• If the destination is in another chiplet, the component forwards the interrupt to the interrupt controller

component in the chiplet that contains the target PE.

Figure 4.6 shows a simplified interrupt path between chiplets that both contain an interrupt controller component.
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Figure 4.6: Example interrupt communication between two compute chiplets

RTHPPG The Compute 2 Chiplet interrupt controller component receives interrupts from within the same chiplet.
(LEVEL-0)

RNYZVM The Compute 2 Chiplet interrupt controller component receives interrupts from other chiplets in the system that do
not contain an interrupt controller component.

(LEVEL-0)

RYNMLX The Compute 2 Chiplet interrupt controller component receives interrupts for the PEs it contains, forwarded from
other chiplets.

(LEVEL-0)

RSGZXK The Compute 2 Chiplet interrupt controller component forwards interrupts to a PE, where the target PE is in the
same chiplet.

(LEVEL-0)

RVVDFD Where the target PE of an interrupt is in another chiplet, the Compute 2 Chiplet interrupt controller component
forwards the interrupt to the interrupt controller component in the chiplet that contains the target PE.

(LEVEL-0)

4.3.1.9 Non-volatile memory
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RNLGDR When a Compute 2 Chiplet is designated as the primary chiplet (see Compute 2 Chiplet system requirements),
it contains non-volatile memory, either integrated or directly connected, that can hold boot code images for the
trusted security agents, system controllers, and Application PEs in the system.

(LEVEL-0)

RWVMSK When a Compute 2 Chiplet is not designated as the primary chiplet (see Compute 2 Chiplet system requirements),
it might contain non-volatile memory, either integrated or directly connected, that can hold boot code images for
the trusted security agents, system controllers, and Application PEs in the system.

(LEVEL-0)

4.3.1.10 Chiplet system control

RPGTMQ A Compute 2 Chiplet contains a system controller (see System Controller).
(LEVEL-0)

RYQMHG When a Compute 2 Chiplet is designated as the primary chiplet (see Compute 2 Chiplet system requirements), the
system controller it contains is the primary system controller.

(LEVEL-0)

RFDRRV When a Compute 2 Chiplet is not designated as the primary chiplet (see Compute 2 Chiplet system requirements),
the system controller it contains is a secondary system controller.

(LEVEL-0)

RCNDVJ A Compute 2 Chiplet contains one or more system control agents (see System Control Agent).
(LEVEL-0)

4.3.1.11 Security

RFWCJG A Compute 2 Chiplet contains one or more trusted security agents (see Trusted Security Agent) that collectively
implement, at a minimum, the following Hardware Enforced Security (HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

• Secure storage of immutable boot code.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RKGFNL When a Compute 2 Chiplet is designated as the primary chiplet (see Compute 2 Chiplet system requirements), a
single trusted security agent it contains is the primary trusted security agent and any others are secondary trusted
security agents.

(LEVEL-0)

RGNZNV When a Compute 2 Chiplet is not designated as the primary chiplet (see Compute 2 Chiplet system requirements),
all of the trusted security agents it contains are secondary trusted security agents.

(LEVEL-0)

4.3.1.12 Debug

IZNNHD A Compute 2 Chiplet contains debug resources associated with its components, including any Application PEs,
trusted security agents, and system controllers.

4.3.1.12.1 Debug access

RZDBLR An external debugger can access the debug resources of components in a Compute 2 Chiplet through a Debug
Access Port (DAP) in the chiplet.

(LEVEL-0)

RXFSNZ The debug resources of components in a Compute 2 Chiplet receive memory-mapped accesses from system debug
agents in the same chiplet or other chiplets.

(LEVEL-0)
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RNSRSQ System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
Compute 2 Chiplet by using memory-mapped accesses.

(LEVEL-0)

IKPDJB The Trusted Security Agent in a Compute 2 Chiplet might restrict debug access to enforce the hardware security
lifecycle state of the chiplet. Authenticated debug provides access to chiplet debug features after the trusted security
agent verifies identity. For more information, see the Arm CoreSight Architecture [5].

RZHVKB A Compute 2 Chiplet might restrict debug access according to the hardware security lifecycle state of the chiplet.
The chiplet might provide an Authenticated debug capability that enables debug access after the trusted security
agent verifies identity.

(LEVEL-0)

4.3.1.13 System

IDBTLF A unique identifier is necessary for each Compute 2 Chiplet because a system might contain more than one instance
of the chiplet.

RXDDFR All chiplets in the system can access the identification register in a Compute 2 Chiplet. The value in the register
uniquely identifies the chiplet instance within the system.

(LEVEL-0)

RXYVWT There is a single chiplet in the system that is designated as the primary chiplet. When there are one or more
instances of a Hub Chiplet in the system a single instance of a Hub Chiplet is designated as the primary chiplet.
When there are zero instances of a Hub Chiplet in the system a single instance of a Compute 2 Chiplet is designated
as the primary chiplet.

(LEVEL-0)

RLPTTQ When there are zero instances of a Hub Chiplet and two or more instances of a Compute 2 Chiplet in the system,
only one of the instances of a Compute 2 Chiplet is designated as primary. A Compute 2 Chiplet contains an
IMPLEMENTATION DEFINED mechanism that determines if it is a primary or a secondary chiplet.

(LEVEL-0)

UTYRVJ An example mechanism for determining the primary chiplet is an input signal that is tied off at the package.
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4.4 Fully Coherent Expansion Chiplet

ITLNDW The Fully Coherent Expansion Chiplet type provides the system with fully coherent application-specific acceleration
and access to system main memory. The chiplet might include interfaces to external DRAM and to other fully
coherent, I/O coherent, or non-coherent chiplet types.

Figure 4.7 shows simplified examples of a Fully Coherent Expansion Chiplet.
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Figure 4.7: Fully Coherent Expansion Chiplet examples

A Fully Coherent Expansion Chiplet is a constituent of the following system types, which specify additional
system-level rules that apply to this chiplet type:

• Compute & Hub System
• Compute Tile System
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4.4.1 Chiplet requirements

The following requirements define the Fully Coherent Expansion Chiplet type.

4.4.1.1 Chiplet-to-chiplet interfaces

RSHXTT A Fully Coherent Expansion Chiplet interfaces with one of the following mutually exclusive chiplet types:

• A Hub Chiplet
• A Compute 2 Chiplet
• A Fully Coherent Expansion Chiplet

(LEVEL-0)

RHXGDG A Fully Coherent Expansion Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

RGHKCL A Fully Coherent Expansion Chiplet interfaces with zero or exactly one Compute 2 Chiplet.
(LEVEL-0)

RMKCTS A Fully Coherent Expansion Chiplet interfaces with zero or more Fully Coherent Expansion Chiplets.
(LEVEL-0)

RHMZJQ A Fully Coherent Expansion Chiplet interfaces with zero or more Fully Coherent Expansion (Remote Translation)
Chiplets.

(LEVEL-0)

RYDWVV A Fully Coherent Expansion Chiplet interfaces with zero or more I/O Coherent Expansion (Translated) Chiplets.
(LEVEL-0)

RNBXWR A Fully Coherent Expansion Chiplet interfaces with zero or more I/O Coherent Expansion (Untranslated) Chiplets.
(LEVEL-0)

RFMBVG A Fully Coherent Expansion Chiplet interfaces with zero or more I/O Coherent Expansion (Remote Translation)
Chiplets.

(LEVEL-0)

RJNCKH A Fully Coherent Expansion Chiplet interfaces with zero or more I/O Chiplets.
(LEVEL-0)

RVCPQR A Fully Coherent Expansion Chiplet interfaces with zero or more I/O Controller Chiplets.
(LEVEL-0)

IYVRSB See Fully Coherent Expansion Chiplet Interface Requirements.

IGPVMH See Fully Coherent Expansion Chiplet (Remote Translation) Interface Requirements.

IHVWGS See I/O Coherent Expansion (Translated) Chiplet Interface Requirements.

ITRFHV See I/O Coherent Expansion (Untranslated) Chiplet Interface Requirements.

ISVFPP See I/O Coherent Expansion (Remote Translation) Chiplet Interface Requirements.

IHVJYJ See I/O Chiplet Interface Requirements.

IMQPDR See I/O Controller Chiplet Interface Requirements.

4.4.1.2 Application PE

RFJDNP A Fully Coherent Expansion Chiplet does not contain any Application PEs.
(LEVEL-0)

4.4.1.3 Fully coherent processing device

RSPTFW A Fully Coherent Expansion Chiplet contains one or more fully coherent processing devices.
(LEVEL-0)
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4.4.1.4 I/O coherent processing device

RFQPML A Fully Coherent Expansion Chiplet contains zero or more I/O coherent processing devices.
(LEVEL-0)

4.4.1.5 I/O coherent I/O device

RQDMPX A Fully Coherent Expansion Chiplet contains zero or more I/O coherent I/O devices.
(LEVEL-0)

4.4.1.6 Non-coherent I/O device

RLYVBX A Fully Coherent Expansion Chiplet contains zero or more non-coherent I/O devices.
(LEVEL-0)

4.4.1.7 System memory

RLVJXD A Fully Coherent Expansion Chiplet might contain system main memory, either integrated or directly connected.
(LEVEL-0)

RLFYRB The system main memory in or directly connected to a Fully Coherent Expansion Chiplet has associated
serialization functionality and might have associated hardware coherency functionality. This functionality is
contained in the Fully Coherent Expansion Chiplet.

(LEVEL-0)

RXVWQF The system main memory in or directly connected to a Fully Coherent Expansion Chiplet receives accesses from
agents in the same chiplet or other chiplets.

(LEVEL-0)

RWHJVN Any system addressable memory in the system is available through a Fully Coherent Expansion Chiplet to agents
within the chiplet or in other chiplets in the system.

(LEVEL-0)

RQQTXS Any coherent caches in a Fully Coherent Expansion Chiplet receive coherency protocol accesses from any coherent
agents within the chiplet or in other chiplets in the system.

(LEVEL-0)

RRDGJV Any device shared memory in or directly connected to a Fully Coherent Expansion Chiplet receives accesses from
agents in the same chiplet or other chiplets.

(LEVEL-0)

4.4.1.7.1 MMU location

IRSWCG Agents in a Fully Coherent Expansion Chiplet access system addressable memory. All agents in the system access
memory through a Memory Management Unit (MMU) that provides address translation and memory access
protection. The MMU is contained in the chiplet and is located inside the Physical Address (PA) inter-chiplet
security domain as shown in Figure 4.8.
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Figure 4.8: Fully Coherent Expansion Chiplet MMU location
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RPBNCH I/O coherent or non-coherent agents in a Fully Coherent Expansion Chiplet access system memory through an
MMU that provides memory translation and memory access protection functions. That MMU is contained in the
chiplet.

(LEVEL-0)

RFDDHQ Fully coherent agents in a Fully Coherent Expansion Chiplet access system memory through an MMU that provides
memory translation and memory access protection functions. That MMU is contained in the chiplet.

(LEVEL-0)

4.4.1.8 Interrupt handling

IFJGYD This section concerns interrupts for Application PEs that run the main operating system.

A Fully Coherent Expansion Chiplet can be a source of interrupts, or convey interrupts from other chiplets.
Therefore, the chiplet can:

• Generate an interrupt internally for a PE in another chiplet
• Receive an interrupt from another chiplet for a PE in another chiplet

RFXKVK A Fully Coherent Expansion Chiplet can contain an interrupt controller component.
(LEVEL-0)

IDYPHT The chiplet routes interrupts as follows:

• If the chiplet has an interrupt controller component, the interrupt controller component in the Fully Coherent
Expansion Chiplet receives interrupts and forwards them to the interrupt controller component in the chiplet
that contains the target PE.

• If the chiplet does not have an interrupt controller component, it forwards interrupts as MSIs to an interrupt
controller component in a connected chiplet.

Figure 4.9 shows a simplified interrupt path between chiplets that both contain an interrupt controller component.
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Figure 4.9: Example interrupt communication between fully coherent expansion and compute chiplets

RZRPHF Where a Fully Coherent Expansion Chiplet contains an interrupt controller component, the interrupt controller
component receives interrupts from within the same chiplet.

(LEVEL-0)

RQZSYG Where a Fully Coherent Expansion Chiplet contains an interrupt controller component, it can receive interrupts
from other chiplets that do not contain an interrupt controller component.

(LEVEL-0)

RPWHNJ Where a Fully Coherent Expansion Chiplet contains an interrupt controller component, the interrupt controller
component forwards interrupts to the interrupt controller component in the chiplet of the target PE.

(LEVEL-0)
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RRNNVV Where a Fully Coherent Expansion Chiplet does not contain an interrupt controller component, it transmits
interrupts as MSIs to an interrupt controller component in a connected chiplet.

(LEVEL-0)

4.4.1.9 Chiplet system control

RZNXXR A Fully Coherent Expansion Chiplet contains a system controller (see System Controller).
(LEVEL-0)

RRJMNL The system controller in a Fully Coherent Expansion Chiplet is a secondary system controller.
(LEVEL-0)

RXLWKP A Fully Coherent Expansion Chiplet contains one or more system control agents (see System Control Agent).
(LEVEL-0)

4.4.1.10 Security

RFFWWY A Fully Coherent Expansion Chiplet contains one or more trusted security agents (see Trusted Security Agent) that
collectively implement, at a minimum, the following Hardware Enforced Security (HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RBMPMM A trusted security agent in a Fully Coherent Expansion Chiplet is a secondary trusted security agent.
(LEVEL-0)

4.4.1.11 Debug

ITCZKV A Fully Coherent Expansion Chiplet contains debug resources associated with its components, including any
Application PEs, trusted security agents, and system controllers.

4.4.1.11.1 Debug access

RZDSMN An external debugger can access the debug resources of components in a Fully Coherent Expansion Chiplet
through a Debug Access Port (DAP) in the chiplet.

(LEVEL-0)

RYSNYC The debug resources of components in a Fully Coherent Expansion Chiplet receive memory-mapped accesses from
system debug agents in the same chiplet or other chiplets.

(LEVEL-0)

RXRKQP System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
Fully Coherent Expansion Chiplet by using memory-mapped accesses.

(LEVEL-0)

IMLBHG The Trusted Security Agent in a Fully Coherent Expansion Chiplet might restrict debug access to enforce the
hardware security lifecycle state of the chiplet. Authenticated debug provides access to chiplet debug features after
the trusted security agent verifies identity. For more information, see the Arm CoreSight Architecture [5].

RKHQGY A Fully Coherent Expansion Chiplet might restrict debug access according to the hardware security lifecycle state
of the chiplet. The chiplet might provide an Authenticated debug capability that enables debug access after the
trusted security agent verifies identity.

(LEVEL-0)
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4.4.1.12 System

ITRCQC A unique identifier is necessary for each Fully Coherent Expansion Chiplet because a system might contain more
than one instance of the chiplet.

RVJGGP All chiplets in the system can access the identification register in a Fully Coherent Expansion Chiplet. The value in
the register uniquely identifies the chiplet instance within the system.

(LEVEL-0)
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4.5 Fully Coherent Expansion (Remote Translation) Chiplet

IXBDVG The Fully Coherent Expansion (Remote Translation) Chiplet type provides the system with application-specific
acceleration. The chiplet might include an interface to external memory.

This chiplet type supports system-specific expansion with complex fully coherent processing devices. The trust
boundary with the connected host chiplet is at the chiplet interface, for example, when a system integrates
third-party solutions. The chiplet is required to communicate by using physical addresses to support generic
integration with coherent protocols.

Remote address translation operates as follows:

1. The device in the chiplet requests an address translation from an MMU in the host chiplet and stores the
responses locally.

2. The device applies the received address translation to its transactions. It presents the transactions to the host
chiplet on the chiplet interface with physical addresses.

3. The device receives address translation invalidations and discards the locally stored translation information.

This chiplet uses the following interfaces and protocols:

• A configuration interface to program the device
• An interface to request address translations
• An interface to send Message Signaled Interrupts (MSIs)
• A DMA protocol for data transfer

Figure 4.10 shows a simplified example of a Fully Coherent Expansion (Remote Translation) Chiplet.
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Figure 4.10: Fully Coherent Expansion (Remote Translation) Chiplet example

A Fully Coherent Expansion (Remote Translation) Chiplet is a constituent of the following system types, which
specify additional system-level rules that apply to this chiplet type:

• Compute & Hub System
• Compute Tile System
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4.5.1 Chiplet requirements

The following requirements define the Fully Coherent Expansion (Remote Translation) Chiplet type.

4.5.1.1 Chiplet-to-chiplet interfaces

RKGJQZ A Fully Coherent Expansion (Remote Translation) Chiplet interfaces with one of the following mutually exclusive
chiplet types:

• A Hub Chiplet
• A Compute 2 Chiplet
• A Fully Coherent Expansion Chiplet

(LEVEL-0)

RVZRNQ A Fully Coherent Expansion (Remote Translation) Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

RZKKWN A Fully Coherent Expansion (Remote Translation) Chiplet interfaces with zero or exactly one Compute 2 Chiplet.
(LEVEL-0)

RVGSNV A Fully Coherent Expansion (Remote Translation) Chiplet interfaces with zero or exactly one Fully Coherent
Expansion Chiplet.

(LEVEL-0)

IFRDFT See Fully Coherent Expansion (Remote Translation) Chiplet Interface Requirements.

4.5.1.2 Application PE

RKSDBW A Fully Coherent Expansion (Remote Translation) Chiplet does not contain any Application PEs.
(LEVEL-0)

4.5.1.3 Fully coherent processing device

RMHJBP A Fully Coherent Expansion (Remote Translation) Chiplet contains one or more fully coherent processing devices.
(LEVEL-0)

RBKXFJ Any fully coherent processing device in a Fully Coherent Expansion (Remote Translation) Chiplet is presented to
the system as a PCIe Endpoint [6].

(LEVEL-FULL)

4.5.1.4 I/O coherent processing device

RGGJVW A Fully Coherent Expansion (Remote Translation) Chiplet contains zero or more I/O coherent processing devices.
(LEVEL-0)

RLFGWL Any I/O coherent processing device in a Fully Coherent Expansion (Remote Translation) Chiplet is presented to
the system as a PCIe Endpoint [6].

(LEVEL-FULL)

4.5.1.5 I/O coherent I/O device

RWDGDV A Fully Coherent Expansion (Remote Translation) Chiplet contains zero or more I/O coherent I/O devices.
(LEVEL-0)

RKWBLT Any I/O coherent I/O device in a Fully Coherent Expansion (Remote Translation) Chiplet is presented to the
system as a PCIe Endpoint [6].

(LEVEL-FULL)
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4.5.1.6 Non-coherent I/O device

RKLQNT A Fully Coherent Expansion (Remote Translation) Chiplet contains zero or more non-coherent I/O devices.
(LEVEL-0)

RJNZML Any non-coherent I/O device in a Fully Coherent Expansion (Remote Translation) Chiplet is presented to the
system as a PCIe Endpoint [6].

(LEVEL-FULL)

4.5.1.7 System memory

RWNHGS A Fully Coherent Expansion (Remote Translation) Chiplet might contain system main memory, either integrated
or directly connected.

(LEVEL-0)

RSBTVJ The system main memory in or directly connected to a Fully Coherent Expansion (Remote Translation) Chiplet
has associated serialization functionality and might have associated hardware coherency functionality. This
functionality is contained in the Fully Coherent Expansion (Remote Translation) Chiplet.

(LEVEL-0)

RVHJYG A Fully Coherent Expansion (Remote Translation) Chiplet contains one or more fully coherent agents.
(LEVEL-0)

RSVMSC A Fully Coherent Expansion (Remote Translation) Chiplet might contain caches that support coherency protocol
accesses by coherent agents in other chiplets in the system.

(LEVEL-0)

RFFDXH System software accesses memory-mapped configuration of devices in a Fully Coherent Expansion (Remote
Translation) Chiplet.

(LEVEL-0)

4.5.1.7.1 MMU location

ITJMMT Agents in a Fully Coherent Expansion (Remote Translation) Chiplet access system addressable memory. All agents
in the system access memory through a Memory Management Unit (MMU) that provides address translation and
memory access protection. The MMU is not contained in the chiplet and is located inside the Physical Address
(PA) inter-chiplet security domain as shown in Figure 4.11.
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Figure 4.11: Fully Coherent Expansion (Remote Translation) Chiplet MMU location

RXMDFB I/O coherent or non-coherent agents in a Fully Coherent Expansion (Remote Translation) Chiplet access system
memory through an MMU that provides memory translation and memory access protection functions. That MMU
is not contained in the chiplet.

(LEVEL-0)
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RLMWRD Fully coherent agents in a Fully Coherent Expansion (Remote Translation) Chiplet access system memory through
an MMU that provides memory translation and memory access protection functions. That MMU is not contained
in the chiplet.

(LEVEL-0)

RDDBSL Any agents in a Fully Coherent Expansion (Remote Translation) Chiplet that request address translation information
do so from an MMU. That MMU is not in the chiplet.

(LEVEL-0)

4.5.1.8 Interrupt handling

ILKYKB This section concerns interrupts for Application PEs that run the main operating system.

A Fully Coherent Expansion (Remote Translation) Chiplet can be a source of interrupts. The chiplet forwards
these interrupts as MSIs.

RPJVLK A Fully Coherent Expansion (Remote Translation) Chiplet transmits interrupts as MSIs to a connected chiplet.
(LEVEL-0)

4.5.1.9 Chiplet system control

RRVBSS A Fully Coherent Expansion (Remote Translation) Chiplet contains a system controller (see System Controller).
(LEVEL-0)

RCWKWQ The system controller in a Fully Coherent Expansion (Remote Translation) Chiplet is a secondary system controller.
(LEVEL-0)

RNYNCY A Fully Coherent Expansion (Remote Translation) Chiplet contains one or more system control agents (see System
Control Agent).

(LEVEL-0)

4.5.1.10 Security

RMBSCP A Fully Coherent Expansion (Remote Translation) Chiplet contains one or more trusted security agents (see
Trusted Security Agent) that collectively implement, at a minimum, the following Hardware Enforced Security
(HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RXVZTS A trusted security agent in a Fully Coherent Expansion (Remote Translation) Chiplet is a secondary trusted security
agent.

(LEVEL-0)

4.5.1.11 Debug

INPJVH A Fully Coherent Expansion (Remote Translation) Chiplet contains debug resources associated with its components,
including any Application PEs, trusted security agents, and system controllers.

4.5.1.11.1 Debug access

RJSDXW An external debugger can access the debug resources of components in a Fully Coherent Expansion (Remote
Translation) Chiplet through a Debug Access Port (DAP) in the chiplet.

(LEVEL-0)

RBVKJT The debug resources of components in a Fully Coherent Expansion (Remote Translation) Chiplet receive
memory-mapped accesses from system debug agents in the same chiplet or other chiplets.

(LEVEL-0)
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RXYXHC System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
Fully Coherent Expansion (Remote Translation) Chiplet by using memory-mapped accesses.

(LEVEL-0)

IGXGWX The Trusted Security Agent in a Fully Coherent Expansion (Remote Translation) Chiplet might restrict debug
access to enforce the hardware security lifecycle state of the chiplet. Authenticated debug provides access to chiplet
debug features after the trusted security agent verifies identity. For more information, see the Arm CoreSight
Architecture [5].

RPGHRF A Fully Coherent Expansion (Remote Translation) Chiplet might restrict debug access according to the hardware
security lifecycle state of the chiplet. The chiplet might provide an Authenticated debug capability that enables
debug access after the trusted security agent verifies identity.

(LEVEL-0)

4.5.1.12 System

ILKJSJ A unique identifier is necessary for each Fully Coherent Expansion (Remote Translation) Chiplet because a system
might contain more than one instance of the chiplet.

RXBJSZ All chiplets in the system can access the identification register in a Fully Coherent Expansion (Remote Translation)
Chiplet. The value in the register uniquely identifies the chiplet instance within the system.

(LEVEL-0)

Date: October 2026 52



Open Compute Project • Foundation Chiplet System Architecture

4.6 I/O Coherent Expansion (Translated) Chiplet

INKFQB The I/O Coherent Expansion (Translated) Chiplet type provides the system with application-specific acceleration
and I/O coherent I/O. The chiplet might include interfaces to external DRAM for private use by the
application-specific acceleration and to other I/O coherent or non-coherent chiplet types.

Devices in the chiplet access coherent system memory by using physical addresses (PAs). A memory management
unit (MMU) in the chiplet generates the PAs.

Figure 4.12 shows simplified examples of a I/O Coherent Expansion (Translated) Chiplet.

I/O Coherent Expansion/
I/O/

I/O Controller
Chiplet

Security System control

M
M

U Device

PHY

High speed
I/O

I/O controller

C
hi

p
le

t
in

te
rf

ac
es

Security System control

M
M

U Device

C
hi

p
le

t
in

te
rf

ac
es

DRAM

Private
DRAM

Security System control
M

M
U

Device

C
hi

p
le

t
in

te
rf

ac
es

C
hi

p
le

t
in

te
rf

ac
es

Hub/Compute 2/
Fully Coherent Expansion/
I/O Coherent Expansion

(Translated)/
I/O Coherent Expansion

(Remote Translation)
Chiplet

M
M

U
*

*as required

Hub/Compute 2/
Fully Coherent Expansion/
I/O Coherent Expansion

(Translated)/
I/O Coherent Expansion

(Remote Translation)
Chiplet

Hub/Compute 2/
Fully Coherent Expansion/
I/O Coherent Expansion

(Translated)/
I/O Coherent Expansion

(Remote Translation)
Chiplet

Figure 4.12: I/O Coherent Expansion (Translated) Chiplet examples

A I/O Coherent Expansion (Translated) Chiplet is a constituent of the following system types, which specify
additional system-level rules that apply to this chiplet type:

• Compute & Hub System
• Compute Tile System
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4.6.1 Chiplet requirements

The following requirements define the I/O Coherent Expansion (Translated) Chiplet type.

4.6.1.1 Chiplet-to-chiplet interfaces

RYTTPM A I/O Coherent Expansion (Translated) Chiplet interfaces with one of the following mutually exclusive chiplet
types:

• A Hub Chiplet
• A Compute 2 Chiplet
• A Fully Coherent Expansion Chiplet
• An I/O Coherent Expansion (Translated) Chiplet

(LEVEL-0)

RMPKFL A I/O Coherent Expansion (Translated) Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

RLGNWX A I/O Coherent Expansion (Translated) Chiplet interfaces with zero or exactly one Compute 2 Chiplet.
(LEVEL-0)

RRWJXM A I/O Coherent Expansion (Translated) Chiplet interfaces with zero or exactly one Fully Coherent Expansion
Chiplet.

(LEVEL-0)

RNJQMS A I/O Coherent Expansion (Translated) Chiplet interfaces with zero or more I/O Coherent Expansion (Translated)
Chiplets.

(LEVEL-0)

RFHVQW A I/O Coherent Expansion (Translated) Chiplet interfaces with zero or more I/O Coherent Expansion (Untranslated)
Chiplets.

(LEVEL-0)

RXPQFB A I/O Coherent Expansion (Translated) Chiplet interfaces with zero or more I/O Coherent Expansion (Remote
Translation) Chiplets.

(LEVEL-0)

RDFJJB A I/O Coherent Expansion (Translated) Chiplet interfaces with zero or more I/O Chiplets.
(LEVEL-0)

RLRYYF A I/O Coherent Expansion (Translated) Chiplet interfaces with zero or more I/O Controller Chiplets.
(LEVEL-0)

IHKZRJ See Fully Coherent Expansion Chiplet Interface Requirements.

IMTRFG See I/O Coherent Expansion (Translated) Chiplet Interface Requirements.

ILYJSR See I/O Coherent Expansion (Untranslated) Chiplet Interface Requirements.

IFNWCB See I/O Coherent Expansion (Remote Translation) Chiplet Interface Requirements.

ISGTPD See I/O Chiplet Interface Requirements.

IDBYZT See I/O Controller Chiplet Interface Requirements.

4.6.1.2 Application PE

RNKBDT A I/O Coherent Expansion (Translated) Chiplet does not contain any Application PEs.
(LEVEL-0)

4.6.1.3 Fully coherent processing device

RGPNPF A I/O Coherent Expansion (Translated) Chiplet does not contain any fully coherent processing devices.
(LEVEL-0)
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4.6.1.4 I/O coherent processing device

RJKNBM A I/O Coherent Expansion (Translated) Chiplet contains one or more I/O coherent processing devices.
(LEVEL-0)

4.6.1.5 I/O coherent I/O device

RYLRSX A I/O Coherent Expansion (Translated) Chiplet contains zero or more I/O coherent I/O devices.
(LEVEL-0)

4.6.1.6 Non-coherent I/O device

RTXQKB A I/O Coherent Expansion (Translated) Chiplet contains zero or more non-coherent I/O devices.
(LEVEL-0)

4.6.1.7 System memory

RPGQRS A I/O Coherent Expansion (Translated) Chiplet might contain Non-cacheable system main memory, either
integrated or directly connected.

(LEVEL-0)

RDVDHL The system main memory in or directly connected to a I/O Coherent Expansion (Translated) Chiplet has associated
serialization functionality. This functionality is contained in the I/O Coherent Expansion (Translated) Chiplet.

(LEVEL-0)

RXCBFQ A I/O Coherent Expansion (Translated) Chiplet does not contain any fully coherent agents.
(LEVEL-0)

RHSWKR Any system addressable memory in the system is available through a I/O Coherent Expansion (Translated) Chiplet
to agents within the chiplet or in other chiplets in the system.

(LEVEL-0)

RBGYTR A I/O Coherent Expansion (Translated) Chiplet does not contain any caches that support coherency protocol
accesses by coherent agents in other chiplets in the system.

(LEVEL-0)

4.6.1.7.1 MMU location

ILWGQZ Agents in a I/O Coherent Expansion (Translated) Chiplet access system addressable memory. All agents in
the system access memory through a Memory Management Unit (MMU) that provides address translation and
memory access protection. The MMU is contained in the chiplet and is located inside the Physical Address (PA)
inter-chiplet security domain as shown in Figure 4.13.
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Figure 4.13: I/O Coherent Expansion (Translated) Chiplet MMU location

RXHLRJ I/O coherent or non-coherent agents in a I/O Coherent Expansion (Translated) Chiplet access system memory
through an MMU that provides memory translation and memory access protection functions. That MMU is
contained in the chiplet.

(LEVEL-0)
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4.6.1.8 Interrupt handling

IHFHBL This section concerns interrupts for Application PEs that run the main operating system.

A I/O Coherent Expansion (Translated) Chiplet can be a source of interrupts, or convey interrupts from other
chiplets. Therefore, the chiplet can:

• Generate an interrupt internally for a PE in another chiplet
• Receive an interrupt from another chiplet for a PE in another chiplet

RRDSRT A I/O Coherent Expansion (Translated) Chiplet can contain an interrupt controller component.
(LEVEL-0)

ITFVYT The chiplet routes interrupts as follows:

• If the chiplet has an interrupt controller component, that component receives interrupts and forwards them to
the interrupt controller component in the chiplet that contains the target PE.

• If the chiplet does not have an interrupt controller component, it forwards interrupts as MSIs to an interrupt
controller component in a connected chiplet.

RZHDSR Where a I/O Coherent Expansion (Translated) Chiplet contains an interrupt controller component, the interrupt
controller component receives interrupts from within the same chiplet.

(LEVEL-0)

RLPFHQ Where a I/O Coherent Expansion (Translated) Chiplet contains an interrupt controller component, it can receive
interrupts from other chiplets that do not contain an interrupt controller component.

(LEVEL-0)

RSXYNL Where a I/O Coherent Expansion (Translated) Chiplet contains an interrupt controller component, the interrupt
controller component forwards interrupts to the interrupt controller component in the chiplet of the target PE.

(LEVEL-0)

RSDNYR Where a I/O Coherent Expansion (Translated) Chiplet does not contain an interrupt controller component, it
transmits interrupts as MSIs to an interrupt controller component in a connected chiplet.

(LEVEL-0)

4.6.1.9 Chiplet system control

RTWRHN A I/O Coherent Expansion (Translated) Chiplet contains a system controller (see System Controller).
(LEVEL-0)

RZHTQD The system controller in a I/O Coherent Expansion (Translated) Chiplet is a secondary system controller.
(LEVEL-0)

RPHQVC A I/O Coherent Expansion (Translated) Chiplet contains one or more system control agents (see System Control
Agent).

(LEVEL-0)

4.6.1.10 Security

RLCWDK A I/O Coherent Expansion (Translated) Chiplet contains one or more trusted security agents (see Trusted Security
Agent) that collectively implement, at a minimum, the following Hardware Enforced Security (HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RJTTCQ A trusted security agent in a I/O Coherent Expansion (Translated) Chiplet is a secondary trusted security agent.
(LEVEL-0)
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4.6.1.11 Debug

IQDJFZ A I/O Coherent Expansion (Translated) Chiplet contains debug resources associated with its components, including
any Application PEs, trusted security agents, and system controllers.

4.6.1.11.1 Debug access

RZKGSN An external debugger can access the debug resources of components in a I/O Coherent Expansion (Translated)
Chiplet through a Debug Access Port (DAP) in the chiplet.

(LEVEL-0)

RHQHCV The debug resources of components in a I/O Coherent Expansion (Translated) Chiplet receive memory-mapped
accesses from system debug agents in the same chiplet or other chiplets.

(LEVEL-0)

RQGKMH System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
I/O Coherent Expansion (Translated) Chiplet by using memory-mapped accesses.

(LEVEL-0)

IRGVSH The Trusted Security Agent in a I/O Coherent Expansion (Translated) Chiplet might restrict debug access to
enforce the hardware security lifecycle state of the chiplet. Authenticated debug provides access to chiplet debug
features after the trusted security agent verifies identity. For more information, see the Arm CoreSight Architecture
[5].

RRBRHD A I/O Coherent Expansion (Translated) Chiplet might restrict debug access according to the hardware security
lifecycle state of the chiplet. The chiplet might provide an Authenticated debug capability that enables debug
access after the trusted security agent verifies identity.

(LEVEL-0)

4.6.1.12 System

ITCKLP A unique identifier is necessary for each I/O Coherent Expansion (Translated) Chiplet because a system might
contain more than one instance of the chiplet.

RDDQVP All chiplets in the system can access the identification register in a I/O Coherent Expansion (Translated) Chiplet.
The value in the register uniquely identifies the chiplet instance within the system.

(LEVEL-0)
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4.7 I/O Coherent Expansion (Untranslated) Chiplet

ITLKDT The I/O Coherent Expansion (Untranslated) Chiplet type provides the system with application-specific
acceleration and I/O coherent I/O. The chiplet might include an interface to external DRAM for private use by the
application-specific acceleration and interfaces to other I/O coherent or non-coherent chiplet types.

The chiplet provides system-specific expansion for existing I/O coherent processing devices with minimal additional
complexity. Attached chiplets manage system control, interrupt handling, and address translation.

Figure 4.14 shows simplified examples of a I/O Coherent Expansion (Untranslated) Chiplet.
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Figure 4.14: I/O Coherent Expansion (Untranslated) Chiplet examples

A I/O Coherent Expansion (Untranslated) Chiplet is a constituent of the following system types, which specify
additional system-level rules that apply to this chiplet type:

• Compute & Hub System
• Compute Tile System
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4.7.1 Chiplet requirements

The following requirements define the I/O Coherent Expansion (Untranslated) Chiplet type.

4.7.1.1 Chiplet-to-chiplet interfaces

RYWWFY A I/O Coherent Expansion (Untranslated) Chiplet interfaces with one of the following mutually exclusive chiplet
types:

• A Hub Chiplet
• A Compute 2 Chiplet
• A Fully Coherent Expansion Chiplet
• An I/O Coherent Expansion (Translated) Chiplet

(LEVEL-0)

RGNBSW A I/O Coherent Expansion (Untranslated) Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

RPZFMT A I/O Coherent Expansion (Untranslated) Chiplet interfaces with zero or exactly one Compute 2 Chiplet.
(LEVEL-0)

RWFLXB A I/O Coherent Expansion (Untranslated) Chiplet interfaces with zero or exactly one Fully Coherent Expansion
Chiplet.

(LEVEL-0)

RJHQPD A I/O Coherent Expansion (Untranslated) Chiplet interfaces with zero or exactly one I/O Coherent Expansion
(Translated) Chiplet.

(LEVEL-0)

IJKFCD See Fully Coherent Expansion Chiplet Interface Requirements.

IDWDHZ See I/O Coherent Expansion (Untranslated) Chiplet Interface Requirements.

INCBJR See I/O Coherent Expansion (Translated) Chiplet Interface Requirements.

4.7.1.2 Application PE

RBNCHJ A I/O Coherent Expansion (Untranslated) Chiplet does not contain any Application PEs.
(LEVEL-0)

4.7.1.3 Fully coherent processing device

RDGKSX A I/O Coherent Expansion (Untranslated) Chiplet does not contain any fully coherent processing devices.
(LEVEL-0)

4.7.1.4 I/O coherent processing device

RHKCGS A I/O Coherent Expansion (Untranslated) Chiplet contains one or more I/O coherent processing devices.
(LEVEL-0)

4.7.1.5 I/O coherent I/O device

RYHDSL A I/O Coherent Expansion (Untranslated) Chiplet contains zero or more I/O coherent I/O devices.
(LEVEL-0)

4.7.1.6 Non-coherent I/O device

RDPLFM A I/O Coherent Expansion (Untranslated) Chiplet contains zero or more non-coherent I/O devices.
(LEVEL-0)

Date: October 2026 59



Open Compute Project • Foundation Chiplet System Architecture

4.7.1.7 System memory

RNDGMQ A I/O Coherent Expansion (Untranslated) Chiplet does not contain system main memory, either integrated or
directly connected.

(LEVEL-0)

RRGMBN A I/O Coherent Expansion (Untranslated) Chiplet does not contain any fully coherent agents.
(LEVEL-0)

RNPHFD A I/O Coherent Expansion (Untranslated) Chiplet does not contain any caches that support coherency protocol
accesses by coherent agents in other chiplets in the system.

(LEVEL-0)

RKFPMT System software accesses memory-mapped configuration of devices in a I/O Coherent Expansion (Untranslated)
Chiplet.

(LEVEL-0)

4.7.1.7.1 MMU location

IJPSMF Agents in a I/O Coherent Expansion (Untranslated) Chiplet access system addressable memory. All agents in
the system access memory through a Memory Management Unit (MMU) that provides address translation and
memory access protection. The MMU is not contained in the chiplet and is located inside the Physical Address
(PA) inter-chiplet security domain as shown in Figure 4.15.
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Figure 4.15: I/O Coherent Expansion (Untranslated) Chiplet MMU location

RPQGLG I/O coherent or non-coherent agents in a I/O Coherent Expansion (Untranslated) Chiplet access system memory
through an MMU that provides memory translation and memory access protection functions. That MMU is not
contained in the chiplet.

(LEVEL-0)

4.7.1.8 Interrupt handling

IJCLGP This section concerns interrupts for Application PEs that run the main operating system.

The components on a I/O Coherent Expansion (Untranslated) Chiplet can generate interrupts. The chiplet forwards
these interrupts as MSIs.

RRBSQV A I/O Coherent Expansion (Untranslated) Chiplet transmits interrupts as MSIs to a connected chiplet.
(LEVEL-0)

4.7.1.9 Chiplet system control

RKMTCS A I/O Coherent Expansion (Untranslated) Chiplet contains one or more system control agents (see System Control
Agent).

(LEVEL-0)

RJMJYS The primary system controller controls the Power Management Integrated Circuit (PMIC) associated with a I/O
Coherent Expansion (Untranslated) Chiplet.

(LEVEL-0)
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4.7.1.10 Security

RHHJCC A I/O Coherent Expansion (Untranslated) Chiplet contains one or more trusted security agents (see Trusted Security
Agent) that collectively implement, at a minimum, the following Hardware Enforced Security (HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RMGPTM A trusted security agent in a I/O Coherent Expansion (Untranslated) Chiplet is a secondary trusted security agent.
(LEVEL-0)

4.7.1.11 Debug

IZQBPJ A I/O Coherent Expansion (Untranslated) Chiplet contains debug resources associated with its components,
including any Application PEs, trusted security agents, and system controllers.

4.7.1.11.1 Debug access

RPJLCZ An external debugger can access the debug resources of components in a I/O Coherent Expansion (Untranslated)
Chiplet through a Debug Access Port (DAP) in the chiplet.

(LEVEL-0)

RMLLGS The debug resources of components in a I/O Coherent Expansion (Untranslated) Chiplet receive memory-mapped
accesses from system debug agents in the same chiplet or other chiplets.

(LEVEL-0)

RHHNSD System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
I/O Coherent Expansion (Untranslated) Chiplet by using memory-mapped accesses.

(LEVEL-0)

IRHYFK The Trusted Security Agent in a I/O Coherent Expansion (Untranslated) Chiplet might restrict debug access to
enforce the hardware security lifecycle state of the chiplet. Authenticated debug provides access to chiplet debug
features after the trusted security agent verifies identity. For more information, see the Arm CoreSight Architecture
[5].

RNJLVJ A I/O Coherent Expansion (Untranslated) Chiplet might restrict debug access according to the hardware security
lifecycle state of the chiplet. The chiplet might provide an Authenticated debug capability that enables debug
access after the trusted security agent verifies identity.

(LEVEL-0)

4.7.1.12 System

IVFMRV A unique identifier is necessary for each I/O Coherent Expansion (Untranslated) Chiplet because a system might
contain more than one instance of the chiplet.

RWSWRW All chiplets in the system can access the identification register in a I/O Coherent Expansion (Untranslated) Chiplet.
The value in the register uniquely identifies the chiplet instance within the system.

(LEVEL-0)
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4.8 I/O Coherent Expansion (Remote Translation) Chiplet

IWJTFD The I/O Coherent Expansion (Remote Translation) Chiplet type provides the system with application-specific
acceleration and I/O coherent I/O. The chiplet might include an interface to external memory for private use by the
application-specific acceleration.

This chiplet type supports system-specific expansion with complex I/O coherent processing devices. The trust
boundary with the connected host chiplet is at the chiplet interface, for example, when a system integrates
third-party solutions. The chiplet is required to communicate by using physical addresses to support generic
integration with coherent protocols.

Remote address translation operates as follows:

1. The device in the chiplet requests an address translation from an MMU in the host chiplet and stores the
responses locally.

2. The device applies the received address translation to its transactions. It presents the transactions to the host
chiplet on the chiplet interface with physical addresses.

3. The device receives address translation invalidations and discards the locally stored translation information.

This chiplet uses the following interfaces and protocols:

• A configuration interface to program the device
• An interface to request address translations
• An interface to send Message Signaled Interrupts (MSIs)
• A DMA protocol for data transfer

Figure 4.16 shows simplified examples of a I/O Coherent Expansion (Remote Translation) Chiplet.
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Figure 4.16: I/O Coherent Expansion (Remote Translation) Chiplet examples

A I/O Coherent Expansion (Remote Translation) Chiplet is a constituent of the following system types, which
specify additional system-level rules that apply to this chiplet type:

• Compute & Hub System
• Compute Tile System
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4.8.1 Chiplet requirements

The following requirements define the I/O Coherent Expansion (Remote Translation) Chiplet type.

4.8.1.1 Chiplet-to-chiplet interfaces

RMCTLV A I/O Coherent Expansion (Remote Translation) Chiplet interfaces with one of the following mutually exclusive
chiplet types:

• A Hub Chiplet
• A Compute 2 Chiplet
• A Fully Coherent Expansion Chiplet
• An I/O Coherent Expansion (Translated) Chiplet

(LEVEL-0)

RJFVWW A I/O Coherent Expansion (Remote Translation) Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

RLYDWT A I/O Coherent Expansion (Remote Translation) Chiplet interfaces with zero or exactly one Compute 2 Chiplet.
(LEVEL-0)

RLVZJJ A I/O Coherent Expansion (Remote Translation) Chiplet interfaces with zero or exactly one Fully Coherent
Expansion Chiplet.

(LEVEL-0)

RYKSJV A I/O Coherent Expansion (Remote Translation) Chiplet interfaces with zero or exactly one I/O Coherent Expansion
(Translated) Chiplet.

(LEVEL-0)

IKMCHP See I/O Coherent Expansion (Remote Translation) Chiplet Interface Requirements.

4.8.1.2 Application PE

RDFKTT A I/O Coherent Expansion (Remote Translation) Chiplet does not contain any Application PEs.
(LEVEL-0)

4.8.1.3 Fully coherent processing device

RXKHNG A I/O Coherent Expansion (Remote Translation) Chiplet does not contain any fully coherent processing devices.
(LEVEL-0)

4.8.1.4 I/O coherent processing device

RRXVFP A I/O Coherent Expansion (Remote Translation) Chiplet contains one or more I/O coherent processing devices.
(LEVEL-0)

RHBQJS Any I/O coherent processing device in a I/O Coherent Expansion (Remote Translation) Chiplet is presented to the
system as a PCIe Endpoint [6].

(LEVEL-FULL)

4.8.1.5 I/O coherent I/O device

RSJJRK A I/O Coherent Expansion (Remote Translation) Chiplet contains zero or more I/O coherent I/O devices.
(LEVEL-0)

RCFCZN Any I/O coherent I/O device in a I/O Coherent Expansion (Remote Translation) Chiplet is presented to the system
as a PCIe Endpoint [6].

(LEVEL-FULL)
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4.8.1.6 Non-coherent I/O device

RVGYHF A I/O Coherent Expansion (Remote Translation) Chiplet contains zero or more non-coherent I/O devices.
(LEVEL-0)

RJNYGP Any non-coherent I/O device in a I/O Coherent Expansion (Remote Translation) Chiplet is presented to the system
as a PCIe Endpoint [6].

(LEVEL-FULL)

4.8.1.7 System memory

RGXVLS A I/O Coherent Expansion (Remote Translation) Chiplet might contain Non-cacheable system main memory,
either integrated or directly connected.

(LEVEL-0)

RJPCFZ The system main memory in or directly connected to a I/O Coherent Expansion (Remote Translation) Chiplet
has associated serialization functionality. This functionality is contained in the I/O Coherent Expansion (Remote
Translation) Chiplet.

(LEVEL-0)

RMGPMV A I/O Coherent Expansion (Remote Translation) Chiplet does not contain any fully coherent agents.
(LEVEL-0)

RMJDDS A I/O Coherent Expansion (Remote Translation) Chiplet does not contain any caches that support coherency
protocol accesses by coherent agents in other chiplets in the system.

(LEVEL-0)

RVLFCJ System software accesses memory-mapped configuration of devices in a I/O Coherent Expansion (Remote
Translation) Chiplet.

(LEVEL-0)

4.8.1.7.1 MMU location

ICKFKS Agents in a I/O Coherent Expansion (Remote Translation) Chiplet access system addressable memory. All agents
in the system access memory through a Memory Management Unit (MMU) that provides address translation and
memory access protection. The MMU is not contained in the chiplet and is located inside the Physical Address
(PA) inter-chiplet security domain as shown in Figure 4.17.
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Figure 4.17: I/O Coherent Expansion (Remote Translation) Chiplet MMU location

RGNNND I/O coherent or non-coherent agents in a I/O Coherent Expansion (Remote Translation) Chiplet access system
memory through an MMU that provides memory translation and memory access protection functions. That MMU
is not contained in the chiplet.

(LEVEL-0)

RJWZKZ Any agents in a I/O Coherent Expansion (Remote Translation) Chiplet that request address translation information
do so from an MMU. That MMU is not in the chiplet.

(LEVEL-0)
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4.8.1.8 Interrupt handling

IJQSTB This section concerns interrupts for Application PEs that run the main operating system.

The components on a I/O Coherent Expansion (Remote Translation) Chiplet can generate interrupts. The chiplet
forwards these interrupts as MSIs.

RSSKPN A I/O Coherent Expansion (Remote Translation) Chiplet transmits interrupts as MSIs to a connected chiplet.
(LEVEL-0)

4.8.1.9 Chiplet system control

RXCBFD A I/O Coherent Expansion (Remote Translation) Chiplet contains a system controller (see System Controller).
(LEVEL-0)

RRHJMG The system controller in a I/O Coherent Expansion (Remote Translation) Chiplet is a secondary system controller.
(LEVEL-0)

RPWMCT A I/O Coherent Expansion (Remote Translation) Chiplet contains one or more system control agents (see System
Control Agent).

(LEVEL-0)

4.8.1.10 Security

RVVWXF A I/O Coherent Expansion (Remote Translation) Chiplet contains one or more trusted security agents (see Trusted
Security Agent) that collectively implement, at a minimum, the following Hardware Enforced Security (HES)
functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RMTJGB A trusted security agent in a I/O Coherent Expansion (Remote Translation) Chiplet is a secondary trusted security
agent.

(LEVEL-0)

4.8.1.11 Debug

IJGNHX A I/O Coherent Expansion (Remote Translation) Chiplet contains debug resources associated with its components,
including any Application PEs, trusted security agents, and system controllers.

4.8.1.11.1 Debug access

RWXTJK An external debugger can access the debug resources of components in a I/O Coherent Expansion (Remote
Translation) Chiplet through a Debug Access Port (DAP) in the chiplet.

(LEVEL-0)

RNTMSD The debug resources of components in a I/O Coherent Expansion (Remote Translation) Chiplet receive
memory-mapped accesses from system debug agents in the same chiplet or other chiplets.

(LEVEL-0)

RSSBPB System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
I/O Coherent Expansion (Remote Translation) Chiplet by using memory-mapped accesses.

(LEVEL-0)

IZBRXS The Trusted Security Agent in a I/O Coherent Expansion (Remote Translation) Chiplet might restrict debug access
to enforce the hardware security lifecycle state of the chiplet. Authenticated debug provides access to chiplet debug
features after the trusted security agent verifies identity. For more information, see the Arm CoreSight Architecture
[5].
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RVDGNN A I/O Coherent Expansion (Remote Translation) Chiplet might restrict debug access according to the hardware
security lifecycle state of the chiplet. The chiplet might provide an Authenticated debug capability that enables
debug access after the trusted security agent verifies identity.

(LEVEL-0)

4.8.1.12 System

IQRVVW A unique identifier is necessary for each I/O Coherent Expansion (Remote Translation) Chiplet because a system
might contain more than one instance of the chiplet.

RDZVCK All chiplets in the system can access the identification register in a I/O Coherent Expansion (Remote Translation)
Chiplet. The value in the register uniquely identifies the chiplet instance within the system.

(LEVEL-0)
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4.9 I/O Chiplet

IGXMMN The I/O Chiplet type provides the system with I/O coherent I/O.

This chiplet provides system-specific expansion for I/O coherent I/O devices with minimal additional complexity.
Attached chiplets manage system control, interrupt handling, and address translation.

Figure 4.18 shows a simplified example of a I/O Chiplet.
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Figure 4.18: I/O Chiplet example

A I/O Chiplet is a constituent of the following system types, which specify additional system-level rules that apply
to this chiplet type:

• Compute & Hub System
• Compute Tile System
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4.9.1 Chiplet requirements

The following requirements define the I/O Chiplet type.

4.9.1.1 Chiplet-to-chiplet interfaces

RFKNWS A I/O Chiplet interfaces with one of the following mutually exclusive chiplet types:

• A Hub Chiplet
• A Compute 2 Chiplet
• A Fully Coherent Expansion Chiplet
• An I/O Coherent Expansion (Translated) Chiplet

(LEVEL-0)

RWWGKL A I/O Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

RHCYCZ A I/O Chiplet interfaces with zero or exactly one Compute 2 Chiplet.
(LEVEL-0)

RCFTXC A I/O Chiplet interfaces with zero or exactly one Fully Coherent Expansion Chiplet.
(LEVEL-0)

RFHZFP A I/O Chiplet interfaces with zero or exactly one I/O Coherent Expansion (Translated) Chiplet.
(LEVEL-0)

IDVHCD See Fully Coherent Expansion Chiplet Interface Requirements.

IKWXNR See I/O Chiplet Interface Requirements.

INJNHQ See I/O Coherent Expansion (Translated) Chiplet Interface Requirements.

4.9.1.2 Application PE

RZQPNC A I/O Chiplet does not contain any Application PEs.
(LEVEL-0)

4.9.1.3 Fully coherent processing device

RJHMFZ A I/O Chiplet does not contain any fully coherent processing devices.
(LEVEL-0)

4.9.1.4 I/O coherent processing device

RKWXTX A I/O Chiplet does not contain any I/O coherent processing devices.
(LEVEL-0)

4.9.1.5 I/O coherent I/O device

RCPTMG A I/O Chiplet contains one or more I/O coherent I/O devices.
(LEVEL-0)

4.9.1.6 Non-coherent I/O device

RZMHCY A I/O Chiplet contains zero or more non-coherent I/O devices.
(LEVEL-0)

4.9.1.7 System memory

RRTPGY A I/O Chiplet might contain system main memory, either integrated or directly connected.
(LEVEL-0)

RYRKBX A I/O Chiplet does not contain any fully coherent agents.
(LEVEL-0)
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RJSKVP A I/O Chiplet does not contain any caches that support coherency protocol accesses by coherent agents in other
chiplets in the system.

(LEVEL-0)

RRRCYS System software accesses memory-mapped configuration of devices in a I/O Chiplet.
(LEVEL-0)

4.9.1.7.1 MMU location

INFQMM Agents in a I/O Chiplet access system addressable memory. All agents in the system access memory through a
Memory Management Unit (MMU) that provides address translation and memory access protection. The MMU is
not contained in the chiplet and is located inside the Physical Address (PA) inter-chiplet security domain as shown
in Figure 4.19.

MMU

P
ro

te
ct

io
n

Tr
an

sl
at

io
n

PA inter-chiplet
security domain I/O Chiplet

C
hi

p
le

t

in
te

rf
ac

es

I/O controller

Figure 4.19: I/O Chiplet MMU location

RMGCKS I/O coherent or non-coherent agents in a I/O Chiplet access system memory through an MMU that provides
memory translation and memory access protection functions. That MMU is not contained in the chiplet.

(LEVEL-0)

4.9.1.8 Interrupt handling

IGPSWK This section concerns interrupts for Application PEs that run the main operating system.

The components on a I/O Chiplet can generate interrupts. The chiplet forwards these interrupts as MSIs.

4.9.1.9 Chiplet system control

RLCHML A I/O Chiplet contains one or more system control agents (see System Control Agent).
(LEVEL-0)

RXJFYN The primary system controller controls the Power Management Integrated Circuit (PMIC) associated with a I/O
Chiplet.

(LEVEL-0)

4.9.1.10 Security

RWPDRB A I/O Chiplet contains one or more trusted security agents (see Trusted Security Agent) that collectively implement,
at a minimum, the following Hardware Enforced Security (HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)

RBNDMC A trusted security agent in a I/O Chiplet is a secondary trusted security agent.
(LEVEL-0)

Date: October 2026 69



Open Compute Project • Foundation Chiplet System Architecture

4.9.1.11 Debug

IHBMGP A I/O Chiplet contains debug resources associated with its components, including any Application PEs, trusted
security agents, and system controllers.

4.9.1.11.1 Debug access

RYFNFR An external debugger can access the debug resources of components in a I/O Chiplet through a Debug Access Port
(DAP) in the chiplet.

(LEVEL-0)

RWYPZL The debug resources of components in a I/O Chiplet receive memory-mapped accesses from system debug agents
in the same chiplet or other chiplets.

(LEVEL-0)

RGWHVL System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
I/O Chiplet by using memory-mapped accesses.

(LEVEL-0)

IWSNCQ The Trusted Security Agent in a I/O Chiplet might restrict debug access to enforce the hardware security lifecycle
state of the chiplet. Authenticated debug provides access to chiplet debug features after the trusted security agent
verifies identity. For more information, see the Arm CoreSight Architecture [5].

RLMZZV A I/O Chiplet might restrict debug access according to the hardware security lifecycle state of the chiplet. The
chiplet might provide an Authenticated debug capability that enables debug access after the trusted security agent
verifies identity.

(LEVEL-0)

4.9.1.12 System

IMQGLT A unique identifier is necessary for each I/O Chiplet because a system might contain more than one instance of the
chiplet.

RBXGXT All chiplets in the system can access the identification register in a I/O Chiplet. The value in the register uniquely
identifies the chiplet instance within the system.

(LEVEL-0)
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4.10 I/O Controller Chiplet

IDGSTG The I/O Controller Chiplet type provides high-speed I/O to the system, including physical layers (PHYs) for
double data rate synchronous dynamic random-access memory (DDR SDRAM), Universal Serial Bus (USB),
MIPI Camera Serial Interface 2 (MIPI CSI-2), and High-Definition Multimedia Interface (HDMI). The chiplet
contains no coherent agents.

Figure 4.20 shows a simplified example of a I/O Controller Chiplet.
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Figure 4.20: I/O Controller Chiplet example

A I/O Controller Chiplet is a constituent of the following system types, which specify additional system-level rules
that apply to this chiplet type:

• Compute & Hub System
• Compute Tile System
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4.10.1 Chiplet requirements

The following requirements define the I/O Controller Chiplet type.

4.10.1.1 Chiplet-to-chiplet interfaces

RFFNKP A I/O Controller Chiplet interfaces with one of the following mutually exclusive chiplet types:

• A Hub Chiplet
• A Compute 2 Chiplet
• A Fully Coherent Expansion Chiplet
• An I/O Coherent Expansion (Translated) Chiplet

(LEVEL-0)

RLTWZF A I/O Controller Chiplet interfaces with zero or exactly one Hub Chiplet.
(LEVEL-0)

RJWNXJ A I/O Controller Chiplet interfaces with zero or exactly one Compute 2 Chiplet.
(LEVEL-0)

RRDQYR A I/O Controller Chiplet interfaces with zero or exactly one Fully Coherent Expansion Chiplet.
(LEVEL-0)

RDSBQD A I/O Controller Chiplet interfaces with zero or exactly one I/O Coherent Expansion (Translated) Chiplet.
(LEVEL-0)

ICJMRS See Fully Coherent Expansion Chiplet Interface Requirements.

ICPZPP See I/O Controller Chiplet Interface Requirements.

IWCJZH See I/O Coherent Expansion (Translated) Chiplet Interface Requirements.

4.10.1.2 Application PE

RWBVMW A I/O Controller Chiplet does not contain any Application PEs.
(LEVEL-0)

4.10.1.3 Fully coherent processing device

RXWTXV A I/O Controller Chiplet does not contain any fully coherent processing devices.
(LEVEL-0)

4.10.1.4 I/O coherent processing device

RBNQNG A I/O Controller Chiplet does not contain any I/O coherent processing devices.
(LEVEL-0)

4.10.1.5 I/O coherent I/O device

RJRSRT A I/O Controller Chiplet does not contain any I/O coherent I/O devices.
(LEVEL-0)

4.10.1.6 Non-coherent I/O device

RRZGDN A I/O Controller Chiplet contains one or more non-coherent I/O devices.
(LEVEL-0)

4.10.1.7 System memory

RQWLMP A I/O Controller Chiplet might contain system main memory, either integrated or directly connected.
(LEVEL-0)

RLZRDM A I/O Controller Chiplet does not contain any fully coherent agents.
(LEVEL-0)
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RMWPHD A I/O Controller Chiplet does not contain any I/O coherent agents.
(LEVEL-0)

RDWLLK A I/O Controller Chiplet does not contain any caches that support coherency protocol accesses by coherent agents
in other chiplets in the system.

(LEVEL-0)

4.10.1.7.1 MMU location

IRPFRQ Agents in a I/O Controller Chiplet access system addressable memory. All agents in the system access memory
through a Memory Management Unit (MMU) that provides address translation and memory access protection.
The MMU is not contained in the chiplet and is located inside the Physical Address (PA) inter-chiplet security
domain as shown in Figure 4.21.
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Figure 4.21: I/O Controller Chiplet MMU location

RQMDXK I/O coherent or non-coherent agents in a I/O Controller Chiplet access system memory through an MMU that
provides memory translation and memory access protection functions. That MMU is not contained in the chiplet.

(LEVEL-0)

4.10.1.8 Interrupt handling

IZVJZG This section concerns interrupts for Application PEs that run the main operating system.

The components on a I/O Controller Chiplet can generate interrupts. The chiplet forwards these interrupts as MSIs.

RMDBRR A I/O Controller Chiplet transmits interrupts as MSIs to a connected chiplet.
(LEVEL-0)

4.10.1.9 Chiplet system control

RKZQVC A I/O Controller Chiplet contains one or more system control agents (see System Control Agent).
(LEVEL-0)

RPDQHN The primary system controller controls the Power Management Integrated Circuit (PMIC) associated with a I/O
Controller Chiplet.

(LEVEL-0)

4.10.1.10 Security

RGRYYV A I/O Controller Chiplet contains one or more trusted security agents (see Trusted Security Agent) that collectively
implement, at a minimum, the following Hardware Enforced Security (HES) functions:

• Secure storage of a chiplet identifier.
• Enforcement of the hardware security lifecycle of the chiplet, including moderation of invasive subsystems,

for example, debug. A trusted security agent might manage the security lifecycle or delegate that management
to another trusted security agent.

For more information about HES, see Trusted Security Agent.
(LEVEL-0)
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RJDSWQ A trusted security agent in a I/O Controller Chiplet is a secondary trusted security agent.
(LEVEL-0)

4.10.1.11 Debug

INRYBB A I/O Controller Chiplet contains debug resources associated with its components, including any Application PEs,
trusted security agents, and system controllers.

4.10.1.11.1 Debug access

RNHPSD An external debugger can access the debug resources of components in a I/O Controller Chiplet through a Debug
Access Port (DAP) in the chiplet.

(LEVEL-0)

RJHKVK The debug resources of components in a I/O Controller Chiplet receive memory-mapped accesses from system
debug agents in the same chiplet or other chiplets.

(LEVEL-0)

RYNBXR System debug agents in the same chiplet or other chiplets can access any debug resources in the system through a
I/O Controller Chiplet by using memory-mapped accesses.

(LEVEL-0)

IYKMDL The Trusted Security Agent in a I/O Controller Chiplet might restrict debug access to enforce the hardware security
lifecycle state of the chiplet. Authenticated debug provides access to chiplet debug features after the trusted security
agent verifies identity. For more information, see the Arm CoreSight Architecture [5].

RDJFVK A I/O Controller Chiplet might restrict debug access according to the hardware security lifecycle state of the
chiplet. The chiplet might provide an Authenticated debug capability that enables debug access after the trusted
security agent verifies identity.

(LEVEL-0)

4.10.1.12 System

IKRZNG A unique identifier is necessary for each I/O Controller Chiplet because a system might contain more than one
instance of the chiplet.

RVVBCX All chiplets in the system can access the identification register in a I/O Controller Chiplet. The value in the register
uniquely identifies the chiplet instance within the system.

(LEVEL-0)
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5
Chiplet interfaces

This chapter defines the interface requirements between different chiplet types.

This chapter defines the following interface types:

• Hub Chiplet to Hub Chiplet Interface
• Hub Chiplet to Compute Chiplet Interface
• Compute 1 Chiplet to Compute 1 Chiplet Interface
• Compute 2 Chiplet to Compute 2 Chiplet Interface
• Fully Coherent Expansion Chiplet Interface
• Fully Coherent Expansion (Remote Translation) Chiplet Interface
• I/O Coherent Expansion (Translated) Chiplet Interface
• I/O Coherent Expansion (Untranslated) Chiplet Interface
• I/O Coherent Expansion (Remote Translation) Chiplet Interface
• I/O Chiplet Interface
• I/O Controller Chiplet Interface
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5.1 Common requirements for chiplet interfaces

UWMYQD The interface requirements are grouped by pairs of chiplet types. Some requirements are common to multiple
groups.

Some interface requirement sets are supersets or subsets of other sets. Therefore, an interface between one
combination of chiplet types might also meet the requirements for a different combination.

Associating chiplet types with an interface specification does not impose an additional requirement or restriction
on the interface. A chiplet interface might comply with more than one interface specification in this chapter. If the
chiplet type requirements are compatible, the same interface might connect to multiple chiplet types.
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5.2 Chiplet activity states and interface availability

ISMSPG During the operational lifecycle of a system, chiplet activity states and interface availability change. This FCSA
defines chiplet activity states to support the interface requirements. Figure 5.1 shows an illustrative sequence of
these states. Each interface description identifies the states in which that interface is available.

Inactive

Secure boot

Initial boot

Operational

Power saving

Figure 5.1: Chiplet activity states

Inactive

The chiplet is inactive. All chiplet interfaces are unavailable.

Secure boot

The security lifecycle states of the trusted security agents are synchronized. The chiplet interfaces
between trusted security agents are available.

Initial boot

Boot code images are loaded into the chiplets. This process enables the security components, system
control components, and Application PEs to boot or advance beyond the initial immutable boot code.
The interfaces that transfer boot code images are available. Interfaces that initialize basic system
functionality, such as the system counter, are also available.

Operational

The system has reached the point in the initialization sequence at which the high-capacity, relatively
high-power chiplet interfaces are available.

Power saving

Some chiplet interfaces are unavailable to save power. Some communications use relatively low-power
or dedicated interfaces instead.

Table 5.1 summarizes interface availability by chiplet activity state.
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Table 5.1: Summary of chiplet activity states and interface availability

Interface Inactive Secure boot Initial boot Operational Power saving

Boot Code Image Load Unavailable Available Available Available Unavailable

Coherent Memory Traffic Unavailable Unavailable Unavailable Available Unavailable

Untranslated I/O Coherent Memory Traffic Unavailable Unavailable Unavailable Available Unavailable

I/O Coherent Memory Traffic Unavailable Unavailable Unavailable Available Unavailable

Non-Coherent Memory Traffic Unavailable Unavailable Unavailable Available Unavailable

Device Configuration Unavailable Unavailable Unavailable Available Unavailable

Address Translation Unavailable Unavailable Unavailable Available Unavailable

Interrupts Unavailable Unavailable Unavailable Available Unavailable

Trusted Security Agent Communication Unavailable Available Available Available Available

System Control Unavailable Available Available Available Available

Debug Access Unavailable Available Available Available Available
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5.3 Hub Chiplet to Hub Chiplet Interface requirements

IPKTVB This section specifies the requirements of the interface between a Hub Chiplet and another Hub Chiplet.

Figure 5.2 shows the interfaces between the two chiplets.
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Figure 5.2: Hub Chiplet to Hub Chiplet interfaces

5.3.1 Boot Sequence Control Interface

IGFNJB A Boot Sequence Control Interface between two directly connected chiplets transports boot-sequence control
signals between the trusted security agent and system controller components of each chiplet. See Chiplet System
Component Boot Sequence for more information.

RKNVZY A Boot Sequence Control Interface directly connects a Hub Chiplet and another Hub Chiplet and transports
boot-sequence control signals between their trusted security agents and system controllers.

(LEVEL-0)

RSYWLF The Boot Sequence Control Interface between a Hub Chiplet and another Hub Chiplet is available when the
chiplets share a chiplet activity state in which the interface is available.

(LEVEL-0)

UHQHGJ For example, a Boot Sequence Control Interface that directly connects a Hub Chiplet and another Hub Chiplet
might be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable in the
Inactive and Power saving chiplet activity states.

IGFMJD For implementation details, see Boot Sequence Control Interface.

5.3.2 Boot Code Image Load Interface

IGNTLV A Boot Code Image Load Interface transports boot code images between two directly connected chiplets. The
source chiplet loads the images from non-volatile memory that it accesses directly or through connected chiplets.
The interface transports the images to the destination chiplet and to other chiplets connected to the destination
chiplet.

RZPXZW For a Hub Chiplet and another Hub Chiplet that are directly connected, the system implementation designates one
chiplet as the source of boot code images and the other as the destination. A Boot Code Image Load Interface
transports the images from the source chiplet to memory in the destination chiplet or in other chiplets connected to
the destination chiplet.

(LEVEL-1)

RKMPRP A Boot Code Image Load Interface that directly connects a Hub Chiplet and another Hub Chiplet is available when
both chiplets are in a chiplet activity state in which the interface functions are operative.
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(LEVEL-1)

UCGLNT For example, a Boot Code Image Load Interface that directly connects a Hub Chiplet and another Hub Chiplet
might be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable in the
Inactive and Power saving chiplet activity states.

ISHCBY For implementation details, see Boot Code Image Load Interface.

5.3.3 Coherent Memory Traffic Interface

IXPNJG A Coherent Memory Traffic Interface enables coherent agents in a Hub Chiplet and chiplets connected to it to
access system addressable memory and coherent caches in another Hub Chiplet and chiplets connected to it.

RSYDRX A Coherent Memory Traffic Interface directly connects a Hub Chiplet and another Hub Chiplet and transports
cache-coherent memory traffic and non-coherent memory traffic in both directions.

(LEVEL-0)

RLQZMW A Coherent Memory Traffic Interface that directly connects a Hub Chiplet and another Hub Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UJDHFK For example, a Coherent Memory Traffic Interface that directly connects a Hub Chiplet and another Hub Chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.

IVZCKZ For implementation details, see Coherent Memory Traffic Interface.

5.3.4 Interrupt handling

IZXQMY This section concerns interrupts that target application PEs running the main operating system.

RDFVLC An Interrupt Interface directly connects a Hub Chiplet and another Hub Chiplet and transports interrupts in both
directions.

(LEVEL-0)

RCQVLD An Interrupt Interface that directly connects a Hub Chiplet and another Hub Chiplet is available when both chiplets
are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UJLQMC For example, an Interrupt Interface that directly connects a Hub Chiplet and another Hub Chiplet might be available
in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and Power saving
chiplet activity states.

IZFVHB For implementation details, see Interrupts.

5.3.5 Security

RDHBHJ A Trusted Security Agent Communication Interface directly connects a Hub Chiplet and another Hub Chiplet and
transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RTPSJG A Trusted Security Agent Communication Interface that directly connects a Hub Chiplet and another Hub Chiplet
can support the delegation of security lifecycle management and other secure communication between trusted
security agents.

(LEVEL-0)

RDKMDM A Trusted Security Agent Communication Interface that directly connects a Hub Chiplet and another Hub Chiplet
uses encryption, integrity protection, and replay protection.

(LEVEL-0)
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RRVKPZ A Trusted Security Agent Communication Interface that directly connects a Hub Chiplet and another Hub Chiplet
is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UFZSXT For example, a Trusted Security Agent Communication Interface that directly connects a Hub Chiplet and another
Hub Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving chiplet activity
states but unavailable in the Inactive chiplet activity state.

IDVYVQ For implementation details, see Trusted Security Agent Communication Interface.

5.3.6 System control communication

RNJPCS A System Control Interface directly connects a Hub Chiplet and another Hub Chiplet and transports messages
between the system controllers in the chiplets.

(LEVEL-0)

RPMLBM A System Control Interface that directly connects a Hub Chiplet and another Hub Chiplet is available when both
chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UFQPCB For example, a System Control Interface that directly connects a Hub Chiplet and another Hub Chiplet might be
available in the Secure boot, Initial boot, Operational, and Power saving chiplet activity states but unavailable in
the Inactive chiplet activity state.

IVFZZK For implementation details, see System Controller Communication.

5.3.7 Debug

5.3.7.1 Debug Access

RBMRTC A Debug Access Interface directly connects a Hub Chiplet and another Hub Chiplet and enables access between
debug components in the two chiplets.

(LEVEL-0)

RVWWPY A Debug Access Interface that directly connects a Hub Chiplet and another Hub Chiplet is available when both
chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UPWKLP For example, a Debug Access Interface that directly connects a Hub Chiplet and another Hub Chiplet might be
available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and
Power saving chiplet activity states.

IBVCMK For implementation details, see Debug Access Interface.
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5.4 Hub Chiplet to Compute Chiplet Interface requirements

IKPSBM In this section, the term Compute refers to the chiplet to which a Hub Chiplet connects. The requirements in this
section apply to the interface between a Hub Chiplet and the compute chiplet. The compute chiplet is a Compute 1
Chiplet or a Compute 2 Chiplet.

IWSTSX Figure 5.3 shows the interfaces between the two chiplets.
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Figure 5.3: Hub Chiplet to Compute Chiplet interfaces

5.4.1 Boot Sequence Control Interface

IZCBKP A Boot Sequence Control Interface between two directly connected chiplets transports boot-sequence control
signals between the trusted security agent and system controller components of each chiplet. See Chiplet System
Component Boot Sequence for more information.

RJQQPR A Boot Sequence Control Interface directly connects a Hub Chiplet and a compute chiplet and transports
boot-sequence control signals between their trusted security agents and system controllers.

(LEVEL-0)

RYQMLC The Boot Sequence Control Interface between a Hub Chiplet and a compute chiplet is available when the chiplets
share a chiplet activity state in which the interface is available.

(LEVEL-0)

UHPWKX For example, a Boot Sequence Control Interface that directly connects a Hub Chiplet and a compute chiplet might
be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable in the Inactive
and Power saving chiplet activity states.

IJXYJZ For implementation details, see Boot Sequence Control Interface.

5.4.2 Boot Code Image Load Interface

IZSFTB Non-volatile memory is accessible to a Hub Chiplet. A Boot Code Image Load Interface transports boot code
images from the non-volatile memory to each chiplet in the system.

RNQBSN For a Hub Chiplet and a compute chiplet that are directly connected, the system implementation designates one
chiplet as the source of boot code images and the other as the destination. A Boot Code Image Load Interface
transports the images from the source chiplet to memory in the destination chiplet or in other chiplets connected to
the destination chiplet.

(LEVEL-1)

RYWSTJ A Boot Code Image Load Interface that directly connects a Hub Chiplet and a compute chiplet is available when
both chiplets are in a chiplet activity state in which the interface functions are operative.
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(LEVEL-1)

UCCDDY For example, a Boot Code Image Load Interface that directly connects a Hub Chiplet and a compute chiplet might
be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable in the Inactive
and Power saving chiplet activity states.

IWVMBX For implementation details, see Boot Code Image Load Interface.

5.4.3 Coherent Memory Traffic Interface

IGRRLM A Coherent Memory Traffic Interface enables coherent agents in a Hub Chiplet and chiplets connected to it to
access system addressable memory and coherent caches in a compute chiplet and chiplets connected to it.

IMKFMT A Coherent Memory Traffic Interface enables coherent agents in a compute chiplet and chiplets connected to it to
access system addressable memory and coherent caches in a Hub Chiplet and chiplets connected to it.

RFVFQQ A Coherent Memory Traffic Interface directly connects a Hub Chiplet and a compute chiplet and transports
cache-coherent memory traffic and non-coherent memory traffic in both directions.

(LEVEL-0)

RGHLHT A Coherent Memory Traffic Interface that directly connects a Hub Chiplet and a compute chiplet is available when
both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UFWCYL For example, a Coherent Memory Traffic Interface that directly connects a Hub Chiplet and a compute chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.

IGTCPJ For implementation details, see Coherent Memory Traffic Interface.

5.4.4 Interrupt handling

IFGYNK This section concerns interrupts that target application PEs running the main operating system.

RCLWWD An Interrupt Interface directly connects a Hub Chiplet and a compute chiplet and transports interrupts in both
directions.

(LEVEL-0)

RGMZTH An Interrupt Interface that directly connects a Hub Chiplet and a compute chiplet is available when both chiplets
are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UYVRLS For example, an Interrupt Interface that directly connects a Hub Chiplet and a compute chiplet might be available
in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and Power saving
chiplet activity states.

IPDGKJ For implementation details, see Interrupts.

5.4.5 Security

RNNQCD A Trusted Security Agent Communication Interface directly connects a Hub Chiplet and a compute chiplet and
transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RFXRMW A Trusted Security Agent Communication Interface that directly connects a Hub Chiplet and a compute chiplet can
support the delegation of security lifecycle management and other secure communication between trusted security
agents.

(LEVEL-0)

RSZZGL A Trusted Security Agent Communication Interface that directly connects a Hub Chiplet and a compute chiplet
uses encryption, integrity protection, and replay protection.

(LEVEL-0)
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RYGWKV A Trusted Security Agent Communication Interface that directly connects a Hub Chiplet and a compute chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UFDWDK For example, a Trusted Security Agent Communication Interface that directly connects a Hub Chiplet and a
compute chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving chiplet activity
states but unavailable in the Inactive chiplet activity state.

IGWHRY For implementation details, see Trusted Security Agent Communication Interface.

5.4.6 System control communication

RBHDVN A System Control Interface directly connects a Hub Chiplet and a compute chiplet and transports messages between
the system controllers in the chiplets.

(LEVEL-0)

RHJZYS A System Control Interface that directly connects a Hub Chiplet and a compute chiplet is available when both
chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UQBZLG For example, a System Control Interface that directly connects a Hub Chiplet and a compute chiplet might be
available in the Secure boot, Initial boot, Operational, and Power saving chiplet activity states but unavailable in
the Inactive chiplet activity state.

IFVKJS For implementation details, see System Controller Communication.

5.4.7 Debug

5.4.7.1 Debug Access

RHZCKZ A Debug Access Interface directly connects a Hub Chiplet and a compute chiplet and enables access between
debug components in the two chiplets.

(LEVEL-0)

RCZKJG A Debug Access Interface that directly connects a Hub Chiplet and a compute chiplet is available when both
chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UKWXVD For example, a Debug Access Interface that directly connects a Hub Chiplet and a compute chiplet might be
available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and
Power saving chiplet activity states.

IBJKDZ For implementation details, see Debug Access Interface.
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5.5 Compute 1 Chiplet to Compute 1 Chiplet Interface requirements

IFGFYM This section specifies the requirements of the interface between a Compute 1 Chiplet and another Compute 1
Chiplet.

Figure 5.4 shows the interfaces between the two chiplets.
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Figure 5.4: Compute 1 Chiplet to Compute 1 Chiplet interfaces

5.5.1 Boot Code Image Load Interface

IFZTRR A Boot Code Image Load Interface transports boot code images between two directly connected chiplets. The
source chiplet loads the images from non-volatile memory that it accesses directly or through connected chiplets.
The interface transports the images to the destination chiplet and to other chiplets connected to the destination
chiplet.

RSZTCH For a Compute 1 Chiplet and another Compute 1 Chiplet that are directly connected, the system implementation
designates one chiplet as the source of boot code images and the other as the destination. A Boot Code Image Load
Interface transports the images from the source chiplet to memory in the destination chiplet or in other chiplets
connected to the destination chiplet.

(LEVEL-1)

RRSGWB A Boot Code Image Load Interface that directly connects a Compute 1 Chiplet and another Compute 1 Chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-1)

ULMNCN For example, a Boot Code Image Load Interface that directly connects a Compute 1 Chiplet and another Compute
1 Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable
in the Inactive and Power saving chiplet activity states.

ICZBJL For implementation details, see Boot Code Image Load Interface.

5.5.2 Coherent Memory Traffic Interface

IQHDGN A Coherent Memory Traffic Interface enables coherent agents in a Compute 1 Chiplet and chiplets connected to it
to access system addressable memory and coherent caches in another Compute 1 Chiplet and chiplets connected to
it.

RLPBNG A Coherent Memory Traffic Interface directly connects a Compute 1 Chiplet and another Compute 1 Chiplet and
transports cache-coherent memory traffic and non-coherent memory traffic in both directions.

(LEVEL-0)

RKYGBK A Coherent Memory Traffic Interface that directly connects a Compute 1 Chiplet and another Compute 1 Chiplet
is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)
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UDWPQF For example, a Coherent Memory Traffic Interface that directly connects a Compute 1 Chiplet and another Compute
1 Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot,
Initial boot, and Power saving chiplet activity states.

IWRXSD For implementation details, see Coherent Memory Traffic Interface.

5.5.3 Interrupt handling

IPXSQW This section concerns interrupts that target application PEs running the main operating system.

RSDKFD An Interrupt Interface directly connects a Compute 1 Chiplet and another Compute 1 Chiplet and transports
interrupts in both directions.

(LEVEL-0)

RJSDGJ An Interrupt Interface that directly connects a Compute 1 Chiplet and another Compute 1 Chiplet is available when
both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UWDTFC For example, an Interrupt Interface that directly connects a Compute 1 Chiplet and another Compute 1 Chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.

IDTHZB For implementation details, see Interrupts.

5.5.4 Security

RKFDDX A Trusted Security Agent Communication Interface directly connects a Compute 1 Chiplet and another Compute 1
Chiplet and transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RYYBCT A Trusted Security Agent Communication Interface that directly connects a Compute 1 Chiplet and another
Compute 1 Chiplet can support the delegation of security lifecycle management and other secure communication
between trusted security agents.

(LEVEL-0)

RLPQPB A Trusted Security Agent Communication Interface that directly connects a Compute 1 Chiplet and another
Compute 1 Chiplet uses encryption, integrity protection, and replay protection.

(LEVEL-0)

RSSDSP A Trusted Security Agent Communication Interface that directly connects a Compute 1 Chiplet and another
Compute 1 Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are
operative.

(LEVEL-0)

UQTZGF For example, a Trusted Security Agent Communication Interface that directly connects a Compute 1 Chiplet and
another Compute 1 Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving
chiplet activity states but unavailable in the Inactive chiplet activity state.

ISYDWB For implementation details, see Trusted Security Agent Communication Interface.

5.5.5 System control communication

RFZBGN A System Control Interface directly connects a Compute 1 Chiplet and another Compute 1 Chiplet and transports
messages between the system controllers in the chiplets.

(LEVEL-0)

RSCNVZ A System Control Interface that directly connects a Compute 1 Chiplet and another Compute 1 Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)
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UNMJSN For example, a System Control Interface that directly connects a Compute 1 Chiplet and another Compute 1
Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving chiplet activity states
but unavailable in the Inactive chiplet activity state.

ILNBDP For implementation details, see System Controller Communication.

5.5.6 Debug

5.5.6.1 Debug Access

RMFVBR A Debug Access Interface directly connects a Compute 1 Chiplet and another Compute 1 Chiplet and enables
access between debug components in the two chiplets.

(LEVEL-0)

RMRDBH A Debug Access Interface that directly connects a Compute 1 Chiplet and another Compute 1 Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

ULNYCZ For example, a Debug Access Interface that directly connects a Compute 1 Chiplet and another Compute 1 Chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.

IGBJSZ For implementation details, see Debug Access Interface.
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5.6 Compute 2 Chiplet to Compute 2 Chiplet Interface requirements

IHRJYK This section specifies the requirements of the interface between a Compute 2 Chiplet and another Compute 2
Chiplet.

Figure 5.5 shows the interfaces between the two chiplets.
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Figure 5.5: Compute 2 Chiplet to Compute 2 Chiplet interfaces

5.6.1 Boot Sequence Control Interface

ILQPGR A Boot Sequence Control Interface between two directly connected chiplets transports boot-sequence control
signals between the trusted security agent and system controller components of each chiplet. See Chiplet System
Component Boot Sequence for more information.

RDNJVQ A Boot Sequence Control Interface directly connects a Compute 2 Chiplet and another Compute 2 Chiplet and
transports boot-sequence control signals between their trusted security agents and system controllers.

(LEVEL-0)

RSVNXJ The Boot Sequence Control Interface between a Compute 2 Chiplet and another Compute 2 Chiplet is available
when the chiplets share a chiplet activity state in which the interface is available.

(LEVEL-0)

UYVNCQ For example, a Boot Sequence Control Interface that directly connects a Compute 2 Chiplet and another Compute
2 Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable
in the Inactive and Power saving chiplet activity states.

IRBCDJ For implementation details, see Boot Sequence Control Interface.

5.6.2 Boot Code Image Load Interface

ISBNTD A Boot Code Image Load Interface transports boot code images between two directly connected chiplets. The
source chiplet loads the images from non-volatile memory that it accesses directly or through connected chiplets.
The interface transports the images to the destination chiplet and to other chiplets connected to the destination
chiplet.

RJRSXS For a Compute 2 Chiplet and another Compute 2 Chiplet that are directly connected, the system implementation
designates one chiplet as the source of boot code images and the other as the destination. A Boot Code Image Load
Interface transports the images from the source chiplet to memory in the destination chiplet or in other chiplets
connected to the destination chiplet.

(LEVEL-1)
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RRLQYC A Boot Code Image Load Interface that directly connects a Compute 2 Chiplet and another Compute 2 Chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-1)

UVSRWY For example, a Boot Code Image Load Interface that directly connects a Compute 2 Chiplet and another Compute
2 Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable
in the Inactive and Power saving chiplet activity states.

IXFJML For implementation details, see Boot Code Image Load Interface.

5.6.3 Coherent Memory Traffic Interface

IKBDPD A Coherent Memory Traffic Interface enables coherent agents in a Compute 2 Chiplet and chiplets connected to it
to access system addressable memory and coherent caches in another Compute 2 Chiplet and chiplets connected to
it.

RRBNSS A Coherent Memory Traffic Interface directly connects a Compute 2 Chiplet and another Compute 2 Chiplet and
transports cache-coherent memory traffic and non-coherent memory traffic in both directions.

(LEVEL-0)

RCZLQD A Coherent Memory Traffic Interface that directly connects a Compute 2 Chiplet and another Compute 2 Chiplet
is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UKGYZK For example, a Coherent Memory Traffic Interface that directly connects a Compute 2 Chiplet and another Compute
2 Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot,
Initial boot, and Power saving chiplet activity states.

IMNYKS For implementation details, see Coherent Memory Traffic Interface.

5.6.4 Interrupt handling

ITWRML This section concerns interrupts that target application PEs running the main operating system.

RNLNCD An Interrupt Interface directly connects a Compute 2 Chiplet and another Compute 2 Chiplet and transports
interrupts in both directions.

(LEVEL-0)

RJRLRN An Interrupt Interface that directly connects a Compute 2 Chiplet and another Compute 2 Chiplet is available when
both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UZLJZD For example, an Interrupt Interface that directly connects a Compute 2 Chiplet and another Compute 2 Chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.

IZWVHK For implementation details, see Interrupts.

5.6.5 Security

RTXHMX A Trusted Security Agent Communication Interface directly connects a Compute 2 Chiplet and another Compute 2
Chiplet and transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RLLTTW A Trusted Security Agent Communication Interface that directly connects a Compute 2 Chiplet and another
Compute 2 Chiplet can support the delegation of security lifecycle management and other secure communication
between trusted security agents.

(LEVEL-0)
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RGZMKP A Trusted Security Agent Communication Interface that directly connects a Compute 2 Chiplet and another
Compute 2 Chiplet uses encryption, integrity protection, and replay protection.

(LEVEL-0)

RRTCSK A Trusted Security Agent Communication Interface that directly connects a Compute 2 Chiplet and another
Compute 2 Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are
operative.

(LEVEL-0)

UNCQLX For example, a Trusted Security Agent Communication Interface that directly connects a Compute 2 Chiplet and
another Compute 2 Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving
chiplet activity states but unavailable in the Inactive chiplet activity state.

IPRZWQ For implementation details, see Trusted Security Agent Communication Interface.

5.6.6 System control communication

RPDJZG A System Control Interface directly connects a Compute 2 Chiplet and another Compute 2 Chiplet and transports
messages between the system controllers in the chiplets.

(LEVEL-0)

RNLZFW A System Control Interface that directly connects a Compute 2 Chiplet and another Compute 2 Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UGVNWK For example, a System Control Interface that directly connects a Compute 2 Chiplet and another Compute 2
Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving chiplet activity states
but unavailable in the Inactive chiplet activity state.

IGFBQC For implementation details, see System Controller Communication.

5.6.7 Debug

5.6.7.1 Debug Access

RQLHKH A Debug Access Interface directly connects a Compute 2 Chiplet and another Compute 2 Chiplet and enables
access between debug components in the two chiplets.

(LEVEL-0)

RNCKXH A Debug Access Interface that directly connects a Compute 2 Chiplet and another Compute 2 Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UNCHFQ For example, a Debug Access Interface that directly connects a Compute 2 Chiplet and another Compute 2 Chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.

IYGPRL For implementation details, see Debug Access Interface.
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5.7 Fully Coherent Expansion Chiplet Interface requirements

IDJFXG In this section, the term Host refers to the chiplet to which a Fully Coherent Expansion Chiplet connects. The
requirements in this section apply to the interface between a Fully Coherent Expansion Chiplet and the host chiplet.
The host chiplet is a Hub Chiplet, a Compute 2 Chiplet, or another Fully Coherent Expansion Chiplet.

IFYFCP Figure 5.6 shows the interfaces between the two chiplets.
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Figure 5.6: Fully Coherent Expansion Chiplet interfaces

5.7.1 Boot Sequence Control Interface

ILXXQS A Boot Sequence Control Interface between two directly connected chiplets transports boot-sequence control
signals between the trusted security agent and system controller components of each chiplet. See Chiplet System
Component Boot Sequence for more information.

RLNKBT A Boot Sequence Control Interface directly connects a host chiplet and a Fully Coherent Expansion Chiplet and
transports boot-sequence control signals between their trusted security agents and system controllers.

(LEVEL-0)

RZTXLR The Boot Sequence Control Interface between a host chiplet and a Fully Coherent Expansion Chiplet is available
when the chiplets share a chiplet activity state in which the interface is available.

(LEVEL-0)

ULWGVN For example, a Boot Sequence Control Interface that directly connects a host chiplet and a Fully Coherent
Expansion Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states but
unavailable in the Inactive and Power saving chiplet activity states.

IKLDZN For implementation details, see Boot Sequence Control Interface.

5.7.2 Boot Code Image Load Interface

IYDTNL Non-volatile memory is accessible to a host chiplet. A Boot Code Image Load Interface transports boot code
images from the non-volatile memory to each chiplet in the system.

RPRKPY A Boot Code Image Load Interface directly connects a host chiplet and a Fully Coherent Expansion Chiplet and
can transport boot code images from a host chiplet to memory locations in a Fully Coherent Expansion Chiplet or
in other chiplets connected to that chiplet.

(LEVEL-1)

RWPZNH A Boot Code Image Load Interface that directly connects a host chiplet and a Fully Coherent Expansion Chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.
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(LEVEL-1)

ULQCLJ For example, a Boot Code Image Load Interface that directly connects a host chiplet and a Fully Coherent
Expansion Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states but
unavailable in the Inactive and Power saving chiplet activity states.

IRDPDB For implementation details, see Boot Code Image Load Interface.

5.7.3 Coherent Memory Traffic Interface

IGRSRV A Coherent Memory Traffic Interface enables coherent agents in a host chiplet and chiplets connected to it to access
system addressable memory and coherent caches in a Fully Coherent Expansion Chiplet and chiplets connected to
it.

IBTYCX A Coherent Memory Traffic Interface enables coherent agents in a Fully Coherent Expansion Chiplet and chiplets
connected to it to access system addressable memory and coherent caches in a host chiplet and chiplets connected
to it.

RVLQPR A Coherent Memory Traffic Interface directly connects a host chiplet and a Fully Coherent Expansion Chiplet and
transports cache-coherent memory traffic and non-coherent memory traffic in both directions.

(LEVEL-0)

RRBMCH A Coherent Memory Traffic Interface that directly connects a host chiplet and a Fully Coherent Expansion Chiplet
is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UZYKQY For example, a Coherent Memory Traffic Interface that directly connects a host chiplet and a Fully Coherent
Expansion Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive,
Secure boot, Initial boot, and Power saving chiplet activity states.

IBHBCH For implementation details, see Coherent Memory Traffic Interface.

5.7.4 Interrupt handling

IMDKRR This section concerns interrupts that target application PEs running the main operating system.

RWGSPV An Interrupt Interface directly connects a host chiplet and a Fully Coherent Expansion Chiplet and transports
interrupts in both directions.

(LEVEL-0)

RPFZGF An Interrupt Interface that directly connects a host chiplet and a Fully Coherent Expansion Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UXZQWV For example, an Interrupt Interface that directly connects a host chiplet and a Fully Coherent Expansion Chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.

IQGBCN For implementation details, see Interrupts.

5.7.5 Device Configuration Interface

RGJBYM A Device Configuration Interface directly connects a host chiplet and a Fully Coherent Expansion Chiplet and
enables host software to configure one or more devices in a Fully Coherent Expansion Chiplet.

(LEVEL-0)

RJZNWW A Device Configuration Interface that directly connects a host chiplet and a Fully Coherent Expansion Chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)
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UCGBPH For example, a Device Configuration Interface that directly connects a host chiplet and a Fully Coherent Expansion
Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot,
Initial boot, and Power saving chiplet activity states.

IRVVGW For implementation details, see Device Configuration Interface.

5.7.6 Security

RJZKYZ A Trusted Security Agent Communication Interface directly connects a host chiplet and a Fully Coherent Expansion
Chiplet and transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RRVDHX A Trusted Security Agent Communication Interface that directly connects a host chiplet and a Fully Coherent
Expansion Chiplet can support the delegation of security lifecycle management and other secure communication
between trusted security agents.

(LEVEL-0)

RZCQQH A Trusted Security Agent Communication Interface that directly connects a host chiplet and a Fully Coherent
Expansion Chiplet uses encryption, integrity protection, and replay protection.

(LEVEL-0)

RGHGXC A Trusted Security Agent Communication Interface that directly connects a host chiplet and a Fully Coherent
Expansion Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are
operative.

(LEVEL-0)

UMBYQJ For example, a Trusted Security Agent Communication Interface that directly connects a host chiplet and a Fully
Coherent Expansion Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving
chiplet activity states but unavailable in the Inactive chiplet activity state.

IVYLSW For implementation details, see Trusted Security Agent Communication Interface.

5.7.7 System control communication

RGQTVW A System Control Interface directly connects a host chiplet and a Fully Coherent Expansion Chiplet and transports
messages between the system controllers in the chiplets.

(LEVEL-0)

RLJRBQ A System Control Interface that directly connects a host chiplet and a Fully Coherent Expansion Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UQMLZC For example, a System Control Interface that directly connects a host chiplet and a Fully Coherent Expansion
Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving chiplet activity states
but unavailable in the Inactive chiplet activity state.

IHQGGR For implementation details, see System Controller Communication.

5.7.8 Debug

5.7.8.1 Debug Access

RFZVDD A Debug Access Interface directly connects a host chiplet and a Fully Coherent Expansion Chiplet and enables
access between debug components in the two chiplets.

(LEVEL-0)

RBHWTC A Debug Access Interface that directly connects a host chiplet and a Fully Coherent Expansion Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)
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UGBYYY For example, a Debug Access Interface that directly connects a host chiplet and a Fully Coherent Expansion
Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot,
Initial boot, and Power saving chiplet activity states.

IRDPLD For implementation details, see Debug Access Interface.
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5.8 Fully Coherent Expansion (Remote Translation) Chiplet Interface require-
ments

IHHFHD In this section, the term Host refers to the chiplet to which a Fully Coherent Expansion (Remote Translation)
Chiplet connects. The requirements in this section apply to the interface between a Fully Coherent Expansion
(Remote Translation) Chiplet and the host chiplet. The host chiplet is a Hub Chiplet, a Compute 2 Chiplet, or a
Fully Coherent Expansion Chiplet.

IBHKFR Figure 5.7 shows the interfaces between the two chiplets.
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Figure 5.7: Fully Coherent Expansion (Remote Translation) Chiplet interfaces

5.8.1 Coherent Memory Traffic Interface

IGPSBW Coherent Memory Traffic Interface enables coherent agents in a host chiplet and chiplets connected to it to access
system addressable memory and coherent caches in a Fully Coherent Expansion (Remote Translation) Chiplet and
chiplets connected to it.

IMNQGD A Coherent Memory Traffic Interface enables coherent agents in a Fully Coherent Expansion (Remote Translation)
Chiplet and chiplets connected to it to access system addressable memory and coherent caches in a host chiplet
and chiplets connected to it.

RCMRXD A Coherent Memory Traffic Interface directly connects a host chiplet and a Fully Coherent Expansion (Remote
Translation) Chiplet and transports cache-coherent memory traffic and non-coherent memory traffic in both
directions.

(LEVEL-0)

RTGCLP A Coherent Memory Traffic Interface that directly connects a host chiplet and a Fully Coherent Expansion (Remote
Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

UGXKGF For example, a Coherent Memory Traffic Interface that directly connects a host chiplet and a Fully Coherent
Expansion (Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable
in the Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IMFGBW For implementation details, see Coherent Memory Traffic Interface.

5.8.2 I/O Coherent Memory Traffic Interface
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IZKZJZ An I/O Coherent Memory Traffic Interface enables I/O coherent agents in a Fully Coherent Expansion (Remote
Translation) Chiplet to access system addressable memory and coherent caches in a host chiplet and chiplets
connected to it.

RQSHDG An I/O Coherent Memory Traffic Interface directly connects a host chiplet and a Fully Coherent Expansion
(Remote Translation) Chiplet and transports I/O coherent memory traffic from a Fully Coherent Expansion
(Remote Translation) Chiplet to a host chiplet.

(LEVEL-0)

RSXWZM An I/O Coherent Memory Traffic Interface that directly connects a host chiplet and a Fully Coherent Expansion
(Remote Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface
functions are operative.

(LEVEL-0)

UQDKVT For example, an I/O Coherent Memory Traffic Interface that directly connects a host chiplet and a Fully Coherent
Expansion (Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable
in the Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IGTCRB For implementation details, see I/O Coherent Memory Traffic Interface.

5.8.3 Address Translation Interface

RVBVKL An Address Translation Interface directly connects a host chiplet and a Fully Coherent Expansion (Remote
Translation) Chiplet and enables one or more devices in a Fully Coherent Expansion (Remote Translation) Chiplet
to access address translations through an MMU in a host chiplet.

(LEVEL-0)

RLHSRL An Address Translation Interface that directly connects a host chiplet and a Fully Coherent Expansion (Remote
Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

UNWGWD For example, an Address Translation Interface that directly connects a host chiplet and a Fully Coherent Expansion
(Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable in the
Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IYBZRH For implementation details, see Address Translation Interface.

5.8.4 Interrupt handling

IZHFTY This section concerns interrupts that target application PEs running the main operating system.

IBJLXZ A Fully Coherent Expansion (Remote Translation) Chiplet might contain components that generate interrupts.

RLWJBR An Interrupt Interface transports interrupts as MSIs from a host chiplet to a Fully Coherent Expansion (Remote
Translation) Chiplet.

(LEVEL-0)

RHYTDS An Interrupt Interface that directly connects a host chiplet and a Fully Coherent Expansion (Remote Translation)
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UBDRFG For example, an Interrupt Interface that directly connects a host chiplet and a Fully Coherent Expansion (Remote
Translation) Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive,
Secure boot, Initial boot, and Power saving chiplet activity states.

ICYSDK For implementation details, see Interrupts.

5.8.5 Device Configuration Interface
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RGLVZD A Device Configuration Interface directly connects a host chiplet and a Fully Coherent Expansion (Remote
Translation) Chiplet and enables host software to configure one or more devices in a Fully Coherent Expansion
(Remote Translation) Chiplet.

(LEVEL-0)

RLXTVM A Device Configuration Interface that directly connects a host chiplet and a Fully Coherent Expansion (Remote
Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

UBYXHS For example, a Device Configuration Interface that directly connects a host chiplet and a Fully Coherent Expansion
(Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable in the
Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IYYTZY For implementation details, see Device Configuration Interface.

5.8.6 Security

RGRXQH A Trusted Security Agent Communication Interface directly connects a host chiplet and a Fully Coherent Expansion
(Remote Translation) Chiplet and transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RCSFZB A Trusted Security Agent Communication Interface that directly connects a host chiplet and a Fully Coherent
Expansion (Remote Translation) Chiplet can support the delegation of security lifecycle management and other
secure communication between trusted security agents.

(LEVEL-0)

RGGTMJ A Trusted Security Agent Communication Interface that directly connects a host chiplet and a Fully Coherent
Expansion (Remote Translation) Chiplet uses encryption, integrity protection, and replay protection.

(LEVEL-0)

RQBXFV A Trusted Security Agent Communication Interface that directly connects a host chiplet and a Fully Coherent
Expansion (Remote Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the
interface functions are operative.

(LEVEL-0)

UWGCCL For example, a Trusted Security Agent Communication Interface that directly connects a host chiplet and a Fully
Coherent Expansion (Remote Translation) Chiplet might be available in the Secure boot, Initial boot, Operational,
and Power saving chiplet activity states but unavailable in the Inactive chiplet activity state.

ITYFDG For implementation details, see Trusted Security Agent Communication Interface.

5.8.7 System control communication

RGQNNR A System Control Interface directly connects a host chiplet and a Fully Coherent Expansion (Remote Translation)
Chiplet and transports messages between the system controllers in the chiplets.

(LEVEL-0)

RXXTQB A System Control Interface that directly connects a host chiplet and a Fully Coherent Expansion (Remote
Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

UMWCKT For example, a System Control Interface that directly connects a host chiplet and a Fully Coherent Expansion
(Remote Translation) Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving
chiplet activity states but unavailable in the Inactive chiplet activity state.

IDKNSC For implementation details, see System Controller Communication.
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5.8.8 Debug

5.8.8.1 Debug Access

RPCWPV A Debug Access Interface directly connects a host chiplet and a Fully Coherent Expansion (Remote Translation)
Chiplet and enables access between debug components in the two chiplets.

(LEVEL-0)

RDXKQF A Debug Access Interface that directly connects a host chiplet and a Fully Coherent Expansion (Remote Translation)
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UMHLTV For example, a Debug Access Interface that directly connects a host chiplet and a Fully Coherent Expansion
(Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable in the
Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IWKZWQ For implementation details, see Debug Access Interface.
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5.9 I/O Coherent Expansion (Translated) Chiplet Interface requirements

IQJSSD In this section, the term Host refers to the chiplet to which an I/O Coherent Expansion (Translated) Chiplet
connects. The requirements in this section apply to the interface between an I/O Coherent Expansion (Translated)
Chiplet and the host chiplet. The host chiplet is a Hub Chiplet, a Compute 2 Chiplet, a Fully Coherent Expansion
Chiplet, or another I/O Coherent Expansion (Translated) Chiplet.

IJZCPB Figure 5.8 shows the interfaces between the two chiplets.
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Figure 5.8: I/O Coherent Expansion (Translated) Chiplet interfaces

5.9.1 Boot Sequence Control Interface

IQVKPH A Boot Sequence Control Interface between two directly connected chiplets transports boot-sequence control
signals between the trusted security agent and system controller components of each chiplet. See Chiplet System
Component Boot Sequence for more information.

RMWPML A Boot Sequence Control Interface directly connects a host chiplet and an I/O Coherent Expansion (Translated)
Chiplet and transports boot-sequence control signals between their trusted security agents and system controllers.

(LEVEL-0)

RVTDRN The Boot Sequence Control Interface between a host chiplet and an I/O Coherent Expansion (Translated) Chiplet
is available when the chiplets share a chiplet activity state in which the interface is available.

(LEVEL-0)

UXZFBH For example, a Boot Sequence Control Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states but
unavailable in the Inactive and Power saving chiplet activity states.

IMVYQS For implementation details, see Boot Sequence Control Interface.

5.9.2 Boot Code Image Load Interface

ISLXGZ Non-volatile memory is accessible to a host chiplet. A Boot Code Image Load Interface transports boot code
images from the non-volatile memory to each chiplet in the system.

RCNCGH A Boot Code Image Load Interface directly connects a host chiplet and an I/O Coherent Expansion (Translated)
Chiplet and can transport boot code images from a host chiplet to memory locations in an I/O Coherent Expansion
(Translated) Chiplet or in other chiplets connected to that chiplet.

(LEVEL-1)
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RJLGGN A Boot Code Image Load Interface that directly connects a host chiplet and an I/O Coherent Expansion (Translated)
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-1)

UVRZYT For example, a Boot Code Image Load Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states but
unavailable in the Inactive and Power saving chiplet activity states.

IFZGMS For implementation details, see Boot Code Image Load Interface.

5.9.3 I/O Coherent Memory Traffic Interface

ILCPND An I/O Coherent Memory Traffic Interface enables I/O coherent agents in an I/O Coherent Expansion (Translated)
Chiplet to access system addressable memory and coherent caches in a host chiplet and chiplets connected to it.

RHCYKF An I/O Coherent Memory Traffic Interface directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet and transports I/O coherent memory traffic from an I/O Coherent Expansion (Translated)
Chiplet to a host chiplet.

(LEVEL-0)

RHXNJH An I/O Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

UXVPJB For example, an I/O Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Translated) Chiplet might be available in the Operational chiplet activity state but unavailable in the
Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IGWWSK For implementation details, see I/O Coherent Memory Traffic Interface.

5.9.4 Non-Coherent Memory Traffic Interface

IBFSDB A Non-Coherent Memory Traffic Interface enables agents in a host chiplet to access system addressable memory
in an I/O Coherent Expansion (Translated) Chiplet and chiplets connected to it.

RRGQKJ A Non-Coherent Memory Traffic Interface directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet and transports non-coherent memory traffic from a host chiplet to an I/O Coherent Expansion
(Translated) Chiplet.

(LEVEL-0)

RYHSGY A Non-Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

USTBSZ For example, a Non-Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Translated) Chiplet might be available in the Operational chiplet activity state but unavailable in the
Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IKRTRC For implementation details, see Non-Coherent Memory Traffic Interface.

5.9.5 Interrupt handling

IJCQGS This section concerns interrupts that target application PEs running the main operating system.

IYZDGH An I/O Coherent Expansion (Translated) Chiplet might contain components that generate interrupts.

RJSFTT An Interrupt Interface between a host chiplet and an I/O Coherent Expansion (Translated) Chiplet transports
interrupts as MSIs.

(LEVEL-0)
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RBMJZP An Interrupt Interface that directly connects a host chiplet and an I/O Coherent Expansion (Translated) Chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UDCVYN For example, an Interrupt Interface that directly connects a host chiplet and an I/O Coherent Expansion (Translated)
Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot,
Initial boot, and Power saving chiplet activity states.

IWVVWQ For implementation details, see Interrupts.

5.9.6 Device Configuration Interface

RRNYKY A Device Configuration Interface directly connects a host chiplet and an I/O Coherent Expansion (Translated)
Chiplet and enables host software to configure one or more devices in an I/O Coherent Expansion (Translated)
Chiplet.

(LEVEL-0)

IGKSGZ For implementation details, see Device Configuration Interface.

5.9.7 Security

RXRDCX A Trusted Security Agent Communication Interface directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet and transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RZGDGY A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Translated) Chiplet can support the delegation of security lifecycle management and other secure
communication between trusted security agents.

(LEVEL-0)

RJJKSQ A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Translated) Chiplet uses encryption, integrity protection, and replay protection.

(LEVEL-0)

RBHRHJ A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Translated) Chiplet is available when both chiplets are in a chiplet activity state in which the interface
functions are operative.

(LEVEL-0)

UJXQZC For example, a Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O
Coherent Expansion (Translated) Chiplet might be available in the Secure boot, Initial boot, Operational, and
Power saving chiplet activity states but unavailable in the Inactive chiplet activity state.

IGXDBS For implementation details, see Trusted Security Agent Communication Interface.

5.9.8 System control communication

RNTZHB A System Control Interface directly connects a host chiplet and an I/O Coherent Expansion (Translated) Chiplet
and transports messages between the system controllers in the chiplets.

(LEVEL-0)

RSQLJT A System Control Interface that directly connects a host chiplet and an I/O Coherent Expansion (Translated)
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UBGPYB For example, a System Control Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving chiplet
activity states but unavailable in the Inactive chiplet activity state.

IZRKPF For implementation details, see System Controller Communication.
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5.9.9 Debug

5.9.9.1 Debug Access

RCYHBV A Debug Access Interface directly connects a host chiplet and an I/O Coherent Expansion (Translated) Chiplet and
enables access between debug components in the two chiplets.

(LEVEL-0)

RTKMBQ A Debug Access Interface that directly connects a host chiplet and an I/O Coherent Expansion (Translated) Chiplet
is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UJZPWW For example, a Debug Access Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Translated) Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive,
Secure boot, Initial boot, and Power saving chiplet activity states.

IWZWPM For implementation details, see Debug Access Interface.

Date: October 2026 102



Open Compute Project • Foundation Chiplet System Architecture

5.10 I/O Coherent Expansion (Untranslated) Chiplet Interface requirements

IGZLLQ In this section, the term Host refers to the chiplet to which an I/O Coherent Expansion (Untranslated) Chiplet
connects. The requirements in this section apply to the interface between an I/O Coherent Expansion (Untranslated)
Chiplet and the host chiplet. The host chiplet is a Hub Chiplet, a Compute 2 Chiplet, a Fully Coherent Expansion
Chiplet, an I/O Coherent Expansion (Translated) Chiplet, or another I/O Coherent Expansion (Untranslated)
Chiplet.

IQGNZM Figure 5.9 shows the interfaces between the two chiplets.
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Figure 5.9: I/O Coherent Expansion (Untranslated) Chiplet interfaces

5.10.1 Boot Sequence Control Interface

IXXWKF A Boot Sequence Control Interface between two directly connected chiplets transports boot-sequence control
signals between the trusted security agent and system controller components of each chiplet. See Chiplet System
Component Boot Sequence for more information.

RNTXZD A Boot Sequence Control Interface directly connects a host chiplet and an I/O Coherent Expansion (Untranslated)
Chiplet and transports boot-sequence control signals between their trusted security agents and system controllers.

(LEVEL-0)

RXGDKV The Boot Sequence Control Interface between a host chiplet and an I/O Coherent Expansion (Untranslated) Chiplet
is available when the chiplets share a chiplet activity state in which the interface is available.

(LEVEL-0)

ULWTXY For example, a Boot Sequence Control Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Untranslated) Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states
but unavailable in the Inactive and Power saving chiplet activity states.

IKTTWQ For implementation details, see Boot Sequence Control Interface.

5.10.2 Boot Code Image Load Interface

IMHJVS Non-volatile memory is accessible to a host chiplet. A Boot Code Image Load Interface transports boot code
images from the non-volatile memory to each chiplet in the system.

RWBSBR A Boot Code Image Load Interface directly connects a host chiplet and an I/O Coherent Expansion (Untranslated)
Chiplet and can transport boot code images from a host chiplet to memory locations in an I/O Coherent Expansion
(Untranslated) Chiplet or in other chiplets connected to that chiplet.

(LEVEL-1)
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RWWJWH A Boot Code Image Load Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Untranslated) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-1)

UNMRMC For example, a Boot Code Image Load Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Untranslated) Chiplet might be available in the Secure boot, Initial boot, and Operational chiplet activity states
but unavailable in the Inactive and Power saving chiplet activity states.

IDXGYQ For implementation details, see Boot Code Image Load Interface.

5.10.3 Untranslated I/O Coherent Memory Traffic Interface

ICPDTB A Untranslated I/O Coherent Memory Traffic Interface enables I/O coherent agents in an I/O Coherent Expansion
(Untranslated) Chiplet to access system addressable memory and coherent caches in a host chiplet and chiplets
connected to it.

RCBWZD A Untranslated I/O Coherent Memory Traffic Interface directly connects a host chiplet and an I/O Coherent
Expansion (Untranslated) Chiplet and transports I/O coherent memory traffic from an I/O Coherent Expansion
(Untranslated) Chiplet to a host chiplet.

(LEVEL-0)

RSZXHJ The Untranslated I/O Coherent Memory Traffic Interface from an I/O Coherent Expansion (Untranslated) Chiplet
to a host chiplet is untranslated.

(LEVEL-0)

RQBQMD A Untranslated I/O Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Untranslated) Chiplet is available when both chiplets are in a chiplet activity state in which the interface
functions are operative.

(LEVEL-0)

UWCRTK For example, a Untranslated I/O Coherent Memory Traffic Interface that directly connects a host chiplet and an
I/O Coherent Expansion (Untranslated) Chiplet might be available in the Operational chiplet activity state but
unavailable in the Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

ITPZJH For implementation details, see I/O Coherent Memory Traffic Interface.

5.10.4 Interrupt handling

ISDGFD This section concerns interrupts that target application PEs running the main operating system.

IPDLGP An I/O Coherent Expansion (Untranslated) Chiplet might contain components that generate interrupts.

RDTDLR An Interrupt Interface between a host chiplet and an I/O Coherent Expansion (Untranslated) Chiplet transports
interrupts as MSIs from an I/O Coherent Expansion (Untranslated) Chiplet through an MMU in the host chiplet.

(LEVEL-0)

RCDBPS An Interrupt Interface that directly connects a host chiplet and an I/O Coherent Expansion (Untranslated) Chiplet
is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UMVZLP For example, an Interrupt Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Untranslated) Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive,
Secure boot, Initial boot, and Power saving chiplet activity states.

IBWHKL For implementation details, see Interrupts.

5.10.5 Device Configuration Interface
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RRYVZX A Device Configuration Interface directly connects a host chiplet and an I/O Coherent Expansion (Untranslated)
Chiplet and enables host software to configure one or more devices in an I/O Coherent Expansion (Untranslated)
Chiplet.

(LEVEL-0)

RQTJWG A Device Configuration Interface that directly connects a host chiplet and an I/O Coherent Expansion (Untranslated)
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UFKBXQ For example, a Device Configuration Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Untranslated) Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive,
Secure boot, Initial boot, and Power saving chiplet activity states.

ISHJVQ For implementation details, see Device Configuration Interface.

5.10.6 Security

RBSQPC A Trusted Security Agent Communication Interface directly connects a host chiplet and an I/O Coherent Expansion
(Untranslated) Chiplet and transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RMCCDT A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Untranslated) Chiplet can support the delegation of security lifecycle management and other secure
communication between trusted security agents.

(LEVEL-0)

RPVDQS A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Untranslated) Chiplet uses encryption, integrity protection, and replay protection.

(LEVEL-0)

RPDJPV A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Untranslated) Chiplet is available when both chiplets are in a chiplet activity state in which the interface
functions are operative.

(LEVEL-0)

UVYRSP For example, a Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O
Coherent Expansion (Untranslated) Chiplet might be available in the Secure boot, Initial boot, Operational, and
Power saving chiplet activity states but unavailable in the Inactive chiplet activity state.

IZDMFP For implementation details, see Trusted Security Agent Communication Interface.

5.10.7 Debug

5.10.7.1 Debug Access

RJJPDD A Debug Access Interface directly connects a host chiplet and an I/O Coherent Expansion (Untranslated) Chiplet
and enables access between debug components in the two chiplets.

(LEVEL-0)

RZGBHJ A Debug Access Interface that directly connects a host chiplet and an I/O Coherent Expansion (Untranslated)
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UNYFMF For example, a Debug Access Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Untranslated) Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive,
Secure boot, Initial boot, and Power saving chiplet activity states.

IVYWHN For implementation details, see Debug Access Interface.
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5.11 I/O Coherent Expansion (Remote Translation) Chiplet Interface require-
ments

IJLVTG In this section, the term Host refers to the chiplet to which an I/O Coherent Expansion (Remote Translation)
Chiplet connects. The requirements in this section apply to the interface between an I/O Coherent Expansion
(Remote Translation) Chiplet and the host chiplet. The host chiplet is a Hub Chiplet, a Compute 2 Chiplet, a Fully
Coherent Expansion Chiplet, or an I/O Coherent Expansion (Translated) Chiplet.

IWLPLN Figure 5.10 shows the interfaces between the two chiplets.
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Figure 5.10: I/O Coherent Expansion (Remote Translation) Chiplet interfaces

5.11.1 I/O Coherent Memory Traffic Interface

IHHGDJ An I/O Coherent Memory Traffic Interface enables I/O coherent agents in an I/O Coherent Expansion (Remote
Translation) Chiplet to access system addressable memory and coherent caches in a host chiplet and chiplets
connected to it.

RHHPXJ An I/O Coherent Memory Traffic Interface directly connects a host chiplet and an I/O Coherent Expansion
(Remote Translation) Chiplet and transports I/O coherent memory traffic from an I/O Coherent Expansion (Remote
Translation) Chiplet to a host chiplet.

(LEVEL-0)

RYQSDV An I/O Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Remote Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface
functions are operative.

(LEVEL-0)

UBHWXB For example, an I/O Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable
in the Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IXQBRP For implementation details, see I/O Coherent Memory Traffic Interface.

5.11.2 Address Translation Interface

RMTLNR An Address Translation Interface directly connects a host chiplet and an I/O Coherent Expansion (Remote
Translation) Chiplet and enables one or more devices in an I/O Coherent Expansion (Remote Translation) Chiplet
to access address translations through an MMU in a host chiplet.

(LEVEL-0)
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RSVYMX An Address Translation Interface that directly connects a host chiplet and an I/O Coherent Expansion (Remote
Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

UMMWGY For example, an Address Translation Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable in the
Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IRRBJG For implementation details, see Address Translation Interface.

5.11.3 Non-Coherent Memory Traffic Interface

IGVFGW A Non-Coherent Memory Traffic Interface enables agents in a host chiplet to access system addressable memory
in an I/O Coherent Expansion (Remote Translation) Chiplet and chiplets connected to it.

RNMQCH A Non-Coherent Memory Traffic Interface directly connects a host chiplet and an I/O Coherent Expansion (Remote
Translation) Chiplet and transports non-coherent memory traffic from a host chiplet to an I/O Coherent Expansion
(Remote Translation) Chiplet.

(LEVEL-0)

RZLKGN A Non-Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Remote Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface
functions are operative.

(LEVEL-0)

UGTXWW For example, a Non-Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable
in the Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IPRZTK For implementation details, see Non-Coherent Memory Traffic Interface.

5.11.4 Interrupt handling

IHHCLY This section concerns interrupts that target application PEs running the main operating system.

IHMLRC An I/O Coherent Expansion (Remote Translation) Chiplet might contain components that generate interrupts.

RQRJPN An Interrupt Interface transports interrupts as MSIs from a host chiplet to an I/O Coherent Expansion (Remote
Translation) Chiplet.

(LEVEL-0)

RRVRZS An Interrupt Interface that directly connects a host chiplet and an I/O Coherent Expansion (Remote Translation)
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UYXMXV For example, an Interrupt Interface that directly connects a host chiplet and an I/O Coherent Expansion (Remote
Translation) Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive,
Secure boot, Initial boot, and Power saving chiplet activity states.

IKTFNX For implementation details, see Interrupts.

5.11.5 Device Configuration Interface

RLFDBC A Device Configuration Interface directly connects a host chiplet and an I/O Coherent Expansion (Remote
Translation) Chiplet and enables host software to configure one or more devices in an I/O Coherent Expansion
(Remote Translation) Chiplet.

(LEVEL-0)
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RZTFJZ A Device Configuration Interface that directly connects a host chiplet and an I/O Coherent Expansion (Remote
Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

UVCDYR For example, a Device Configuration Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable in the
Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IWSFJW For implementation details, see Device Configuration Interface.

5.11.6 Security

RBNLPG A Trusted Security Agent Communication Interface directly connects a host chiplet and an I/O Coherent Expansion
(Remote Translation) Chiplet and transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RLGJSW A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Remote Translation) Chiplet can support the delegation of security lifecycle management and other
secure communication between trusted security agents.

(LEVEL-0)

RVQBCT A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Remote Translation) Chiplet uses encryption, integrity protection, and replay protection.

(LEVEL-0)

RFQQRQ A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Coherent
Expansion (Remote Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the
interface functions are operative.

(LEVEL-0)

ULGDTC For example, a Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O
Coherent Expansion (Remote Translation) Chiplet might be available in the Secure boot, Initial boot, Operational,
and Power saving chiplet activity states but unavailable in the Inactive chiplet activity state.

IPHDNM For implementation details, see Trusted Security Agent Communication Interface.

5.11.7 System control communication

RQXZDW A System Control Interface directly connects a host chiplet and an I/O Coherent Expansion (Remote Translation)
Chiplet and transports messages between the system controllers in the chiplets.

(LEVEL-0)

RVPNZQ A System Control Interface that directly connects a host chiplet and an I/O Coherent Expansion (Remote
Translation) Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions
are operative.

(LEVEL-0)

UXWMWN For example, a System Control Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Remote Translation) Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving
chiplet activity states but unavailable in the Inactive chiplet activity state.

IYKBDB For implementation details, see System Controller Communication.

5.11.8 Debug

5.11.8.1 Debug Access

Date: October 2026 108



Open Compute Project • Foundation Chiplet System Architecture

RSDPSD A Debug Access Interface directly connects a host chiplet and an I/O Coherent Expansion (Remote Translation)
Chiplet and enables access between debug components in the two chiplets.

(LEVEL-0)

RZKCGC A Debug Access Interface that directly connects a host chiplet and an I/O Coherent Expansion (Remote Translation)
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UZVXKZ For example, a Debug Access Interface that directly connects a host chiplet and an I/O Coherent Expansion
(Remote Translation) Chiplet might be available in the Operational chiplet activity state but unavailable in the
Inactive, Secure boot, Initial boot, and Power saving chiplet activity states.

IBSCMY For implementation details, see Debug Access Interface.
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5.12 I/O Chiplet Interface requirements

IXSVHF In this section, the term Host refers to the chiplet to which an I/O Chiplet connects. The requirements in this
section apply to the interface between an I/O Chiplet and the host chiplet. The host chiplet is a Hub Chiplet, a
Compute 2 Chiplet, a Fully Coherent Expansion Chiplet, an I/O Coherent Expansion (Translated) Chiplet, an I/O
Coherent Expansion (Untranslated) Chiplet, or another I/O Chiplet.

IWDCXN Figure 5.11 shows the interfaces between the two chiplets.
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Figure 5.11: I/O Chiplet interfaces

5.12.1 Boot Sequence Control Interface

IKTPZV A Boot Sequence Control Interface between two directly connected chiplets transports boot-sequence control
signals between the trusted security agent and system controller components of each chiplet. See Chiplet System
Component Boot Sequence for more information.

RCTTSY A Boot Sequence Control Interface directly connects a host chiplet and an I/O Chiplet and transports boot-sequence
control signals between their trusted security agents and system controllers.

(LEVEL-0)

RNHLLR The Boot Sequence Control Interface between a host chiplet and an I/O Chiplet is available when the chiplets share
a chiplet activity state in which the interface is available.

(LEVEL-0)

UBDLZX For example, a Boot Sequence Control Interface that directly connects a host chiplet and an I/O Chiplet might be
available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable in the Inactive and
Power saving chiplet activity states.

ILHKDS For implementation details, see Boot Sequence Control Interface.

5.12.2 Boot Code Image Load Interface

IHFCCM Non-volatile memory is accessible to a host chiplet. A Boot Code Image Load Interface transports boot code
images from the non-volatile memory to each chiplet in the system.

RWGMMT A Boot Code Image Load Interface directly connects a host chiplet and an I/O Chiplet and can transport boot code
images from a host chiplet to memory locations in an I/O Chiplet or in other chiplets connected to that chiplet.

(LEVEL-1)

RGBYYK A Boot Code Image Load Interface that directly connects a host chiplet and an I/O Chiplet is available when both
chiplets are in a chiplet activity state in which the interface functions are operative.
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(LEVEL-1)

UQPMHQ For example, a Boot Code Image Load Interface that directly connects a host chiplet and an I/O Chiplet might be
available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable in the Inactive and
Power saving chiplet activity states.

IFGHMK For implementation details, see Boot Code Image Load Interface.

5.12.3 Untranslated I/O Coherent Memory Traffic Interface

IQBXCG A Untranslated I/O Coherent Memory Traffic Interface enables I/O coherent agents in an I/O Chiplet to access
system addressable memory and coherent caches in a host chiplet and chiplets connected to it.

RLHRDK A Untranslated I/O Coherent Memory Traffic Interface directly connects a host chiplet and an I/O Chiplet and
transports I/O coherent memory traffic from an I/O Chiplet to a host chiplet.

(LEVEL-0)

RWLLKW The Untranslated I/O Coherent Memory Traffic Interface from an I/O Chiplet to a host chiplet is untranslated.
(LEVEL-0)

RXKHXM A Untranslated I/O Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UFYVBW For example, a Untranslated I/O Coherent Memory Traffic Interface that directly connects a host chiplet and an
I/O Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot,
Initial boot, and Power saving chiplet activity states.

ICFKLR For implementation details, see I/O Coherent Memory Traffic Interface.

5.12.4 Non-Coherent Memory Traffic Interface

IPCVDS A Non-Coherent Memory Traffic Interface enables agents in a host chiplet to access system addressable memory
in an I/O Chiplet and chiplets connected to it.

RDVBZV A Non-Coherent Memory Traffic Interface directly connects a host chiplet and an I/O Chiplet and transports
non-coherent memory traffic from a host chiplet to an I/O Chiplet.

(LEVEL-0)

RRSJDZ A Non-Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UNRNFZ For example, a Non-Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.

ISTLWC For implementation details, see Non-Coherent Memory Traffic Interface.

5.12.5 Interrupt handling

IPBRMC This section concerns interrupts that target application PEs running the main operating system.

IXYFWM An I/O Chiplet might contain components that generate interrupts.

RDFQYV An Interrupt Interface that directly connects a host chiplet and an I/O Chiplet is available when both chiplets are in
a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UFRMKJ For example, an Interrupt Interface that directly connects a host chiplet and an I/O Chiplet might be available in
the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and Power saving
chiplet activity states.
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IPWGNR For implementation details, see Interrupts.

5.12.6 Device Configuration Interface

RYLRCM A Device Configuration Interface directly connects a host chiplet and an I/O Chiplet and enables host software to
configure one or more devices in an I/O Chiplet.

(LEVEL-0)

RHJDFT A Device Configuration Interface that directly connects a host chiplet and an I/O Chiplet is available when both
chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UNVBYX For example, a Device Configuration Interface that directly connects a host chiplet and an I/O Chiplet might be
available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and
Power saving chiplet activity states.

IDKNMD For implementation details, see Device Configuration Interface.

5.12.7 Security

RRVTJM A Trusted Security Agent Communication Interface directly connects a host chiplet and an I/O Chiplet and
transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RKBGTC A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Chiplet can
support the delegation of security lifecycle management and other secure communication between trusted security
agents.

(LEVEL-0)

RHXWGL A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Chiplet uses
encryption, integrity protection, and replay protection.

(LEVEL-0)

RHHJRZ A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

URVPVJ For example, a Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O
Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving chiplet activity states
but unavailable in the Inactive chiplet activity state.

IDPMFL For implementation details, see Trusted Security Agent Communication Interface.

5.12.8 Debug

5.12.8.1 Debug Access

RTDQTB A Debug Access Interface directly connects a host chiplet and an I/O Chiplet and enables access between debug
components in the two chiplets.

(LEVEL-0)

RHLPGX A Debug Access Interface that directly connects a host chiplet and an I/O Chiplet is available when both chiplets
are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UJQVLK For example, a Debug Access Interface that directly connects a host chiplet and an I/O Chiplet might be available
in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and Power saving
chiplet activity states.

IGCSVJ For implementation details, see Debug Access Interface.
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5.13 I/O Controller Chiplet Interface requirements

ITCHHQ In this section, the term Host refers to the chiplet to which an I/O Controller Chiplet connects. The requirements in
this section apply to the interface between an I/O Controller Chiplet and the host chiplet. The host chiplet is a
Hub Chiplet, a Compute 2 Chiplet, a Fully Coherent Expansion Chiplet, an I/O Coherent Expansion (Translated)
Chiplet, an I/O Coherent Expansion (Untranslated) Chiplet, an I/O Chiplet, or another I/O Controller Chiplet.

IXTPKB Figure 5.12 shows the interfaces between the two chiplets.
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Figure 5.12: I/O Controller Chiplet interfaces

5.13.1 Boot Sequence Control Interface

IVBNCF A Boot Sequence Control Interface between two directly connected chiplets transports boot-sequence control
signals between the trusted security agent and system controller components of each chiplet. See Chiplet System
Component Boot Sequence for more information.

RZBNTF A Boot Sequence Control Interface directly connects a host chiplet and an I/O Controller Chiplet and transports
boot-sequence control signals between their trusted security agents and system controllers.

(LEVEL-0)

RDJCGG The Boot Sequence Control Interface between a host chiplet and an I/O Controller Chiplet is available when the
chiplets share a chiplet activity state in which the interface is available.

(LEVEL-0)

UMQPKM For example, a Boot Sequence Control Interface that directly connects a host chiplet and an I/O Controller Chiplet
might be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable in the
Inactive and Power saving chiplet activity states.

IHPTTS For implementation details, see Boot Sequence Control Interface.

5.13.2 Boot Code Image Load Interface

IJBQQV Non-volatile memory is accessible to a host chiplet. A Boot Code Image Load Interface transports boot code
images from the non-volatile memory to each chiplet in the system.

RRDVNB A Boot Code Image Load Interface directly connects a host chiplet and an I/O Controller Chiplet and can transport
boot code images from a host chiplet to memory locations in an I/O Controller Chiplet or in other chiplets
connected to that chiplet.

(LEVEL-1)

RJHJVP A Boot Code Image Load Interface that directly connects a host chiplet and an I/O Controller Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-1)
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UFWTNS For example, a Boot Code Image Load Interface that directly connects a host chiplet and an I/O Controller Chiplet
might be available in the Secure boot, Initial boot, and Operational chiplet activity states but unavailable in the
Inactive and Power saving chiplet activity states.

IFNCRV For implementation details, see Boot Code Image Load Interface.

5.13.3 Non-Coherent Memory Traffic Interface

IYRMRK A Non-Coherent Memory Traffic Interface enables agents in a host chiplet to access system addressable memory
in an I/O Controller Chiplet and chiplets connected to it.

IHNKGV A Non-Coherent Memory Traffic Interface enables agents in an I/O Controller Chiplet to access system addressable
memory in a host chiplet and chiplets connected to it.

RDDDSW A Non-Coherent Memory Traffic Interface directly connects a host chiplet and an I/O Controller Chiplet and
transports non-coherent memory traffic in both directions.

(LEVEL-0)

RYZHWP A Non-Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Controller Chiplet is
available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UQFCFD For example, a Non-Coherent Memory Traffic Interface that directly connects a host chiplet and an I/O Controller
Chiplet might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot,
Initial boot, and Power saving chiplet activity states.

INXZRC For implementation details, see Non-Coherent Memory Traffic Interface.

5.13.4 Interrupt handling

ICZKKR This section concerns interrupts that target application PEs running the main operating system.

IVNLNT An I/O Controller Chiplet might contain components that generate interrupts.

RYJGHH An Interrupt Interface between a host chiplet and an I/O Controller Chiplet transports interrupts as MSIs from an
I/O Controller Chiplet through an MMU in the host chiplet.

(LEVEL-0)

RLSJMB An Interrupt Interface that directly connects a host chiplet and an I/O Controller Chiplet is available when both
chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UVWNRD For example, an Interrupt Interface that directly connects a host chiplet and an I/O Controller Chiplet might be
available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and
Power saving chiplet activity states.

IKFHHG For implementation details, see Interrupts.

5.13.5 Device Configuration Interface

RPCWSQ A Device Configuration Interface directly connects a host chiplet and an I/O Controller Chiplet and enables host
software to configure one or more devices in an I/O Controller Chiplet.

(LEVEL-0)

RZQVFY A Device Configuration Interface that directly connects a host chiplet and an I/O Controller Chiplet is available
when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UKQWJV For example, a Device Configuration Interface that directly connects a host chiplet and an I/O Controller Chiplet
might be available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot,
and Power saving chiplet activity states.
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IRFLNG For implementation details, see Device Configuration Interface.

5.13.6 Security

RYRHHX A Trusted Security Agent Communication Interface directly connects a host chiplet and an I/O Controller Chiplet
and transports messages between the trusted security agents in the chiplets.

(LEVEL-0)

RHLXNC A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Controller
Chiplet can support the delegation of security lifecycle management and other secure communication between
trusted security agents.

(LEVEL-0)

RLKCWK A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Controller
Chiplet uses encryption, integrity protection, and replay protection.

(LEVEL-0)

RXZPFB A Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O Controller
Chiplet is available when both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UMYXRS For example, a Trusted Security Agent Communication Interface that directly connects a host chiplet and an I/O
Controller Chiplet might be available in the Secure boot, Initial boot, Operational, and Power saving chiplet
activity states but unavailable in the Inactive chiplet activity state.

IRPXCH For implementation details, see Trusted Security Agent Communication Interface.

5.13.7 Debug

5.13.7.1 Debug Access

RRNDMS A Debug Access Interface directly connects a host chiplet and an I/O Controller Chiplet and enables access between
debug components in the two chiplets.

(LEVEL-0)

RNRHNZ A Debug Access Interface that directly connects a host chiplet and an I/O Controller Chiplet is available when
both chiplets are in a chiplet activity state in which the interface functions are operative.

(LEVEL-0)

UCXCVZ For example, a Debug Access Interface that directly connects a host chiplet and an I/O Controller Chiplet might be
available in the Operational chiplet activity state but unavailable in the Inactive, Secure boot, Initial boot, and
Power saving chiplet activity states.

ILRVTY For implementation details, see Debug Access Interface.
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6
Common chiplet components

Some chiplet components are common to the specifications of several FCSA chiplet types. This chapter describes
these components and the parts of the system boot sequence that involve them.

The components are:

• System Control Framework
• Trusted Security Agent
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6.1 Chiplet system component boot

6.1.1 Chiplet system component boot stages

IZDXPY The Trusted Security Agent and System Controller components run firmware that provides their functionality to
the system.

These components typically boot in stages. The following figure shows the boot stages that this section defines.
It uses the abbreviations read-only memory (ROM), one-time programmable (OTP) memory, and nonvolatile
memory (NVM).

Inactive

First Stage boot

Second Stage boot

Runtime

NVM image(s)

ROM/OTP image(s)

Figure 6.1: Chiplet system component boot stages

DWRSGM The Inactive system component boot stage is the component state before initialization.

DYWTMR The First Stage boot stage is the period during which the component executes its first-stage bootloader. In
typical implementations, the component executes this bootloader from read-only memory (ROM) or one-time
programmable (OTP) code. This stage is independent of similar components in other chiplets.

At or before this stage completes, communication is established between Trusted Security Agent components and
between System Controller components, as required, to control the boot sequence. This communication between
chiplets uses the Boot Sequence Control Interface.

At or before this stage completes, a component might also establish communication with similar components in
the same or other chiplets. This communication uses the Trusted Security Agent Communication Interface or the
System Control Interface.

A component might use the Boot Code Image Load Interface to transfer a Second Stage boot code image to a
component in another chiplet. Alternatively, the target component might load the image itself.

An alternative implementation reduces this stage to a minimal form in which no ROM or OTP code is run. The
Boot Sequence Control Interface is established without software.

DNLTLL The Second Stage boot stage is the period during which the component executes its second-stage bootloader. The
component itself, or another component in the same or a different chiplet, loads this mutable code from nonvolatile
memory.

During this stage, the component might reconfigure its environment and communicate with other components in
the same or other chiplets. This communication uses the Trusted Security Agent Communication Interface or the
System Control Interface.

DSNSFZ The Runtime boot stage begins after the component completes its boot process.

6.1.2 Chiplet system component boot sequence signaling

IBKKSF The Boot Sequence Control Interface is a set of signals that a Manager system component and a Subordinate
system component use to coordinate the boot sequence.

The Boot Sequence Control Interface supports multiple models for loading subordinate Second Stage boot code
images from nonvolatile memory (NVM). The models use the same cross-chiplet wiring.

The supported models are:
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• Distributed: The manager system component fetches its own Second Stage boot code image and the image
for the subordinate system component from a single NVM. The manager loads the subordinate image into
the subordinate system component through the Boot Code Image Load Interface.

– The Boot Sequence Control Interface is used to ensure that the subordinate chiplet is ready to receive a
boot code image and to control when the image is executed.

• Shared: The manager system component and the subordinate system component each fetch their own Second
Stage boot code image from a single shared NVM.

– The Boot Sequence Control Interface is used to manage access to the shared NVM and to control when
boot code images are executed.

• Independent: The manager system component and the subordinate system component each load their own
Second Stage boot code image in parallel from separate NVMs.

– The Boot Sequence Control Interface is used as a synchronization point to indicate when the chiplets are
ready to communicate.

DNRPDJ The Boot Sequence Control Interface signals are:

• Ready to proceed: indicates that either:

– The subordinate system component is ready to load its Second Stage boot code image.
– The subordinate system component has successfully loaded the image and is ready to execute it.

• Proceed: indicates that either:

– The subordinate system component can proceed to load its Second Stage boot code image.
– The subordinate system component can execute its Second Stage boot code image.

• Error: indicates that the subordinate system component has encountered an error when loading or verifying
its Second Stage boot code image.

XLMBBY A subordinate system component might encounter an error when loading its Second Stage boot code image. The
Error signal reports the error to the manager component that controls the boot sequence. An error might result
from a failure to load the image or verify its integrity or expected contents.

IZTLMW If required, the manager system component uses the Boot Sequence Control Interface to control image loading and
execution in separate steps.

Figure 6.2 shows an example of the distributed model in which the manager system component loads the Second
Stage boot code image into the subordinate system component.
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Figure 6.2: Subordinate system component boot sequence: distributed model

IRYRZM Figure 6.3 shows an example of the shared model in which the subordinate system component loads its Second
Stage boot code image from an NVM that it shares with the manager system component.
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Figure 6.3: Subordinate system component boot sequence: shared model

IHKRXG Figure 6.4 shows an example of the independent model in which the manager and subordinate system components
load their Second Stage boot code images from different NVMs. The manager system component can use the Boot
Sequence Control Interface to control when the subordinate system component executes its image. Alternatively,
the manager can use the interface as another synchronization point.
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Figure 6.4: Subordinate system component boot sequence: independent model

IXHDXK Figure 6.5 shows an example in which the manager loads the Second Stage boot code image into the subordinate,
but the load fails.
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Figure 6.5: Subordinate system component boot sequence with error

IZXVCS The control that the manager system component has over the Second Stage boot of the subordinate system
component applies only to that stage. This control does not apply to subsequent stages in a multistage boot flow.

6.1.3 Chiplet system component boot sequence

IWYHNB A chiplet contains a Trusted Security Agent and might also contain a System Controller.

In a chiplet system:
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• One trusted security agent is designated as the primary trusted security agent. All other trusted security
agents are secondary trusted security agents. The following connections apply:

– A Boot Sequence Control Interface connects the primary trusted security agent to each secondary trusted
security agent.

– A communication channel connects the primary trusted security agent to each secondary trusted security
agent.

• One system controller is designated as the primary system controller. All other system controllers are
secondary system controllers. The following connections apply:

– A Boot Sequence Control Interface connects the primary trusted security agent to the primary system
controller.

– A Boot Sequence Control Interface connects each secondary system controller to either the primary
trusted security agent or the primary system controller.

– A communication channel connects the primary system controller to each secondary system controller.

UXZXKG The specifications for the Trusted Security Agent and System Controller components define the order of their
initial boot stages and the transfer of boot code images.

Figure 6.6, Figure 6.7, and Figure 6.8 show three example initial boot sequences for trusted security agents and
system controllers. They depict initialization control and boot code image transfers:

• Figure 6.6 shows the primary trusted security agent loading boot code images from NVM, then transferring
them to the secondary trusted security agents and system controllers.

• Figure 6.7 shows:
– The primary trusted security agent loading the boot code images for the trusted security agents and

primary system controller from NVM and controlling their order
– The primary system controller loading the boot code images for the secondary system controllers from

NVM and controlling their order
• Figure 6.8 shows each component loading its own boot code image from NVM, with order controlled by the

primary trusted security agent.

The examples do not represent all system designs. The component rules specify the required boot-order points.

Each example identifies the chiplet interfaces used for its operations.
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Figure 6.6: Example chiplet system component boot sequence 1
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Figure 6.7: Example chiplet system component boot sequence 2
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Figure 6.8: Example chiplet system component boot sequence 3
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6.2 System Control Framework

DQGXRY The following figure shows an example System Control Framework.
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Figure 6.9: System Control Framework example

The System Control Framework performs low-level management tasks that are specific to a system-on-chip (SoC),
including power and thermal management.

The figure shows system control functionality distributed across multiple components and chiplets. There are two
types of components:

• System Controller
• System Control Agent

A chiplet typically contains one system controller component. A chiplet can contain multiple system controllers,
and some chiplet types do not require one. One system controller is the primary system controller. The other
controllers are secondary system controllers. The primary system controller coordinates their actions.

A system controller sets system control policy within its scope of influence. One or more system control agents
implement this policy directly or locally.

6.2.1 System Controller

DXJKRK A System Controller is a component of the System Control Framework that makes system control policy decisions
within a scope of influence in the system.

A system controller is a complex component that includes one or more processing elements (PEs) and supporting
components. The system controller executes firmware and might include components for I/O and security.

RTMGXQ There is only one primary system controller in the system.
(LEVEL-0)

RNHBRK The primary system controller coordinates the actions of the secondary system controllers.
(LEVEL-0)

DBTCVH If applicable, a secondary system controller is responsible for:

• Initialization of chiplet functions for which the system controller is responsible
• Chiplet resets
• Chiplet high-level clock control
• Chiplet performance management
• Chiplet power mode transitions
• Chiplet power budget management
• Chiplet temperature management
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• Chiplet telemetry and sensor management
• Chiplet watchdog events

DCDNCB A primary system controller has the responsibilities of a secondary system controller. If applicable, it is also
responsible for:

• Initialization of system functions for which the system controller is responsible
• System power mode coordination
• System power budget management
• System temperature management
• System sensor and telemetry coordination
• System watchdog events

ISQYMV Several of these functions require communication between system controllers. For example, system controllers
communicate to synchronize initialization operations, receive budgets, negotiate power modes, and perform other
functions.

RCSHRH There is a communication channel between the primary system controller and each secondary system controller. If
this channel connects two chiplets, it uses a System Control Interface.

(LEVEL-0)

6.2.1.1 Boot sequencing of system controllers

RZGHZS There is boot sequence signaling between the primary trusted security agent and the primary system controller. If
these signals pass between two chiplets, a Boot Sequence Control Interface is used. The primary trusted security
agent is the manager of the interface, and the primary system controller is the subordinate.

(LEVEL-0)

RFCBMQ There is boot sequence signaling between either the primary trusted security agent or the primary system controller
and each secondary system controller.

If these signals pass between two chiplets:

• A Boot Sequence Control Interface is used.
• The designer of the chiplet that contains the primary trusted security agent and the primary system controller

specifies which system component is the manager of the interface. The secondary system controller is the
subordinate.

(LEVEL-0)

ULHJJX Either the primary trusted security agent or the primary system controller manages the boot sequence of a secondary
system controller. The designer of the chiplet that contains the primary components selects the manager. If the
manager and the secondary system controller are in different chiplets, a single interface connects them. The
secondary system controller accepts boot sequence control through the boot sequence signaling when required.

RSYGXX The primary trusted security agent controls when the primary system controller proceeds with the Second Stage of
boot.

(LEVEL-FULL)

RWFBVB The boot sequence signaling between the primary trusted security agent and the primary system controller is
established during the First Stage boot stage of the primary system controller.

(LEVEL-FULL)

RCQFTX The boot sequence signaling between the manager and a secondary system controller is established during the
First Stage boot stage of the secondary system controller.

(LEVEL-FULL)

RPWYBJ The communication channel between the primary system controller and a secondary system controller might be
established during the First Stage boot stage of the secondary system controller.

(LEVEL-FULL)
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RXKQHN During its First Stage boot stage, the primary system controller asserts Ready to proceed using the boot sequence
signaling. This signal indicates that the controller is ready to load the mutable boot code image that it executes in
the Second Stage.

(LEVEL-FULL)

RSLGFF When the primary system controller signals that it is ready for its Second Stage boot code image, the primary
trusted security agent either:

• Transfers the Second Stage boot code image to the primary system controller using the Boot Code Image
Load Interface.

• Indicates that the primary system controller can load the Second Stage boot code image by asserting the
Proceed signal using the boot sequence signaling.

(LEVEL-FULL)

RTDNWN After loading its Second Stage boot code image, the primary system controller asserts Ready to proceed using the
boot sequence signaling to inform the primary trusted security agent.

(LEVEL-FULL)

RBTYLD If the primary system controller encounters an error while loading its Second Stage boot code image, it asserts
Error using the boot sequence signaling to inform the primary trusted security agent.

(LEVEL-FULL)

RFLQLR After the primary system controller successfully loads its Second Stage boot code image, the primary trusted
security agent asserts Proceed using the boot sequence signaling to enable the controller to execute the Second
Stage boot.

(LEVEL-FULL)

RHRPJW During its First Stage boot stage, a secondary system controller asserts Ready to proceed using the boot sequence
signaling. This signal indicates that the controller is ready to load the mutable boot code image that it executes in
the Second Stage.

(LEVEL-FULL)

RKGYFQ When a secondary system controller signals that it is ready for its Second Stage boot code image, its manager
either:

• Transfers the Second Stage boot code image to the secondary system controller using the Boot Code Image
Load Interface.

• Indicates that the secondary system controller can load the Second Stage boot code image by asserting the
Proceed signal using the boot sequence signaling.

(LEVEL-FULL)

RFSDRF After loading its Second Stage boot code image, a secondary system controller asserts Ready to proceed using the
boot sequence signaling to inform its manager.

(LEVEL-FULL)

RKZCTP If a secondary system controller encounters an error while loading its Second Stage boot code image, it asserts
Error using the boot sequence signaling to inform its manager.

(LEVEL-FULL)

RKLDXX After a secondary system controller successfully loads its Second Stage boot code image, its manager asserts
Proceed using the boot sequence signaling to enable the controller to execute the Second Stage boot.

(LEVEL-FULL)

XPLCDX The primary trusted security agent controls the primary system controller. Either the primary trusted security
agent or the primary system controller controls each secondary system controller. This arrangement provides these
advantages:

• Centralized arbitration of access to shared resources, including nonvolatile storage, is simpler to implement
and defines clear expectations between chiplet types.
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• Centralized determination of a potentially variable boot order for the trusted security agents and system
controllers is simpler to implement. It supports the expected security platform boot state and defines clear
expectations between chiplet types.

6.2.1.2 Handling boot code images

IYXCVN The primary system controller might require firmware loaded from a boot code image that the primary trusted
security agent provides.

IHFXZQ A secondary system controller might require firmware loaded from a boot code image that the primary trusted
security agent or primary system controller provides.

RWZZBY The primary trusted security agent is capable of transferring a boot code image to a system controller in another
chiplet. The boot code image is first relayed through a secondary trusted security agent in the chiplet that contains
the target system controller. The transfer between chiplets uses the Boot Code Image Load Interface, which the
trusted security agents provide as a service.

(LEVEL-FULL)

RTVTBS The primary system controller is capable of transferring a boot code image to a secondary system controller in
another chiplet using the Boot Code Image Load Interface.

(LEVEL-FULL)

6.2.1.3 System controller interrupts

IRPFDL A system controller receives interrupts that inform it about system events, messages from other controller entities
or PEs, and actions that other system management components require.

System controller interrupts do not follow the same path as interrupts targeted at Application PEs. An interrupt
source sends them directly to the system controller.

If the target system controller is on another chiplet, the interrupt is routed to the system controller on the current
chiplet. That system controller forwards the interrupt as one or more messages on the System Control Interface to
the target system controller.

RNQZFH A system controller receives interrupts directly from the source of the interrupt.
(LEVEL-0)

RFLDNS System controller interrupts targeted at a system controller on another chiplet are sent to the system controller on
the current chiplet. The receiving system controller then forwards them to the target system controller as one or
more messages on the System Control Interface.

(LEVEL-0)

6.2.2 System Control Agent

DXDMMS A system control agent is a component of the System Control Framework that helps a system controller implement
system control policy decisions. A system control agent is a fixed-function component that acts on hardware-level
system controls in response to policy settings and direct requests from a system controller. For example, it can
safely transition power modes or change clock-gating arrangements. It might include automatic functionality that
enables real-time responses to feedback.

RGGJPQ The configuration of a system control agent is accessible to software through the system address map at the highest
implemented security access level that the hardware supports.

(LEVEL-FULL)
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6.3 Trusted Security Agent

IGNQVC The requirements of each system design define its security guarantees. A security platform supports these
guarantees. This collective term identifies all hardware and firmware components that deliver the security
guarantees.

Certain security platform components are enforced in hardware. Together, these components provide the system
Hardware Enforced Security (HES) functionality. HES functionality includes:

• Security platform boot state

The security platform boot state represents the security configurations of the security platform components.
It also represents measurements and identification of all security platform firmware.

• Security platform attestation

Security platform attestation is a feature of complex devices with multiple security agents. Each security
agent might implement its own secure boot process but does not itself provide a security boot state for
the entire platform. Security platform attestation measures the critical boot stages of all platform security
components. These measurements provide an overall platform security attestation.

• Hardware security lifecycle state

The security platform might be fully trusted or have a lower degree of trustworthiness. The security lifecycle
reflects the transitions between these states, from manufacture through use to decommissioning.

The hardware security lifecycle state is enforced by:

– Maintaining hardware-provisioned parameters. These parameters are secrets and public identifiers that
might help determine the trustworthiness of the platform and protect security platform assets.

– Restricting invasive subsystems, for example by ensuring that all debug interfaces are closed.
– Ensuring that only authorized security platform firmware is loaded. All parts of the security platform

then require authorization from a hardware-enforced source to boot in a non-secure state.

• Cryptographic services necessary for security platform attestation, including the storage of security platform
component identifiers, the derivation of keys, and the signing of measurements

• Shielded locations, including tamper-resistant storage

• Encryption of external memory

For more information about the security lifecycle state, refer to Security of Chiplet Systems.

DPQHNP One or more Trusted Security Agents host HES functionality. These agents are isolated hardware subsystems
dedicated to security. Their capabilities can range from providing secure storage for a unique identifier to hosting
multiple security platform functions. An agent that hosts multiple functions has a private execution environment,
trusted firmware, and a boot process.

DDXLCY A trusted security agent might manage its own security lifecycle and independently represent a Root of Trust
(RoT). Because a trusted security agent is attestable, it might delegate its security lifecycle management to another
trusted security agent.

IVDGJB A trusted security agent hosts system HES functionality. In a system design that uses chiplets, HES functionality is
distributed across multiple chiplets. Each chiplet that requires or provides any system HES functionality contains
one or more trusted security agents.

RFFKWC A single trusted security agent in the system is designated as the primary trusted security agent and acts as the
Root of Trust (RoT). All other trusted security agents are designated as secondary trusted security agents.

(LEVEL-0)

RHRPTP The primary trusted security agent accepts responsibility for the security lifecycle management of all other trusted
security agents in the system.

(LEVEL-FULL)
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RNPXGM A secondary trusted security agent delegates its security lifecycle management to the primary trusted security
agent.

(LEVEL-FULL)

RMWLGW There is a communication channel between the primary trusted security agent and each secondary trusted security
agent. If this channel connects two chiplets, it uses a Trusted Security Agent Communication Interface.

(LEVEL-0)

6.3.1 Boot sequencing of trusted security agents

RZYJRM There is boot sequence signaling between the primary trusted security agent and each secondary trusted security
agent. If these signals pass between two chiplets, a Boot Sequence Control Interface is used. The primary trusted
security agent is the manager of the interface, and the secondary trusted security agent is the subordinate.

(LEVEL-0)

RKYGJF The boot sequence signaling between the primary trusted security agent and a secondary trusted security agent is
established during the First Stage boot stage of the secondary trusted security agent.

(LEVEL-FULL)

RQCDJQ The communication channel between the primary trusted security agent and a secondary trusted security agent
might be established during the First Stage boot stage of the secondary trusted security agent.

(LEVEL-FULL)

RSJFCT During its First Stage boot stage, a secondary trusted security agent asserts Ready to proceed using the boot
sequence signaling. This signal indicates that the agent is ready to load the mutable boot code image that it
executes in the Second Stage.

(LEVEL-FULL)

RXFSTQ When a secondary trusted security agent signals that it is ready for its Second Stage boot code image, the primary
trusted security agent either:

• Transfers the Second Stage boot code image to the secondary trusted security agent using the Boot Code
Image Load Interface.

• Indicates that the secondary trusted security agent can load the Second Stage boot code image by asserting
the Proceed signal using the boot sequence signaling.

(LEVEL-FULL)

RLFMVS After loading its Second Stage boot code image, a secondary trusted security agent asserts Ready to proceed using
the boot sequence signaling to inform the primary trusted security agent.

(LEVEL-FULL)

RPQYSK If a secondary trusted security agent encounters an error while loading its Second Stage boot code image, it asserts
Error using the boot sequence signaling to inform the primary trusted security agent.

(LEVEL-FULL)

RDQZZW After a secondary trusted security agent successfully loads its Second Stage boot code image, the primary trusted
security agent asserts Proceed using the boot sequence signaling to enable the agent to execute the Second Stage
boot.

(LEVEL-FULL)

6.3.2 Handling boot code images

ITPXGS The trusted security agent might provide a mechanism for securely transmitting and receiving boot code images
between chiplets. A trusted security agent might also provide cryptographic services for processing system
component boot code images, including decryption, measurement, and verification.

IMTWGV A secondary trusted security agent might require firmware loaded from a boot code image that the primary trusted
security agent provides.
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RLDZYP The primary trusted security agent is capable of transmitting a boot code image to a secondary trusted security
agent in another chiplet through a Boot Code Image Load Interface.

(LEVEL-FULL)

RPCHHY A secondary trusted security agent is capable of receiving a boot code image from the primary trusted security
agent in another chiplet using the Boot Code Image Load Interface.

(LEVEL-FULL)

6.3.3 Trusted security agent interrupts

IJRXKG A trusted security agent receives interrupts that inform it about system events, messages from other controller
entities or PEs, and actions that other security management components require.

Trusted security agent interrupts do not follow the same path as interrupts targeted at Application PEs. An interrupt
source sends them directly to the trusted security agent.

If the target trusted security agent is on another chiplet, the interrupt is routed to the trusted security agent on the
current chiplet. That trusted security agent forwards the interrupt as one or more messages on the Trusted Security
Agent Communication Interface to the target trusted security agent.

RRCPHY A trusted security agent receives interrupts directly from the source of the interrupt.
(LEVEL-0)

RJMCGT Trusted security agent interrupts targeted at a trusted security agent on another chiplet are sent to the trusted
security agent on the current chiplet. The receiving trusted security agent then forwards them to the target trusted
security agent as one or more messages on the Trusted Security Agent Communication Interface.

(LEVEL-0)
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7
Chiplet interface implementation

IGMDKN This chapter maps the interfaces in the chiplet type descriptions to the protocols and transport mechanisms used in
chiplet implementations.

IVMGWH This chapter specifies interfaces by reference to available standards and architectures. The FCSA does not define
new interface standards. If no applicable standard is available for an interface, its transport and protocol are TO BE
DEFINED.

IKPDLW The protocols and transports that the FCSA specifies for interfaces might have multiple versions. A chiplet can be
used in a system only if each interface that connects it to another chiplet uses either:

• The same protocol and transport versions on both chiplets
• Different protocol and transport versions that are mutually compatible

When planning to reuse a chiplet, the system or chiplet designer must understand the roadmap for each protocol
and transport under consideration and plan for backward compatibility between versions.

UQLGCD Multiple interfaces might share a single transport if they have common transport requirements and the shared
transport satisfies all their requirements. A note identifies each interface with this type of requirement.

IGNDXP Sharing a transport between multiple interfaces might affect interface performance, including latency, transaction
ordering, and deadlock avoidance mechanisms.

UWJVQV A system component with its own interface between chiplets might provide an interface as a service. A note
identifies each interface that might be implemented in this way.
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7.1 Hardware fault requirements for chiplet interfaces

IDQSRJ Systems that have functional safety, reliability, availability, serviceability, or similar requirements might use
mechanisms that detect, measure, report, correct, or repair transient or permanent hardware faults in chiplet
interfaces.

UKHZLN If an implementation-specific chiplet interface fault model defines system-level hardware fault requirements, the
interface implementation specified by the FCSA meets those requirements.

USTTGM The protocol or transport of an interface specified by the FCSA might include features that help meet system-level
hardware fault requirements. This consideration applies to interfaces that use the Universal Chiplet Interconnect
Express (UCIe) [7] and I3C [8] transport mechanisms. The definition of any TO BE DEFINED interface functionality
considers these features.
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7.2 Interface protocols

This section specifies the protocols for each interface.

7.2.1 Boot Sequence Control Interface

IDSLFZ System components, for example a trusted security agent or a system controller, use control signals to sequence
boot code image loading and execution. A Boot Sequence Control Interface carries these signals when the
components are in different chiplets. See Chiplet System Component Boot Sequence for more information.

RJFNFZ The protocol for the Boot Sequence Control Interface is TO BE DEFINED. It carries Ready to proceed and Error
from the Subordinate to the Manager and Proceed from the Manager to the Subordinate. The implementation
delivers each signal reliably to its receiving agent.

(LEVEL-FULL)

7.2.2 Boot Code Image Load Interface

IFXRVR Certain system components require their boot code images to be loaded across chiplet boundaries.

RKJVCD The protocol for the Boot Code Image Load Interface is TO BE DEFINED.
(LEVEL-FULL)

UPDHSQ A system component, for example a trusted security agent or a system controller, might provide the Boot Code
Image Load Interface as a service.

7.2.3 Coherent Memory Traffic Interface

ISBKRM A Coherent Memory Traffic Interface between two chiplets enables coherent agents in either chiplet to access
system-addressable memory and caches in other chiplets. The interface also transports the relevant snoop and
Distributed Virtual Memory (DVM) messages.

RJCLGK The protocol for the Coherent Memory Traffic Interface is AMBA CHI Chip-to-Chip (CHI C2C) [9].
(LEVEL-1)

7.2.4 Untranslated I/O Coherent Memory Traffic Interface

IMVZPN An Untranslated I/O Coherent Memory Traffic Interface enables I/O-coherent agents in a chiplet to access
system-addressable memory and caches in other chiplets.

RDPWJP The protocol for the Untranslated I/O Coherent Memory Traffic Interface is TO BE DEFINED.
(LEVEL-FULL)

7.2.5 I/O Coherent Memory Traffic Interface

IJTWJV An I/O Coherent Memory Traffic Interface enables I/O-coherent agents in a chiplet to access system-addressable
memory and caches in other chiplets.

RZKQNK The protocol for the I/O Coherent Memory Traffic Interface is TO BE DEFINED.
(LEVEL-1)

ULVWDK A protocol option for the I/O Coherent Memory Traffic Interface is AMBA CHI Chip-to-Chip (CHI C2C) [9].

7.2.6 Non-Coherent Memory Traffic Interface

IRGHYT A Non-Coherent Memory Traffic Interface between two chiplets enables agents in either chiplet to access
system-addressable memory in other chiplets.

RWVPQS The protocol for the Non-Coherent Memory Traffic Interface is TO BE DEFINED.
(LEVEL-1)
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UHHHBY A protocol option for the Non-Coherent Memory Traffic Interface is AMBA CHI Chip-to-Chip (CHI C2C) [9].

7.2.7 Device Configuration Interface

IJXTCR A Device Configuration Interface enables host software to configure a device in an expansion chiplet through a
memory-mapped interface.

7.2.7.1 Device Configuration Interface for a Fully Coherent Expansion Chiplet

RZNCXC The protocol for the Device Configuration Interface for a Fully Coherent Expansion Chiplet is TO BE DEFINED.
(LEVEL-1)

UVNFGK A protocol option for the Device Configuration Interface for a Fully Coherent Expansion Chiplet is AMBA CHI
Chip-to-Chip (CHI C2C) [9].

7.2.7.2 Device Configuration Interface for a Fully Coherent Expansion (Remote
Translation) Chiplet

IWNPTV A device in a Fully Coherent Expansion (Remote Translation) Chiplet might be presented to the system as a PCIe
Endpoint [6].

RDDXMP The protocol for the Device Configuration Interface for a Fully Coherent Expansion (Remote Translation) Chiplet
is PCIe [6].

(LEVEL-FULL)

7.2.7.3 Device Configuration Interface for an I/O Coherent Expansion (Translated)
Chiplet

RTZRTL The protocol for the Device Configuration Interface for an I/O Coherent Expansion (Translated) Chiplet is TO BE
DEFINED.

(LEVEL-1)

UMDRHJ A protocol option for the Device Configuration Interface for an I/O Coherent Expansion (Translated) Chiplet is
AMBA CHI Chip-to-Chip (CHI C2C) [9].

7.2.7.4 Device Configuration Interface for an I/O Coherent Expansion (Untranslated)
Chiplet

RTQRTF The protocol for the Device Configuration Interface for an I/O Coherent Expansion (Untranslated) Chiplet is TO
BE DEFINED.

(LEVEL-FULL)

7.2.7.5 Device Configuration Interface for an I/O Coherent Expansion (Remote Trans-
lation) Chiplet

IKWQSZ A device in a I/O Coherent Expansion (Remote Translation) Chiplet might be presented to the system as a PCIe
Endpoint [6].

RNJGKB The protocol for the Device Configuration Interface for an I/O Coherent Expansion (Remote Translation) Chiplet
is PCIe [6].

(LEVEL-FULL)

7.2.7.6 Device Configuration Interface for an I/O Chiplet

RZFDJY The protocol for the Device Configuration Interface for an I/O Chiplet is TO BE DEFINED.
(LEVEL-FULL)

7.2.7.7 Device Configuration Interface for an I/O Controller Chiplet

RLZXRR The protocol for the Device Configuration Interface for an I/O Controller Chiplet is TO BE DEFINED.
(LEVEL-FULL)
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7.2.8 Address Translation Interface

IJNHGF An Address Translation Interface enables a device in one chiplet to request address translations from a memory
management unit (MMU) component in a directly connected chiplet.

RVLQZG The protocol for the Address Translation Interface is TO BE DEFINED.
(LEVEL-FULL)

7.2.9 Interrupt handling

IYFJMM This section concerns interrupts targeted at application PEs that run the main operating system.

RRJNQG Interrupts are sent as Message Signaled Interrupt (MSI) messages.
(LEVEL-FULL)

RCWKYG Interrupt controller components can also forward interrupts through memory-mapped accesses.
(LEVEL-FULL)

7.2.10 Trusted Security Agent Communication Interface

IWYXND The trusted security agent in each chiplet provides hardware-enforced security and might provide higher-level
security functionality. System-level hardware-enforced security is distributed across these trusted security agents.
All secondary trusted security agents in the system delegate their security lifecycle management to the primary
trusted security agent.

RTDLVS The protocol for the Trusted Security Agent Communication Interface is TO BE DEFINED.
(LEVEL-FULL)

UXDGJH If the Boot Code Image Load Interface is implemented as a service of the trusted security agent, the Trusted
Security Agent Communication Interface is shared with this function.

7.2.11 System Control Interface

ICLDTS The system controllers in the chiplets perform various system control and power management functions. Several
of these functions require communication between controllers.

RPXBTX The protocol for the System Control Interface is TO BE DEFINED.
(LEVEL-FULL)

UVSLJT The protocol options for the System Control Interface include the System Control and Management Interface
(SCMI) [10] and the RISC-V Platform Management Interface (RPMI) [11].

7.2.12 Debug

7.2.12.1 Debug Access Interface

RLXCQZ The protocol that an external debugger uses to access the Debug Access Port (DAP) of a chiplet is TO BE DEFINED.
(LEVEL-FULL)

UYBJGL A CoreSight debugger can access a Debug Access Port (DAP) that implements the Arm Debug Interface (ADI) [5].

RKMLLD The protocol that a system debug agent in one chiplet uses to access the debug resources of another chiplet is TO
BE DEFINED. The protocol uses memory-mapped accesses.

(LEVEL-FULL)

Date: October 2026 136



Open Compute Project • Foundation Chiplet System Architecture

7.3 Interface transports

This section specifies the transports for each interface.

7.3.1 Boot Sequence Control Interface

ICCDXR System components, for example a trusted security agent or a system controller, use control signals to sequence
boot code image loading and execution. A Boot Sequence Control Interface carries these signals when the
components are in different chiplets. See Chiplet System Component Boot Sequence for more information.

RZGBTM The transport for the Boot Sequence Control Interface between two chiplets consists of three dedicated wires that
use return-to-zero signaling:

• A signal wire driven by the Subordinate that asserts the Ready to proceed signal to the Manager
• A signal wire driven by the Subordinate that asserts the Error signal to the Manager
• A signal wire driven by the Manager that asserts the Proceed signal to the Subordinate

(LEVEL-FULL)

UFBDNL The transport for the Boot Sequence Control Interface might be implemented as a capability of the Trusted Security
Agent Communication Interface or the System Control Interface. In this implementation, the dedicated-wire
transport is unused.

7.3.2 Boot Code Image Load Interface

ILHQXN The system loads boot code images for certain components, for example a trusted security agent or a system
controller, into component memory before activating any interchiplet software communication protocol that
operates with mutable code. The system might transfer the images from one chiplet to another.

RCLTBQ The transport for the Boot Code Image Load Interface is an I3C interface [8]. The transport is available to the
transmitting and receiving components before any software communication protocols that operate with mutable
code are active. The transport includes hardware that converts transport transactions to memory-mapped I/O
(MMIO) accesses.

(LEVEL-FULL)

RJRHDK When available, the transport for the Boot Code Image Load Interface might also use the Coherent Memory Traffic
Interface, I/O Coherent Memory Traffic Interface, or Non-Coherent Memory Traffic Interface.

(LEVEL-FULL)

UGSFJN A system component, for example a trusted security agent or a system controller, might provide the Boot Code
Image Load Interface as a service.

7.3.3 Coherent Memory Traffic Interface

IQQWYS A Coherent Memory Traffic Interface between two chiplets enables coherent agents in either chiplet to access
system-addressable memory and caches in other chiplets. The interface also transports the relevant snoop and
Distributed Virtual Memory (DVM) messages.

RZZXCL The transport for the Coherent Memory Traffic Interface is TO BE DEFINED.
(LEVEL-FULL)

ULKFMS The transport options for the Coherent Memory Traffic Interface include the UCIe v1.1 [7] streaming protocol and
the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UYVNJF A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.4 Untranslated I/O Coherent Memory Traffic Interface
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IBZSFF An Untranslated I/O Coherent Memory Traffic Interface enables I/O-coherent agents in a chiplet to access
system-addressable memory and caches in other chiplets.

RQDDHW The transport for the Untranslated I/O Coherent Memory Traffic Interface is TO BE DEFINED.
(LEVEL-FULL)

USGMNK The transport options for the Untranslated I/O Coherent Memory Traffic Interface include the UCIe v1.1 [7]
streaming protocol and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UCVVHX A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.5 I/O Coherent Memory Traffic Interface

IRKZPK An I/O Coherent Memory Traffic Interface enables I/O-coherent agents in a chiplet to access system-addressable
memory and caches in other chiplets.

RNCZJN The transport for the I/O Coherent Memory Traffic Interface is TO BE DEFINED.
(LEVEL-FULL)

UDSWDX The transport options for the I/O Coherent Memory Traffic Interface include the UCIe v1.1 [7] streaming protocol
and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UNFWLC A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.6 Non-Coherent Memory Traffic Interface

IJHFWG A Non-Coherent Memory Traffic Interface between two chiplets enables agents in either chiplet to access
system-addressable memory in other chiplets.

RBCQKB The transport for the Non-Coherent Memory Traffic Interface is TO BE DEFINED.
(LEVEL-FULL)

UDLZKL The transport options for the Non-Coherent Memory Traffic Interface include the UCIe v1.1 [7] streaming protocol
and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UJQBWY A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.7 Device Configuration Interface

IKBLTT A Device Configuration Interface enables host software to configure a device in an expansion chiplet through a
memory-mapped interface.

7.3.7.1 Device Configuration Interface for a Fully Coherent Expansion Chiplet

RKBDRB The transport for the Device Configuration Interface for a Fully Coherent Expansion Chiplet is TO BE DEFINED.
(LEVEL-FULL)

UJPLBP The transport options for the Device Configuration Interface for a Fully Coherent Expansion Chiplet include the
UCIe v1.1 [7] streaming protocol and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UPKVXM A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)
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7.3.7.2 Device Configuration Interface for a Fully Coherent Expansion (Remote
Translation) Chiplet

RCJBHK The transport for the Device Configuration Interface for a Fully Coherent Expansion (Remote Translation) Chiplet
is PCIe over UCIe v1.1 [7].

(LEVEL-FULL)

7.3.7.3 Device Configuration Interface for an I/O Coherent Expansion (Translated)
Chiplet

RYNCSL The transport for the Device Configuration Interface for an I/O Coherent Expansion (Translated) Chiplet is TO BE
DEFINED.

(LEVEL-FULL)

UXQHWQ The transport options for the Device Configuration Interface for an I/O Coherent Expansion (Translated) Chiplet
include the UCIe v1.1 [7] streaming protocol and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UMRQTT A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.7.4 Device Configuration Interface for an I/O Coherent Expansion (Untranslated)
Chiplet

RJDCPH The transport for the Device Configuration Interface for an I/O Coherent Expansion (Untranslated) Chiplet is TO
BE DEFINED.

(LEVEL-FULL)

UNBRSY The transport options for the Device Configuration Interface for an I/O Coherent Expansion (Untranslated) Chiplet
include the UCIe v1.1 [7] streaming protocol and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UWRTTH A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.7.5 Device Configuration Interface for an I/O Coherent Expansion (Remote Trans-
lation) Chiplet

RMHKZW The transport for the Device Configuration Interface for an I/O Coherent Expansion (Remote Translation) Chiplet
is TO BE DEFINED.

(LEVEL-FULL)

USZTZW The transport options for the Device Configuration Interface for an I/O Coherent Expansion (Remote Translation)
Chiplet include the UCIe v1.1 [7] streaming protocol and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UVZYTP A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.7.6 Device Configuration Interface for an I/O Chiplet

RQZPSP The transport for the Device Configuration Interface for an I/O Chiplet is TO BE DEFINED.
(LEVEL-FULL)

UXCWST The transport options for the Device Configuration Interface for an I/O Chiplet include the UCIe v1.1 [7] streaming
protocol and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UMCMHZ A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)
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7.3.7.7 Device Configuration Interface for an I/O Controller Chiplet

RDDCFS The transport for the Device Configuration Interface for an I/O Controller Chiplet is TO BE DEFINED.
(LEVEL-FULL)

UQRDSB The transport options for the Device Configuration Interface for an I/O Controller Chiplet include the UCIe v1.1
[7] streaming protocol and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UMYTQF A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.8 Address Translation Interface

INBQFR An Address Translation Interface enables a device in one chiplet to request address translations from an MMU
component in a directly connected chiplet.

RCTJXM The transport for the Address Translation Interface is TO BE DEFINED.
(LEVEL-FULL)

UQNVFW The transport options for the Address Translation Interface for an I/O Coherent Expansion (Remote Translation)
Chiplet include the UCIe v1.1 [7] streaming protocol and the OCP Bunch of Wires (BoW) [12] protocol.

(LEVEL-FULL)

UNXBZH A more recent protocol version can be used if it is backward compatible with the specified version.
(LEVEL-FULL)

7.3.9 Interrupt handling

ICCVFN This section concerns interrupts targeted at application PEs that run the main operating system.

RZRGXC Interrupts are sent as MSI messages.
(LEVEL-FULL)

RHSZXD Interrupt controller components can also forward interrupts through memory-mapped accesses.
(LEVEL-FULL)

RBGHPZ The chiplet type determines which of the following interfaces transports interrupts:

• Coherent Memory Traffic Interface
• I/O Coherent Memory Traffic Interface
• Non-Coherent Memory Traffic Interface

(LEVEL-FULL)

7.3.10 Trusted Security Agent Communication Interface

IDRPRG The trusted security agent in each chiplet provides hardware-enforced security and might provide higher-level
security functionality. System-level hardware-enforced security is distributed across these trusted security agents.
All secondary trusted security agents in the system delegate their security lifecycle management to the primary
trusted security agent.

RVTPDZ The transport for the Trusted Security Agent Communication Interface is an I3C interface [8].
(LEVEL-FULL)

XLPGMG The I3C interface [8] is a standard interface suitable for transporting the Trusted Security Agent Communication
Interface.

UPXGQL If the Boot Code Image Load Interface is implemented as a service of the trusted security agent, the Trusted
Security Agent Communication Interface is shared with this function.

USXWDL The Boot Sequence Control Interface might be implemented as a capability of the Trusted Security Agent
Communication Interface.
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7.3.11 System Control Interface

ISJSXS The system controllers and system control agents in the chiplets perform various system control and power
management functions. Several of these functions require communication between controllers.

IFKMPZ Multiple transports between chiplets can carry communications between system controllers and system control
agents. The transport depends on the chiplet activity state and which interfaces are available in that state.

RXYZYJ When two directly connected chiplets are both in the Operational chiplet activity state, the Coherent Memory
Traffic Interface is available and transports the System Control Interface.

(LEVEL-FULL)

RGTDWN When either or both of two directly connected chiplets are in the Secure boot, Initial boot, or Power saving chiplet
activity state, the transport for the System Control Interface is TO BE DEFINED.

(LEVEL-FULL)

XZPTVP The I3C interface [8] is a standard interface suitable for transporting the System Control Interface.

UNLWKD If the Boot Code Image Load Interface is implemented as a service of the system controller, the System Control
Interface is shared with this function.

UVHFLT The Boot Sequence Control Interface might be implemented as a capability of the System Control Interface.

UYNTTZ A dedicated WAKEUP wire signal might be required between chiplets that can enter power modes in which the
System Control Interface is unavailable, for example the Power saving chiplet activity state.

7.3.12 Debug

7.3.12.1 Debug Access Interface

RHKNHZ The transport that an external debugger uses to access the Debug Access Port (DAP) of a chiplet is a Joint Test
Action Group (JTAG) interface that complies with the Institute of Electrical and Electronics Engineers (IEEE)
Standard 1149.1.

(LEVEL-FULL)

UBGJJT Each chiplet provides debug access through its JTAG Test Access Port (TAP). A debugger can access each port
individually, or multiple ports can form a daisy chain. In a daisy-chain configuration, all chiplets share the Test
Clock (TCK) and Test Mode Select (TMS) signals. The Test Data In (TDI) and Test Data Out (TDO) signals
connect the chiplets in series: the TDO of each chiplet connects to the TDI of the next chiplet.

RLNKLH A system debug agent in one chiplet uses memory-mapped accesses and, when available, the Coherent Memory
Traffic Interface, I/O Coherent Memory Traffic Interface, or Non-Coherent Memory Traffic Interface to access the
debug resources of another chiplet.

(LEVEL-FULL)
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8
Implementation constraints

This chapter describes implementation constraints that are not specific to individual chiplet types but support
chiplet interoperability and successful integration into scalable systems.

This information helps system designers evaluate and integrate different chiplet designs. Some chiplets are
co-designed for a specific chiplet system. Other chiplets are developed independently for use in different system
architectures. Defining system-specific implementation constraints requires a thorough understanding of the system
requirements, which is outside the scope of the FCSA. This chapter identifies the principal constraints that affect
chiplet interoperability and system scalability.

This chapter contains the following sections:

• Interoperability of chiplets
• Chiplet system scalability
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8.1 Interoperability of chiplets

The FCSA does not describe every aspect of the functionality that chiplets in a system implement. A complete
description would enable all compliant implementations of that functionality to interoperate, but would exceed the
scope of the FCSA. However, chiplets must implement functionality that relies on inter-chiplet interactions in an
interoperable manner.

This section describes the constraints on implementations of system functions that must be consistent across chiplets
to ensure correct operation. It also identifies implementation differences that can undermine interoperability. These
constraints define the mutual expectations of chiplets that are designed for integration into a system.

8.1.1 Memory system

8.1.1.1 Transport of memory traffic

IRBXPJ A chiplet might transport memory traffic to another connected chiplet. Each interconnect fabric in a chiplet has
a set of properties that define its transaction-handling capabilities. The Properties, Parameters, and Broadcast
Signals chapter of AMBA CHI [4] lists these properties.

IZTTPQ When a memory transaction is transferred between chiplets with different interconnect properties, the transaction
might require adaptation to maintain protocol compliance. For example, adaptation can reduce a field, extend a
field with zero padding, or generate an error response. The Protocol layer property exchange chapter of AMBA
CHI Chip-to-Chip (CHI C2C) [9] lists the expected adaptations.

RQLFLC When a memory transaction is transported between chiplets with different interconnect properties, transaction
handling is adapted as necessary to comply with the protocol. The adaptation occurs before the transaction is
transferred over the chiplet memory traffic interface.

(LEVEL-1)

RCCBNN If a memory transaction is transported between chiplets with different interconnect properties, the differences
do not prevent successful transmission or reception. The differences also do not affect the ability to meet the
performance requirements of related system functionality.

Which interconnect properties are significant when they differ between chiplets is IMPLEMENTATION DEFINED.
Examples include address-field and ID-field widths.

(LEVEL-1)
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8.2 Chiplet system scalability

Some details of how chiplets implement system functionality affect scalability. Compatibility of these
implementation details across chiplets can improve the scalability of the system functionality.

This section identifies implementation details that affect system performance as chiplets are added to a design.
System and chiplet designers can use these topics when they evaluate the scalability of a chiplet-based design.

This list is not exhaustive.

8.2.1 Memory system

8.2.1.1 Snoop filters

IBQTRV A chiplet might contain one or more snoop filters. Other chiplets might contain requesters with coherent caches.
When a snoop filter reaches capacity, an old entry is evicted from all caches to make space for a new entry.

RTPXLG A snoop filter in a chiplet has sufficient capacity to meet the combined demand from all chiplets in the system
without compromising expected system functionality.

(LEVEL-FULL)
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9
Security of chiplet systems

A secure system operates as intended and protects the assets of the device manufacturer, owner, and user. This
typically requires a compute platform that ensures authentic system hardware runs authorized firmware and
software. For example, secure systems include:

• A hardware-enforced Trusted Execution Environment (TEE) that runs trusted firmware to isolate sensitive
operations from the main operating system

• A hardware Root of Trust (RoT) implementation that uses a secure enclave to establish a chain of trust from
power-on to application execution

Established techniques can secure a monolithic system-on-chip (SoC). Chiplet disaggregation exposes
package-internal trust boundaries that are implicit in a monolithic SoC. System security becomes a composed state
that depends on the identity, provisioning state, firmware state, configuration, lifecycle state, and communication
paths of independently developed and integrated chiplets. A chiplet system therefore needs explicit mechanisms to
establish, verify, and maintain its intended composition.

This specification uses the following security objective for the analysis:

SoC-equivalent security for chiplet systems: a chiplet system should provide the same level of
security as an equivalent monolithic SoC implementation.

This analysis covers the system-level security differences that result from partitioning a system design into multiple
chiplets in a system-in-package (SiP). These differences result from:

• Novel attack vectors
• Monolithic SoC security model assumptions invalidated by disaggregation into chiplets
• Supply-chain security assumptions invalidated by chiplet design and integration flows

This analysis considers secure chiplet systems at an abstract system-design level. It does not define a definitive set
of security requirements for any specific product.
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This analysis does not replace a product-specific security risk assessment. System and chiplet designers should use
it as a basis for evaluating these threats against their product design and security needs.

This analysis has two main parts:

• A definition of the chiplet system security model used by the analysis
• A threat analysis with associated mitigations
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9.1 Chiplet system security model

This section defines an abstract chiplet system security model. The model captures system-security aspects affected
by chiplets without depending on a specific topology or implementation.

This model refers to a Root of Trust (RoT). A RoT is a minimal set of software, hardware, and data that is
implicitly trusted in a chiplet or SoC. No lower-level software or hardware component can report that the RoT
is authentic and unmodified. An Initial RoT is based on the first immutable code that runs after boot. The code
can be physically immutable in ROM or provisioned, initialized, and locked by the chiplet or SoC manufacturer
in one-time-programmable (OTP) memory. For a widely accepted definition, see GlobalPlatform Root of Trust
Definitions and Requirements [13].

This model complements established secure system frameworks and designs, including the PSA Certified Platform
Security Model [14], Caliptra [15], the OCP Security Appraisal Framework and Enablement (OCP S.A.F.E.) [16],
and the Seven Properties of Highly Secure Devices [17].

A secure system typically uses the following established techniques:

• Secure management of hardware and software design and manufacturing processes
• A secure manufacturing process that provisions initial security credentials, for example a secret cryptographic

identity and firmware verification keys
• Management of the system security lifecycle state, including clear differentiation between preproduction and

postproduction states
• A locked post-provisioning system state that protects the credentials
• An implicitly trusted Initial RoT that anchors the chain of trust
• Authentication of mutable firmware and software before execution, initially by the Initial RoT
• Cryptographically verifiable attestation evidence that originates from the RoT
• Hardware controls that isolate the RoT and other security-critical subsystems
• Control of invasive access technologies, for example debug, within the RoT

A secure system can reliably produce verifiable reports of its identity and security state. The system identity can be
linked to a security evaluation and certification that covers system design, manufacturing, provisioning, and testing
of a representative instance. Verified attestation and certification enable the system to protect additional assets and
operate as a trustworthy component in a larger system.

The components of this chiplet system security model are:

• The necessary assumptions
• The relevant stakeholders
• The security domains and trust boundaries
• The chiplet system security platform and Root of Trust framework
• The chiplet system lifecycle
• General chiplet system topology models
• Adversarial models
• The chiplet system security goals

9.1.1 Assumptions

9.1.1.1 Impact of chiplet disaggregation on security assumptions
Disaggregating a monolithic system into chiplets breaks several assumptions that underpin monolithic SoC security:

Platform hardware inseparability

In a monolithic SoC, the platform hardware is assumed to be inseparable.

Combined with production-line audits, this assumption provides confidence that a production system matches
the security evaluation target.

For a chiplet system, this assumption is fragile because different entities can design, manufacture, and
integrate the chiplets. Chiplet substitution during manufacturing, or perhaps after integration, might also be
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possible. Because overall security depends on multiple independent entities, demonstrating that a production
system matches the security evaluation target becomes harder.

The system needs evidence that the integrated chiplets, interposers, firmware images, manifests, and
security-critical configuration match the intended composition.

Isolated die evaluation

For a monolithic SoC, the security of a die can be evaluated in isolation.

The security boundary of the target of evaluation lies entirely inside the SoC. The security evaluation does
not depend on the security of external entities.

Chiplet disaggregation breaks this assumption because overall system security depends on multiple integrated
chiplets, and potentially interposers.

Secure-by-design protection configuration

For a monolithic SoC, the configuration of protection mechanisms is assumed to be secure by design.

Mechanisms that set or query security-related hardware configurations are isolated from untrusted parts of
the system. Analysis of the monolithic SoC design demonstrates this isolation.

In a chiplet system, security mechanism configuration can be distributed across multiple chiplets, so the
interactions between those chiplets must also be considered.

9.1.1.2 Supply chain
The system supply chain can range from simple to highly complex. This analysis assumes that:

• Individual chiplet dies can be custom designs for the system or off-the-shelf components from a chiplet
marketplace that are not designed for a specific SiP.

• System integration can occur in the same location or organization as chiplet manufacturing, or elsewhere by
another entity.

Simpler supply chains can reduce some threats, but constraining the supply chain is not always possible or optimal.

9.1.1.3 Serviceability
This analysis does not assume support for field replacement, hot-plug, or rebinding of chiplets. It assumes that
integration provisioning creates a stable authorized composition that the system verifies during later boots and
operation.

Post-integration replacement of an individual chiplet would require a different lifecycle model. The system would
reenter an integration-like service state and provision the updated package as a new authorized composition. This
design would need a product-specific policy for replacement authorization, chiplet authentication, manifest update,
revocation or retirement of the removed chiplet identity, rollback protection, key rotation or rederivation, and
system attestation of the new composition.

This serviceability case is out of scope and differs from adversarial chiplet substitution before or during package
integration. T.SpoofChiplet covers adversarial substitution.

Replaceable-chiplet systems are out of scope.

9.1.1.4 Established security techniques
This analysis assumes that chiplet systems apply established security techniques. The following examples provide
context for controls discussed later in this chapter:

• Secure, measured boot for the RoT
• Secure firmware and software update
• RoT identity authentication and attestation
• Protection of sensitive data and key material in use, in transit, and at rest
• Authentication and integrity protection of security-relevant interfaces, with confidentiality protection where

required
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• Hardware protection of the RoT, including countermeasures against physical attacks that are in scope for the
product

• Credential lifecycle management, including revocation, replacement, and, where appropriate, rotation or
destruction

9.1.2 Stakeholders

A stakeholder is a person or group that places value in the system, or a part of it. The stakeholders identified for a
chiplet system are listed in Table 9.1.

Table 9.1: System security stakeholders

Stakeholder Rationale

FCSA (or layered
specification)
developer

A breach involving an asset in a chiplet system specified by this architecture
can damage the reputation and revenue of the developer.

Chiplet system
designer

The designer specifies how the chiplet system must function. A breach involving
a system asset can damage the reputation and revenue of the designer.

Chiplet
manufacturer

A breach involving a chiplet product can affect a system that uses the product
and damage the reputation and revenue of the manufacturer. A chiplet product
includes the chiplet design, fabricated chiplet, and structures that support
metrology or diagnostics.

Interposer
manufacturer

A breach involving an interposer product can affect a system that uses the
product and damage the reputation and revenue of the manufacturer.

Packaging provider The provider assembles and packages the system to meet integrity and quality
expectations. A breach involving a system asset can damage the reputation and
revenue of the provider.

Original equipment
manufacturer
(OEM)

The chiplet system integrator constructs the system for the OEM, which vouches
for correct operation after deployment. A breach involving a system asset can
damage the reputation and revenue of the OEM.

End user The end user entrusts private information to the system and expects its functions
to remain available. A breach involving a system asset can reduce the trust of
the end user in the system.

9.1.3 Security domains and trust boundaries

A trust boundary is a logical security perimeter that separates security domains. A security domain protects its
assets by enforcing a security policy that controls access to and modification of those assets by entities and other
security domains.

Security domains have no implicit global privilege ordering. A domain can access assets or services in another
domain only if the domain that owns those assets or services explicitly authorizes the access through its interfaces
and security policy. A security policy can define relative privilege for a specific asset or function, but that
relationship does not apply to other assets or functions.

Security assets include information, system resources, services, and properties that stakeholders value. These
properties include confidentiality, integrity, and availability.

A security domain can be implemented in software, hardware, or a combination of both. Security domains can
arise through different mechanisms:

• Physical design

Examples include an integrated and isolated secure enclave or a physically separate chiplet.
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• Programmable isolation mechanisms that boot firmware configures and makes immutable for the remainder
of system runtime

For example, a TEE.

• Transient domains that a security policy authorizes another domain to construct, configure, and operate using
a programmable hardware-based isolation mechanism

For example, a virtual machine (VM) within a hypervisor, or an application process within an operating
system.

Disaggregation does not always change the intended access policy between security domains. However, when
a trust boundary crosses chiplets, disaggregation changes the mechanisms and evidence required to enforce and
assess that policy. These mechanisms can include evidence of chiplet identity and state, endpoint authorization,
and inter-chiplet path protection.

The following figure shows a system with two chiplets, A and B, connected by a die-to-die interface. This system
supports analysis of the security impact of chiplet disaggregation.

Intra-chiplet
security domain

Chiplet A Chiplet B
C

hi
p

le
t

in
te

rf
ac

es

A�achable inter-chiplet
security domain Endpoint

Bound inter-chiplet
security domain

Bound inter-chiplet
security domain

Figure 9.1: Chiplet system security domains

The trust boundaries define three types of security domain:

Intra-chiplet security domain of chiplet A.

An intra-chiplet security domain lies entirely within chiplet A. Examples include an integrated secure element
and a security processor. If the security policy and enforcement of the domain have no security-relevant
dependency on chiplet B or the die-to-die interface, disaggregation does not change the analysis of threats
within the domain. These threats remain relevant to overall system security but are outside the scope of this
analysis.

Bound inter-chiplet security domain that spans chiplet A and chiplet B.

A bound inter-chiplet security domain spans chiplets A and B for the lifetime of the domain. This domain
type can arise when both chiplets provide compute cores connected coherently across the chiplet interface.
Examples include memory address domains at different privilege levels, including a VM, OS kernel, or
application process. An individual domain might be temporary, but equivalent access from chiplets A and
B is inherent in this domain type. The security evaluation depends on both chiplets and their die-to-die
interface.

Attachable inter-chiplet security domain that spans chiplet A and chiplet B.

This transient domain spans chiplets A and B, and access by chiplet B is temporary. This domain type can
arise when components in chiplet B act as an endpoint, for example a device assigned to a confidential
compute VM on chiplet A. The security evaluation depends on both chiplets and their die-to-die interface.

Inter-chiplet security domains that cross chiplet boundaries present specific security challenges. For example,
chiplet A must determine whether chiplet B runs secure firmware, configures the isolation of the shared domain
correctly, and disables debug access. These conditions are necessary to maintain the domain security properties.
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For a bound inter-chiplet security domain, these checks are not limited to integration time. The System RoT must
derive a composed security state from chiplet-local evidence, bind that state to system policy, and respond when a
participating chiplet changes state in a way that invalidates a previous trust decision.

For an attachable inter-chiplet security domain, established designs and protocols can provide the required
assurance. For example, the PCIe TEE Device Interface Security Protocol (TDISP) and Integrity and Data
Encryption (IDE) capabilities enable a PCIe TEE device to be dynamically trusted and assigned to a VM, even
when the connectors and bus might be exposed to an attacker [18].

Because established techniques exist for intra-chiplet and attachable inter-chiplet security domains, this analysis
focuses on threats and mitigations for bound inter-chiplet security domains.

9.1.4 Chiplet system security platform and Root of Trust framework

A System RoT in a monolithic SoC provides security services that represent the security state of the entire system
to external entities or internal entities under external control. For example, it can attest the security state of the
system to an external verifier or a local verifier controlled by an external entity.

A chiplet system implements a Security Platform that provides the system-level security services expected from
the System RoT in a monolithic SoC.

The following approach uses established hardware RoT techniques for chiplet identification, authentication, and
attestation. This specification defines a Chiplet System Security Platform Framework with multiple components
that work together to establish system trust. The following figure shows an example topology.
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Figure 9.2: Example chiplet system security platform topology

The Security Platform spans the whole system. The System RoT in the primary chiplet forms the platform when it
accepts verifiable local evidence from participating Chiplet RoT for Attestation (CRoT-A) instances. It also admits
any Secondary Chiplet RoT instances that provide additional security services. The CRoT-A is the minimum
evidence root for a participating chiplet. The framework requires cryptographically bound delegation, verifiable
chiplet-local evidence, and an unambiguous system-level decision about whether the composed trust domain can
exist. It does not require symmetric roles between chiplets. Each System RoT and Secondary Chiplet RoT role is
built on a CRoT-A, contains one, or has its state evidenced by one.

The following subsections define the elements of the Chiplet System Security Platform Framework.

9.1.4.1 Security platform
The Security Platform is a bound inter-chiplet security domain that spans the whole system. It results from
establishing trust and secure communication between the System RoT, all CRoT-As, and any Secondary Chiplet
RoTs that provide additional security services.

The Security Platform provides the system-level security services expected from the RoT in a secure monolithic
SoC. For example, it provides verifiable attestation reports on the system security state.
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The Security Platform is formed only after the System RoT has accepted the participating chiplet identities,
evidence, topology, and policy bindings. It is maintained only while those system-level security conditions satisfy
the security policy.

9.1.4.2 System RoT
The System RoT of a SiP is similar to that of a monolithic SoC, but it must establish and maintain the security
status of the composed system.

The System RoT is an intra-chiplet security domain in the primary chiplet that provides system-level identity and
attestation services to relying parties. It can share the security domain of the CRoT-A in the primary chiplet or
extend that CRoT-A. It can also be an independent RoT whose identity, firmware, lifecycle, configuration, and
security state are evidenced by the CRoT-A. After successful chiplet verification, the System RoT establishes the
Security Platform.

The System RoT makes system-scoped composition decisions. It determines the intended package composition
and expected topology, authenticates participating chiplets, validates CRoT-A evidence, binds chiplet identities to
the system manifest and policy, and decides whether the Security Platform can be formed or maintained.

The System RoT secures interfaces to Secondary Chiplet RoTs and CRoT-As that provide runtime security services,
for example access to chiplet security configuration. It establishes or authorizes protected security control-plane
associations and distributes or authorizes system-level policy. It applies the defined system response when a chiplet
is absent, fails attestation, reports stale or revoked evidence, or enters a lower-assurance state.

The System RoT collects and authenticates CRoT-A attestations and combines them into the system-level attestation
report.

The System RoT executes mutable firmware.

The external interface to the Security Platform is through the System RoT. With support from Secondary Chiplet
RoTs and CRoT-As, the System RoT has the security properties of the equivalent System RoT in a monolithic
SoC.

9.1.4.3 Secondary Chiplet RoT
A Secondary Chiplet RoT is an optional intra-chiplet security domain in a non-primary chiplet that provides
functionality beyond the minimum CRoT-A function. For example, it might provide runtime trusted services,
protected control-plane endpoints, local policy enforcement, or secure interfaces with the System RoT and other
chiplet security components.

A Secondary Chiplet RoT can support the System RoT with additional chiplet-local security services, but is not
responsible for system-level identity, system-level attestation, or the decision to form the Security Platform. Its
admission into the composed system trust model depends on evidence from the CRoT-A of the chiplet.

A chiplet design might support multiple system topologies. Therefore, a Chiplet RoT might be capable of acting
as the System RoT or a Secondary Chiplet RoT according to the system topology. Its implementation might be
similar to that of the System RoT, but System RoT-specific capabilities are not exercised when it is designated as a
Secondary Chiplet RoT.

A Secondary Chiplet RoT can share the security domain of the CRoT-A in the chiplet or extend that CRoT-A. It
can also be an independent RoT whose identity, firmware, lifecycle, configuration, and security state are measured
or attested by the CRoT-A.

A Secondary Chiplet RoT executes mutable firmware.

9.1.4.4 Chiplet RoT for Attestation (CRoT-A)
Each chiplet that participates in attested composition assurance contains a CRoT-A.

A CRoT-A is the minimum chiplet-local evidence root for the composed system. It is an intra-chiplet security
domain that authenticates chiplet identity and security-critical state, and produces cryptographic evidence. It is
responsible for chiplet-local security state and local enforcement for security-sensitive functions that cannot safely
be delegated to another chiplet. A CRoT-A has the following properties:
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• Custody of the unforgeable and provable chiplet identity
• A role as the Initial RoT for the chiplet, or an implementation rooted in that RoT
• Measurement of chiplet-local boot firmware, and verification when the boot model uses authenticated

firmware loading
• Maintenance of the chiplet security lifecycle state
• Control and reporting of debug, test, scan, manufacturing, failure-analysis, and invasive access mechanisms
• Attestation of chiplet identity and security state, including firmware, lifecycle, debug, and security-critical

configuration state
• Acceptance of policy and configuration commands, including commands that provision or manage

security-related assets, only over an authenticated and authorized security control plane

The storage location or delivery path of mutable firmware does not determine whether it is trusted. How a CRoT-A
establishes trust in its own firmware depends on its construction:

• A CRoT-A might provide its functionality without mutable firmware of its own. In this case, no additional
mutable-firmware authentication is needed at this boundary, assuming the immutable hardware or firmware
is designed and provisioned with appropriate security controls.

• A CRoT-A might load mutable firmware from local storage. In this case, the immutable part of the CRoT-A
must authenticate the firmware before execution by using protected local reference information, for example
a trust anchor or firmware digest. A trust anchor can be a firmware-signing public key or the public key of a
certificate authority.

• A CRoT-A might receive mutable firmware from another component and authenticate the firmware itself
before execution. This method has the same security requirement as the local-storage case. Only the firmware
delivery path differs.

• A CRoT-A might receive mutable firmware from another component but be unable to authenticate the
firmware image directly against protected local reference information. In this case, the immutable part of the
CRoT-A must authenticate and authorize the supplying component. The immutable part must also establish
that any security-relevant mutable state of that component is acceptable. The supplying component must
authenticate the firmware and enforce the applicable rollback policy. The transfer mechanism must protect
the image and bind the transfer to the intended recipient and image identity. These measures ensure that
the CRoT-A receives the same image that the supplying component verified. The CRoT-A still requires a
protected local trust anchor, credential, expected component identity, or shared secret. Each component must
protect the credentials that it uses.

Equivalent requirements apply to security-critical configuration and other mutable assets that affect the CRoT-A.
Before using a mutable asset, the CRoT-A must establish the authenticity, integrity, and applicable rollback state of
that asset. The CRoT-A must also protect the reference information and any delegated verification relationship
against the threats in the relevant adversarial models.

If the system design delegates control of mutable, security-critical CRoT-A state to the System RoT, the CRoT-A
accepts changes only through authenticated and authorized interfaces. This state can include security lifecycle
state, debug control, hardware security isolation, and communication protection. The CRoT-A still maintains
chiplet-local policy and protects local assets when delegation to another chiplet would undermine the local trust
boundary.

The isolated component that contains a CRoT-A might also contain the System RoT or a Secondary Chiplet RoT.
Alternatively, it might support an independent System RoT or Secondary Chiplet RoT by loading, authenticating,
measuring, or attesting the mutable firmware and critical state of that RoT. These additional services are distinct
roles. They do not expand the minimum CRoT-A definition.

When a CRoT-A supports these additional roles, the services must be protected and evidenced as part of the
composed system trust decision. CRoT-A evidence must cover the firmware and security-critical state of the
supported RoT role. Interfaces that establish or report that state need the protection expected for security
control-plane paths.

9.1.4.5 Establishing and maintaining composition assurance
At system boot, each participating CRoT-A:
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• Establishes the chiplet identity
• Establishes trust in its firmware
• Determines the lifecycle and debug state
• Applies local policy to secrets and security-sensitive functions
• Prepares attestation evidence

The System RoT then:

• Discovers participating CRoT-A endpoints and admitted Secondary Chiplet RoT endpoints
• Challenges each CRoT-A
• Authenticates the evidence against provisioned trust anchors and certificate chains, and checks the applicable

revocation state
• Validates the freshness of the evidence
• Appraises the reported measurements and security state against trusted reference values, the authorized

rollback state, the system manifest, and security policy
• Derives a system-level boot or initialization state
• Checks that the observed chiplet set, roles, placement, and topology match the authorized composition

To form the Security Platform, the System RoT must not depend on services that become available only after the
platform is formed. The System RoT must locally authenticate and appraise sufficient evidence to decide whether
the Security Platform can be formed. If complete appraisal requires an external verifier that is unavailable during
early boot, the security policy must keep the system in a restricted bootstrap state until the external appraisal
succeeds.

If the evidence is accepted, the System RoT establishes or derives protected security control-plane associations
with the participating chiplets, binds system policy to the accepted chiplet state, and authorizes formation of the
Security Platform. During runtime, CRoT-As remain responsible for chiplet-local enforcement and local state
reporting, while the System RoT maintains the system trust model and triggers revalidation on reset, warm reset,
chiplet fault, debug unlock, firmware update, recovery, or any other state change that can affect the Security
Platform.

The CRoT-As, System RoT, and Secondary Chiplet RoTs are implemented by Trusted Security Agent components.
See Trusted Security Agent.

9.1.5 Chiplet system lifecycle

Figure 9.3 shows a typical chiplet system lifecycle. Each stage identifies the stakeholders involved in or directly
affected by that stage. Table 9.2 describes each stage. A comprehensive lifecycle model can also include states
such as recoverable and nonrecoverable debug modes. However, this analysis focuses on the lifecycle stages most
relevant to the security implications of chiplet disaggregation.

Manufacturing Chiplet
provisioning

Integration
provisioning

OEM
provisioning Operation Disposal

Figure 9.3: Chiplet system lifecycle
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Table 9.2: Chiplet system lifecycle stages and stakeholders

Stage Stakeholders Description

Manufacturing Intellectual property (IP) providers,
chiplet manufacturer

Fabrication of the chiplets

Chiplet
provisioning

IP providers, chiplet manufacturer,
interposer manufacturer

Security provisioning of individual
chiplets and any interposers

Integration
provisioning

Chiplet system designer, packaging
provider

Security provisioning of chiplets when
they and any interposers are composed
into a system and packaged

OEM
provisioning

OEM Security provisioning of the packaged
chiplet system when deployed by the
product OEM

Operation IP providers, chiplet system designer,
chiplet manufacturer, OEM

Initial boot, establishment of the
Security Platform across multiple
chiplets, and system operation

Disposal IP providers, chiplet system designer,
chiplet manufacturer, OEM

Revocation of security provisioning
as part of a managed return material
authorization (RMA) process or
disposal of the chiplet system

The stages in Table 9.2 describe system development, provisioning, deployment, operation, and disposal activities.
They do not enumerate system security states. Each chiplet has its own lifecycle state. The System RoT
evaluates attested chiplet-local lifecycle and other security evidence against system policy to derive and report a
product-defined system security state. This reported state does not need to correspond directly to the state of any
individual chiplet.

A key lifecycle change from a monolithic SoC is the division of provisioning into two stages: chiplet provisioning
at the die manufacturing facility and integration provisioning at the SiP integration facility.

If different stakeholders perform die manufacturing and SiP integration, the chiplet supply chain presents a novel
attack vector.

Product-specific RMA handling is part of the disposal stage rather than operational serviceability. This handling
can transition a returned system into a diagnostic or disposition state before any failure analysis or debug access
is authorized. Product policy must define a separate transition for field service, replacement, reprovisioning, or
rebinding.

9.1.6 Chiplet system topology models

To identify and assess chiplet security risks, this analysis uses two simplified model systems. Attacks against more
complex systems can be mapped to one of these models.

9.1.6.1 Two-chiplet A+B model
The following figure shows the two-chiplet A+B model.
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Figure 9.4: Two-chiplet A+B model

In this model, a bound inter-chiplet security domain spans chiplets A and B. Data interfaces connect the two
chiplets.

9.1.6.2 Multi-chiplet A+B+E model
The following figure shows the multi-chiplet A+B+E model.
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Figure 9.5: Multi-chiplet A+B+E model

This model extends the two-chiplet A+B model by adding chiplet E. Chiplet E is outside the bound inter-chiplet
security domain that spans chiplets A and B.

For communication from chiplet A to chiplet B, the data interfaces have three possible topologies:

• Hub and spoke: chiplet B and chiplet E each have a dedicated connection to chiplet A that is inaccessible to
the other chiplet.
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• Shared bus: all three chiplets can communicate through a shared bus, for example, a common channel in the
package or printed circuit board (PCB).

• Daisy-chain: chiplet B is not directly connected to chiplet A and communication from chiplet A to chiplet B
must transit chiplet E.

9.1.6.3 Inter-chiplet path classes
The security properties required for an inter-chiplet path depend on the path function, physical exposure, and
topology. A product-specific assessment should distinguish the following path classes:

Security control-plane paths

These paths are used for chiplet authentication, attestation, provisioning, boot sequencing, policy distribution,
debug authorization, and trust-domain formation. Compromise of a security control-plane path can undermine
the trust-establishment process for the system, even if the main-band data paths are physically less exposed
or independently protected.

These paths generally require endpoint authentication, freshness, replay protection, integrity protection, and
confidentiality where secrets or sensitive state are carried.

Main-band package data paths

These paths carry coherent or non-coherent functional data between chiplets inside the package.
Cryptographic protection can be costly for high-bandwidth paths, so some products might rely on package
topology, physical integration, or deployment assumptions instead.

These choices are residual-risk decisions. The assessment should identify the adversarial models that remain
in scope.

Debug, test, and manufacturing paths

These paths include boundary scan, test access port (TAP)-controlled access, authenticated debug,
mission-mode Design for Test (DFT), structural self-test, and mechanisms for bring-up, validation, and
failure analysis. Different engineering teams might own these paths and apply different authorization models.

After secure boot, any chiplet-local transition into debug, test, scan, validation, reset, or another
lower-assurance state constitutes a system-level security event if the chiplet participates in a bound
inter-chiplet security domain.

A single chiplet can serve as the primary bridge to the external debug host and authenticate that host on
behalf of the package. If the security policy of each chiplet permits delegation, other chiplets can delegate
external debug-host authentication to the bridge chiplet. If a chiplet must authenticate the external debug host
directly, authentication data between that chiplet and the debug host can transit through the bridge chiplet.

Memory-adjacent chiplet paths

High Bandwidth Memory (HBM), bonded low-power double data rate (LPDDR) memory, and other
near-memory chiplet paths can be physically harder to access than traditional off-package memory, but
physical accessibility is separate from security-domain binding.

Memory-adjacent chiplets still need analysis for logical misuse, reset or rollback behavior, stale
encrypted-memory state, and incorrect binding of memory security state to a composed system identity.

When memory content requires confidentiality or integrity protection, an encryption or integrity endpoint
that handles plaintext, keys, or integrity and replay metadata must be within the security domain that owns
the content. A service admitted to and protected by that domain can also provide the endpoint. A memory
PHY, interposer path, or memory device that handles only protected data can remain outside that domain if
the product protects against replay and rollback.

Board-level and off-package paths

Inter-socket coherent traffic, board-level fabrics, and externally exposed trust extensions have a different
physical exposure profile from package-contained links. Mitigations that are acceptable for package-contained
trust extension might not be sufficient for board-level or off-package trust extension.
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This assessment excludes the use of board-level or off-package paths to extend a security domain. However,
it includes the security effects of an external debug, test, or manufacturing path that provides access to assets
in an in-scope chiplet or package security domain.

A product that uses a board-level or off-package path to extend a security domain still needs endpoint
authentication, integrity and freshness protection, and confidentiality protection when required for the assets
carried on the path.

9.1.7 Adversarial models

Adversarial models describe the adversaries that a designer must consider. This analysis defines the adversaries
directly to keep the model self-contained. The definitions distinguish passive physical observation, active physical
access, package-level invasive access, and supply-chain access.

The following adversarial models are used in this analysis:

AM.Remote

The adversary can access only data that does not require physical access to the system or the ability to run
software on it. The adversary intercepts or provides data or requests through a network or other remote
connection.

The adversary can, for example:

• Read system inputs and outputs by using external devices.
• Provide, forge, replay, or modify such inputs and outputs.
• Measure the timing of observable system operations, either during normal operation or in response to

selected inputs, for example timing attacks on web servers. The measurement can reveal information
about the internal state of the system.

AM.Software

The adversary can mount attacks from software running on the system.

In addition to AM.Remote, the adversary can, for example:

• Attempt software exploitation by running malicious software on the system.
• Exploit access to any memory-mapped configuration, monitoring infrastructure, or debug infrastructure

of the system.
• Perform side-channel analysis that relies on software-exposed hardware features of the system.
• Perform software-induced glitching of resources with techniques including Rowhammer or RASpberry.

AM.PassivePhysical

The adversary has physical access to the system but can observe or measure only externally visible properties.
The adversary does not attach hardware to the target, drive signals, modify the package, probe interposers, or
make physically invasive modifications to chiplets.

The adversary can, for example:

• Perform side-channel analysis that requires measurement of physical properties. Leakage sources include
electromagnetic emissions, power consumption, photonic emissions, acoustic channels, and thermal
leakage.

• Observe external interfaces, package-level emissions, or externally measurable timing without
influencing the target operation.

AM.ActivePhysical

The adversary has physical access to the system and can perform active hardware attacks that do not
require physically invasive access to chiplet dies, package substrates, or interposers. These attacks can
use reversible or irreversible modification outside the protected package boundary, externally accessible
connectors, board-level interfaces, debug ports, or inserted components.
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In addition to AM.PassivePhysical, the adversary can, for example:

• Connect malicious hardware to the system.
• Use externally reachable debug, test, service, or manufacturing interfaces.
• Gain access to the internal state of the system by interposing on wired connections between the system

and external components, for example memory devices. The adversary might use this access to read,
block, replay, or inject transactions.

AM.PackageInvasive

The adversary applies physically invasive techniques to the interconnections between chiplets, the package
substrate, or the interposer.

In addition to AM.ActivePhysical, the adversary can, for example:

• Probe the packaging substrate to make contact with or disrupt physical communication channels between
chiplets.

• Probe silicon or glass interposers to make contact with or disrupt physical communication channels
between chiplets.

AM.ChipletInvasive

The adversary applies physically invasive techniques to the chiplets.

In addition to AM.PackageInvasive, the adversary can, for example:

• Apply chip decapsulation through laser or chemical etching followed by microphotography to reverse
engineer the chiplet.

• Use a focused ion beam to perform gate-level modification.

AM.SupplyChain

The adversary has access to the supply chain that provides the component chiplets, chiplet-to-chiplet
interposers, package redistribution layers (RDLs), and integration-time-provisioned firmware images
assembled into the system. Individual chiplets, interposers, or firmware images can be substituted or
modified.

For example, the adversary can:

• Interfere with the hardware provisioning process of chiplets to disrupt hardware-enforced security
functionality.

• Substitute a tested and known-good chiplet with one that has failed testing.
• Substitute a chiplet with a counterfeit that can unexpectedly observe or disrupt system functions.
• Substitute a chiplet-to-chiplet interposer with a counterfeit that can unexpectedly observe or disrupt

system functions.
• Substitute a firmware image with an unauthorized image that can unexpectedly observe or disrupt system

functions.

Invasive silicon attacks (AM.ChipletInvasive) are not addressed in this analysis because they are equally applicable
to a monolithic SoC.

Adversarial models AM.Remote, AM.Software, AM.PassivePhysical, AM.ActivePhysical,
AM.PackageInvasive, and AM.SupplyChain are in scope for chiplet systems.

This analysis treats attacks against chiplet interposers (AM.PackageInvasive) as significantly less complex than
attacks against the chiplet die (AM.ChipletInvasive). Interposer attacks are therefore in scope. For example,
interfaces between elements on separate dies are easier targets where they cross an interposer.

For multi-vendor design and integration flows, the supply chain presents additional attack vectors
(AM.SupplyChain) that might require more than supply-chain mitigation techniques and processes. These threats
are relevant when considering system-level architectural security requirements.
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9.1.8 Chiplet system security goals

The system-level security goals of a secure chiplet system are identical to those of a monolithic system. For a
chiplet system, this model defines the following chiplet-specific security goals:

SG.Integrity: Integrity

Disaggregation of the system into chiplets does not enable an adversary to bypass the trust boundary of a
bound inter-chiplet security domain.

SG.Confidentiality: Confidentiality

Disaggregation of the system into chiplets does not provide an adversary with easier access to assets within a
bound inter-chiplet security domain.

SG.Authenticity: Authenticity

Disaggregation of the system into chiplets does not enable an adversary to substitute a chiplet, interposer,
firmware image, manifest, or security-critical configuration without detection.

SG.VerifiableSystemState: Verifiable System State

The System RoT can derive and report a verifiable system security state from authenticated chiplet-local
evidence. The reported state includes the intended system composition and the security-critical state of each
chiplet whose behavior can affect a bound inter-chiplet security domain.

SG.CompositionalAssurance: Compositional Assurance

The system only forms or maintains a bound inter-chiplet security domain when the participating chiplets,
interconnects, and provisioning state satisfy the system policy for that domain. A chiplet-local failure or
downgrade that affects the domain is visible to the System RoT and has defined system-level consequences.
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9.2 Threats and mitigations

9.2.1 Use model

The following analysis is intended to cover all security threats to chiplet-system assets. However, the threats and
mitigations do not apply to all implementations in the same way. The chiplet or system designer must identify
assets, interpret threats, and consider suggested mitigations in the context of the design. Design choices and the
application domain affect mission-critical assets, threat applicability, risk, and the need for each mitigation.

The product mission, deployment environment, supply-chain model, and available product evidence can change
asset criticality, threat applicability, Likelihood and Impact ratings, and residual Risk.

This threat analysis does not replace the requirements of an applicable product assurance or appraisal framework.
A product assessed under OCP S.A.F.E. remains subject to the requirements of that framework. The product threat
model should incorporate the chiplet-specific threats and assumptions identified in this analysis [16].

Product assumptions can modify the assessment only when supported by evidence for the product being assessed.
For example, assumptions about controlled supply-chain practice, package-contained integration, operational
facilities, exposed off-package paths, or serviceability can affect threat applicability, Likelihood, or Impact. The
assessment must explain how the assumption is maintained and what security dependency it creates.

When using this analysis, the chiplet or system designer should:

• Adjust unmitigated Impact, Likelihood, and Risk ratings when justified by product evidence
• Select mitigations that are appropriate for the implementation constraints
• Adjust residual Impact, Likelihood, and Risk ratings when justified by product evidence, reflecting the

selected mitigations and constraints

The mitigating actions are defined by the acronym CAST:

Control: Implement measures that reduce the likelihood, the impact, or both, and reduce the risk to an acceptable
level.

Accept: Retain the threat because its risk is acceptable or because constraints or market needs prevent mitigation.

Suppress: Remove the feature or process that gives rise to the threat.

Transfer: Assign responsibility for mitigating the threat to a more capable or suitable party.

9.2.2 Risk assessment method

The risk ratings in this analysis use an approach derived from [19]. Each threat has a Likelihood and Impact that
are evaluated on the 5-level scales in Table 9.3 and Table 9.4.

The ratings in this chapter are abstract-system defaults, not final product ratings. They assume that the affected
chiplet, path, or asset is security-relevant to a bound inter-chiplet security domain. If a product-specific assessment
shows narrower security scope, lower Impact values can be justified.

Residual Likelihood ratings are conservative for an abstract system. They assume correct implementation of named
mitigations but do not include product-specific evidence. This evidence can include independent evaluation, tightly
controlled supply-chain practices, formal verification of critical mechanisms, supplier security certification, or
measured field performance. A product-specific assessment can justify a lower residual Likelihood when this
evidence exists.

Date: October 2026 161



Open Compute Project • Foundation Chiplet System Architecture

Table 9.3: Likelihood rating scale

Likelihood level Definition

Very Low An attacker is highly unlikely to attempt the attack, or the event is highly
unlikely to occur. Adverse impacts are also highly unlikely.

Low An attacker is unlikely to attempt the attack, the event is unlikely to occur,
or adverse impacts are unlikely.

Medium The event and adverse impacts are somewhat likely within the lifetime of
the product. For example, a well-motivated and well-equipped adversary
can cause the event.

High The event and adverse impacts are likely within the lifetime of the product.

Very High The event and adverse impacts are almost certain within a short time frame.

Table 9.4: Impact rating scale

Impact level Definition Example effects

Very Low Negligible adverse impact. Security behavior and functionality of
the system are unaffected.

Low Limited adverse impact on security
functionality.

Degradation of secondary security
functionality. Primary security features
are unaffected.

Medium Serious adverse impact on security
functionality.

Compromise of a security domain and
related security assets. Recovery and
restoration of a secure system following
the event are possible.

High Severe adverse impact on system
security.

Compromise of system-wide security
domains and security assets, leading to
exposure or exploitation of system
assets. Recovery and restoration of a
secure system following the event might
be possible.

Very High Critical adverse impact on system
security.

Compromise of all system-wide security
domains and critical security assets,
leading to exposure or exploitation of all
system assets and failure of security
guarantees. It is not possible to recover
or restore a secure system following the
event.

Some mitigations reduce risk by limiting the consequence, duration, or scope of a successful attack instead of
reducing Likelihood. Detection, attestation evidence, revalidation, revocation, degraded operation, recovery, or
teardown can justify a lower residual Impact only under specific conditions. The product-specific policy must
define the response, the product must validate the response, and the resulting state must be reported or otherwise
available for assessment. Detection alone does not reduce Impact. Fail-closed or teardown behavior can preserve
security by preventing reliance on an invalid trust decision, even if service is reduced until recovery or revalidation
completes.

If the available evidence supports two possible Likelihood or Impact ratings, choose the higher rating.
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The Likelihood and Impact ratings are combined using Table 9.5 to determine the Overall Risk of a threat.

Table 9.5: Overall risk determination

Impact

Likelihood Very Low Low Medium High Very High

Very Low Very Low Very Low Very Low Low Low

Low Very Low Very Low Low Low Medium

Medium Very Low Low Medium Medium High

High Low Low Medium High Very High

Very High Low Medium High Very High Very High

9.2.3 Threat analysis

Threats to a chiplet system are analyzed in one table per threat. Threats already relevant to a monolithic SoC-based
system, and not affected by chiplet disaggregation, are not reproduced. The threats are:

• T.ChipletBackdoor: A vulnerability is built into a chiplet
• T.SpoofChiplet: A fake or substituted chiplet
• T.Misconfiguration: A misconfigured chiplet
• T.CredentialLeakage: Disclosure of provisioning secrets
• T.Lifecycle: Insecure security lifecycle state
• T.InvasiveAccess: Unauthorized invasive access
• T.DFXAbuse: Malicious use of debug, test, and manufacturing access paths
• T.FirmwareBackdoor: Malicious chiplet firmware
• T.SpoofFirmware: Substituted chiplet firmware
• T.FirmwareAbuse: Vulnerable chiplet firmware
• T.FirmwareTamperingPhysical: Firmware modification after loading from storage through physical attack
• T.FirmwareTamperingLogical: Firmware modification after loading from storage through logical attack
• T.InterposerBackdoor: A vulnerability built into the interposer
• T.SideChannel: Side-channel leakage of die-to-die communication
• T.InterposerLeakage: Leakage of die-to-die communication by physical probe
• T.InterposerTampering: Manipulation of die-to-die communication by physical probe
• T.D2DLeakage: Leakage of die-to-die communication through an untrusted system component
• T.D2DTampering: Manipulation of die-to-die communication through an untrusted system component
• T.RoTLeakage: Disclosure of chiplet RoT assets
• T.RoTTampering: Modification of chiplet RoT assets

These threats reflect the primary objectives of an attacker using chiplet separation as an attack vector. In the
topology models defined earlier, these objectives are:

1. Cause chiplet A to trust chiplet B with an inter-chiplet security domain while the attacker accesses domain
assets through chiplet B.

2. Use the die-to-die connection between chiplets A and B to access or manipulate assets within the inter-chiplet
security domain.

3. Manipulate or disclose assets required for mitigation to bypass the mitigation and achieve objective 1 or 2.

Each threat analysis lists possible mitigations and their effects. Implementation notes are provided in the
Implementation of mitigations section.

Date: October 2026 163



Open Compute Project • Foundation Chiplet System Architecture

Threat: T.ChipletBackdoor: A vulnerability is built into a chiplet.

Description In the two-chiplet A+B model, the attacker inserts a malicious hardware
element or a deliberate vulnerability into the design of chiplet B, or
exploits an unintended vulnerability discovered in chiplet B.
The attacker might be the chiplet designer, an insider within the chiplet
designer or provider, an external actor that modifies the design before
manufacture, or someone with knowledge of a chiplet design vulnerability.
The trojan component or vulnerability can give the attacker unauthorized
influence over the inter-chiplet security domain, exposing assets in that
domain to disclosure, tampering, or misuse.

Adversarial models SupplyChain.

Security goals Integrity, Confidentiality, Authenticity, Compositional Assurance.

Unmitigated ... Impact: Very high. Likelihood: Medium. Risk: High.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to prevent unauthorized modifications to design, configuration data,
and firmware.
If components are sourced externally, especially off-the-shelf
components from a chiplet marketplace, the system vendor must
ensure that all suppliers operate secure development processes.

M.ControlledSupplyChain: Tightly Controlled Supply Chain
If chiplet design and manufacturing can remain in-house or within a
tightly controlled supply chain, controlled supply-chain integration
can Suppress this risk, reducing it to a level similar to monolithic
SoC development.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.SpoofChiplet: A fake or substituted chiplet.

Description In the two-chiplet A+B model, the attacker substitutes chiplet B in the
supply chain, causing the integration of an attacker-controlled chiplet into
the system.
The attacker might operate at any point after chiplet manufacture to system
integration. To be successful, the substituted chiplet must provide enough
compatibility with chiplet B for the system to appear to function correctly.
The spoof component can give the attacker an unauthorized point of
control or observation inside the inter-chiplet security domain.

Adversarial models SupplyChain.

Security goals Integrity, Confidentiality, Authenticity, Compositional Assurance.

Unmitigated ... Impact: Very high. Likelihood: Medium. Risk: High.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to reduce access to assets required to clone a chiplet and reduce
opportunities to introduce a fake chiplet during integration.

M.ControlledSupplyChain: Tightly Controlled Supply Chain
If chiplet design and manufacturing can remain in-house, controlled
supply-chain integration can Suppress this risk by removing reliance
on external entities in the chain of custody from chiplet manufacture
to package integration.

In a supply chain that extends beyond a tightly controlled integration flow,
chiplet authentication becomes an architectural control:

M.ChipletIdentity: Chiplet Identity
Control by security architecture: provide an unforgeable, secure
cryptographic identity for each chiplet.
The chiplet can prove that it is authentic using this credential.

M.SystemManifest: System Manifest
Control by security architecture: provision the System RoT with a
system manifest that lists all chiplet identities in the system.

The integrator can verify chiplet identity before system integration.
At integration or boot, the System RoT can verify that each chiplet
corresponds to the provisioned manifest.
Secure chiplet identity and a system manifest provide cryptographic
inseparability for the integrated system, replacing the physical
inseparability of a monolithic SoC for the chiplets and interfaces covered
by the manifest and attestation model.
This does not by itself prove the absence of unmanaged interposer
functionality, unmeasured passive elements, or paths outside the covered
topology.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.Misconfiguration: A misconfigured chiplet.

Description The attacker misconfigures a chiplet during chiplet or integration
provisioning. This action can introduce an attacker-controlled identity or
credentials or cause the package to operate in a vulnerable state.
The misconfiguration can give the attacker unauthorized access to sensitive
functionality, or allow a chiplet to participate in the inter-chiplet security
domain with attacker-controlled identity, credentials, or policy.

Adversarial models SupplyChain.

Security goals Integrity, Confidentiality, Verifiable System State, Compositional
Assurance.

Unmitigated ... Impact: Very high. Likelihood: Medium. Risk: High.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to reduce attacker access to provisioning data and processes.

M.ControlledSupplyChain: Tightly Controlled Supply Chain
If chiplet design and manufacturing can remain in-house or within a
tightly controlled supply chain, controlled supply-chain integration
can Suppress this risk by reducing opportunities for mismatch
between chiplet and system provisioning.

In a more distributed supply chain, chiplet attestation becomes an
architectural control:

M.ChipletAttestation: Chiplet Attestation
Control by security architecture: attest the identity, lifecycle state,
critical configuration state, and mutable firmware measurements
of each chiplet. This gives the System RoT and external verifiers
evidence of the state and configuration of each chiplet.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.CredentialLeakage: Disclosure of provisioning secrets.

Description The attacker observes the configuration or provisioning of a chiplet during
chiplet or integration provisioning.
The credentials can give the attacker unauthorized access to sensitive
functionality, for example provisioning or debug access, or let an
attacker-controlled component spoof the chiplet or system identity.
Leakage of credentials for any chiplet with access to an inter-chiplet
security domain can compromise that domain.

Adversarial models SupplyChain.

Security goals Integrity, Confidentiality, Authenticity, Verifiable System State.

Unmitigated ... Impact: Very high. Likelihood: Medium. Risk: High.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require the use of secure development
processes to reduce attacker access to provisioning systems.

M.SecureProvisioning: Secure Provisioning
Control by security architecture: use secure provisioning protocols
for integration provisioning. Building on M.ChipletIdentity,
this can provide confidentiality, integrity, and authenticity for
provisioned assets and the target chiplet.

M.ChipletAttestation: Chiplet Attestation
Control by security architecture: chiplet attestation lets the System
RoT, and external verifiers, verify that authorized firmware is
running in a secure operational state.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.Lifecycle: Insecure security lifecycle state.

Description The attacker causes the lifecycle states of the chiplets in the system to
be inconsistent. In the two-chiplet A+B model, the attacker causes the
system to operate in a production state while chiplet B operates in an
insecure lifecycle state.
The attacker might manipulate chiplet or system provisioning.
This can allow an attacker to access the inter-chiplet security domain
through chiplet B while the rest of the system continues to treat chiplet B
as production-secure.
Chiplet systems amplify this threat because different chiplets can occupy
different lifecycle states while contributing to the same bound inter-chiplet
security domain.

Adversarial models SupplyChain.

Security goals Integrity, Confidentiality, Verifiable System State, Compositional
Assurance.

Unmitigated ... Impact: Very high. Likelihood: Medium. Risk: High.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to reduce attacker access to provisioning systems and opportunities
to introduce a chiplet in the wrong lifecycle state.

M.ControlledSupplyChain: Tightly Controlled Supply Chain
If it is possible to keep chiplet design and manufacturing in-house,
controlled supply-chain integration can Suppress this risk, removing
the need to trust external entities in the chain of custody from chiplet
manufacture to package integration.

When chiplet manufacturing and integration are split across organizations,
management and attestation of the per-chiplet security lifecycle become
architectural controls:

M.ChipletLifecycle: Chiplet Lifecycle
Control by security architecture: implement a secure lifecycle state
within each chiplet.

M.ChipletAttestation: Chiplet Attestation
Control by security architecture: report chiplet lifecycle state
to the System RoT. This gives the System RoT, and external
verifiers, evidence of each chiplet lifecycle state. During integration
provisioning, it verifies that chiplets are in a valid state for
integration. During operation, it enables the System RoT to prevent
use of production assets when any participating chiplet is in an
insecure lifecycle state.

Residual ... Impact: Very high. Likelihood: Low. Risk: Medium.
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Threat: T.InvasiveAccess: Unauthorized invasive access.

Description In the two-chiplet A+B model, the attacker makes unauthorized use of
invasive access mechanisms on chiplet B, for example JTAG debug, to
access protected resources.
This gives the attacker access to an inter-chiplet security domain through
chiplet B and enables exploitation of assets within the domain.
This threat is also present in a monolithic SoC. In a chiplet system, chiplet
A security also depends on whether chiplet B has enabled invasive access
since system boot.
This threat covers direct unauthorized invasive access. Malicious use of
debug, test, manufacturing, or other Design for X (DFX) mechanisms
after secure boot is covered separately by T.DFXAbuse.

Adversarial models ActivePhysical.

Security goals Integrity, Confidentiality, Verifiable System State, Compositional
Assurance.

Unmitigated ... Impact: Very high. Likelihood: High. Risk: Very high.

Mitigating actions
(suggested) M.DebugControl: Debug Control

Control by security architecture: require each chiplet to securely
manage all local invasive access mechanisms.

M.ChipletAttestation: Chiplet Attestation
Control by security architecture: the CRoT-A gates chiplet-local
invasive access mechanisms and includes their state in the chiplet
attestation report. The System RoT authorizes or constrains use of
mechanisms that can affect a bound inter-chiplet security domain
according to system policy.

Together these enable the CRoT-A and System RoT to provide the local
gating, reporting, control, and authorization for invasive access expected
from the RoT in a secure monolithic SoC.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.DFXAbuse: Malicious use of debug, test, and manufacturing access paths.

Description In the two-chiplet A+B model, the attacker maliciously uses a debug, test,
manufacturing, or other Design for X (DFX) mechanism on chiplet B as
the system enters or after it has entered a secure operational state.
Relevant mechanisms include boundary scan, test access port
(TAP)-controlled access, authenticated debug, mission-mode Design
for Test (DFT), self-test, bring-up, validation, and failure-analysis
hooks. These mechanisms can expose chiplet-internal assets, manipulate
security-critical configuration, trigger chiplet-local reset, perturb
measured state after secure boot, or move a chiplet into a lower-assurance
state.
If the chiplet participates in a bound inter-chiplet security domain,
a post-boot transition into debug, test, scan, validation, reset, or a
lower-assurance state is a system security event. The rest of the system
must not silently continue to rely on the previous trust decision.

Adversarial models Software, ActivePhysical, SupplyChain.

Security goals Integrity, Confidentiality, Verifiable System State, Compositional
Assurance.

Unmitigated ... Impact: Very high. Likelihood: High. Risk: Very high.

Mitigating actions
(suggested) M.DebugControl: Debug Control

Control by security architecture: enumerate, authorize, gate, and
report debug, test, scan, manufacturing, failure-analysis, and
invasive access mechanisms that can affect a bound inter-chiplet
security domain.

M.ChipletLifecycle: Chiplet Lifecycle
Control by security architecture: prevent production assets from
being used when a chiplet is in a lifecycle state that permits insecure
access.

M.ChipletAttestation: Chiplet Attestation
Control by security architecture: report the current state and
enabled-since-boot state of these mechanisms to the System RoT.

M.SystemSecurityPolicy: System Security Policy
Control by security architecture: define the system-level response
to chiplet absence, attestation failure, debug or DFX enablement,
reset, recovery, or lower-assurance state transitions.

Together these enable the System RoT to fail closed, recover, or report
degraded state when the previous trust decision is no longer valid.

Residual ... Impact: Very high. Likelihood: Low. Risk: Medium.
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Threat: T.FirmwareBackdoor: Malicious chiplet firmware.

Description In the two-chiplet A+B model, the attacker inserts malicious code into the
firmware for chiplet B.
The attacker might be the chiplet firmware developer, an insider within
the chiplet designer or provider, or an external actor that modifies the
firmware before it is provisioned to the chiplet.
The malware can give the attacker unauthorized influence over the
inter-chiplet security domain and the assets protected by that domain.
A monolithic SoC has a similar firmware-integrity risk. In a chiplet
system, the security of chiplet A depends on the correctness of the chiplet
B firmware.

Adversarial models SupplyChain.

Security goals Integrity, Confidentiality, Authenticity, Compositional Assurance.

Unmitigated ... Impact: Very high. Likelihood: Medium. Risk: High.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to reduce attacker access to chiplet firmware development systems.

M.ControlledSupplyChain: Tightly Controlled Supply Chain
If chiplet design and manufacturing can remain in-house, controlled
supply-chain integration can Suppress this risk, reducing it to a
level similar to monolithic SoC development.

M.AuthorizedUpdate: Authorized Update
When more complex supply chains are used, Transfer this risk
to firmware update policy: authorized update prevents chiplet
firmware updates without system-level authorization. This gives the
integrator or OEM a separate control point for blocking, detecting,
and revoking a malicious firmware version.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.SpoofFirmware: Substituted chiplet firmware.

Description In the two-chiplet A+B model, the attacker causes chiplet B to update to
attacker-controlled firmware.
The system is assumed to implement secure boot and secure firmware
update, which are baseline requirements for a secure system. However, the
attacker might access the firmware signing system of the chiplet provider
or obtain the firmware signing keys.
The substituted firmware can give the attacker unauthorized influence over
the inter-chiplet security domain and the assets protected by that domain.
A monolithic SoC has a similar firmware-authenticity risk. In a chiplet
system, the security of chiplet A depends on the authenticity of the chiplet
B firmware.

Adversarial models SupplyChain, Software.

Security goals Integrity, Confidentiality, Authenticity, Verifiable System State.

Unmitigated ... Impact: Very high. Likelihood: Medium. Risk: High.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require the use of secure development
processes to reduce attacker access to chiplet firmware signing
systems.

M.ControlledSupplyChain: Tightly Controlled Supply Chain
If it is possible to keep chiplet design and manufacturing in-house,
controlled supply-chain integration can Suppress this risk, reducing
the threat to a level similar to monolithic SoC development.

M.AuthorizedUpdate: Authorized Update
Transfer to firmware update policy: authorized update prevents
chiplet B firmware updates without system-level authorization. A
valid chiplet-vendor signature is not sufficient.

M.FirmwareMeasurement: Firmware Measurement
Control by security architecture: record measurements of chiplet B
firmware and configuration data.

M.ChipletAttestation: Chiplet Attestation
If measurement is implemented within chiplet B, use chiplet
attestation to report the measurements. This gives the System RoT
and external verifiers evidence of the firmware state of each chiplet.

If measurement is implemented within chiplet A, ensure that the
firmware cannot be modified before execution by chiplet B. See
T.FirmwareTamperingPhysical and T.FirmwareTamperingLogical.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.FirmwareAbuse: Vulnerable chiplet firmware.

Description In the two-chiplet A+B model, the attacker exploits a vulnerability in the
chiplet B firmware.
The exploit can give the attacker access to, or control over, the inter-chiplet
security domain and the assets protected by that domain.
A monolithic SoC has a similar firmware-vulnerability risk. In a chiplet
system, the security of chiplet A depends on the correctness of the chiplet
B firmware.

Adversarial models Software.

Security goals Integrity, Confidentiality, Verifiable System State.

Unmitigated ... Impact: Very high. Likelihood: High. Risk: Very high.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to reduce vulnerabilities in deployed firmware and improve
security-incident response readiness.

M.FirmwareMeasurement: Firmware Measurement
Control by security architecture: record measurements of chiplet B
firmware and configuration data.

M.ChipletAttestation: Chiplet Attestation
Use chiplet attestation to report on the measurements from chiplet
B. This enables the System RoT to report whether chiplet B is
running an authorized, non-revoked firmware baseline. This does
not prove that the firmware is free of vulnerabilities.

Residual ... Impact: Very high. Likelihood: Low. Risk: Medium.
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Threat: T.FirmwareTamperingPhysical: Firmware modification after loading from storage through
physical attack.

Description In the two-chiplet A+B model, the attacker modifies firmware or a
security-critical boot or load-time asset used by chiplet B while it is
being transferred from chiplet A. This threat assumes that chiplet A has
access to the interface for retrieving the asset, and that chiplet B does not.
The attacker might conduct an active physical attack on the connection
between the chiplets. The modification can give the attacker access to, or
control over, the inter-chiplet security domain and the assets protected by
that domain.
Physical attacks against the boot or asset-authentication flow can also
include fault injection or voltage glitching. Whether these techniques are
in scope depends on the product, attacker access, and implementation.
This abstract analysis assumes that such attacks do not bypass the
authentication, measurement, or local enforcement mechanisms unless
the product-specific assessment brings them into scope.
This threat is also present in a monolithic SoC, where it is mitigated by
measurement and authentication of firmware and other security-critical
boot or load-time assets after loading, and by protection from later
modification. In a chiplet system, transfer of these assets between chiplets
provides a new attack surface.

Adversarial models PackageInvasive.

Security goals Integrity, Confidentiality, Authenticity, Compositional Assurance.

Unmitigated ... Impact: Very high. Likelihood: High. Risk: Very high.

Mitigating actions
(suggested) M.SecureChipletBoot: Secure Chiplet Boot

Control by security architecture: secure boot on chiplet B removes
the attacker opportunity created when firmware and security-critical
boot or load-time assets are transferred to chiplet B before
authentication.
Note: This mitigation is required where the threat applies to
CRoT-A mutable firmware.

When chiplet B does not implement full M.SecureChipletBoot, the
System RoT on chiplet A can measure and authenticate firmware or a
security-critical boot or load-time asset for chiplet B only if chiplet B has
a trusted local mechanism ensuring that the authenticated asset is used, or
that changes trigger revalidation before use. The transfer interface needs
protection from physical attack.

M.ChipletInterface: Chiplet Interface
Suppress by integration design: select a harder-to-attack die-to-die
connection technology.

If chiplet B has no protected local reference information or mechanism,
authentication by chiplet A cannot close the time-of-check-to-time-of-use
gap between verification and execution. Chiplet B then needs
M.SecureChipletBoot or an equivalent minimal immutable loader.

M.ProtectedConnection: Protected Connection
Control by security architecture: use a protected connection to
provide cryptographic integrity for firmware and security-critical
boot or load-time asset transfer to chiplet B.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.FirmwareTamperingLogical: Firmware modification after loading from storage through
logical attack.

Description In the multi-chiplet A+B+E model, the attacker modifies firmware or a
security-critical boot or load-time asset used by chiplet B while it is being
transferred from chiplet A. This threat assumes that chiplet A has access
to the interface for retrieving the asset, and that chiplet B does not.
The attacker might execute software on an untrusted component with
access to the communication interface, possibly another chiplet E.
The modification can give the attacker access to, or control over, the
inter-chiplet security domain and the assets protected by that domain.
This threat is also present in a monolithic SoC, where it is mitigated by
measurement and authentication of firmware and other security-critical
boot or load-time assets after loading, and by protection from later
modification. In a chiplet system, transfer of these assets between chiplets
provides a new attack surface.

Adversarial models Software.

Security goals Integrity, Confidentiality, Authenticity, Compositional Assurance.

Unmitigated ... Impact: Very high. Likelihood: High. Risk: Very high.

Mitigating actions
(suggested) M.SecureChipletBoot: Secure Chiplet Boot

Control by security architecture: secure boot on chiplet B removes
the attacker opportunity created when firmware and security-critical
boot or load-time assets are transferred to chiplet B before
authentication.
Note: This mitigation is required where the threat applies to
CRoT-A mutable firmware.

When chiplet B does not implement full M.SecureChipletBoot, the
System RoT on chiplet A can measure and authenticate firmware or a
security-critical boot or load-time asset for chiplet B only if chiplet B has
a trusted local mechanism ensuring that the authenticated asset is used, or
that changes trigger revalidation before use. The transfer interface needs
protection from logical attack.

M.ChipletTopology: Chiplet Topology
Suppress by system design: isolate the die-to-die connections
between A and B from access by chiplet E.

If chiplet B has no protected local reference information or mechanism,
authentication by chiplet A cannot close the time-of-check-to-time-of-use
gap between verification and execution. Chiplet B then needs
M.SecureChipletBoot or an equivalent minimal immutable loader.

M.ProtectedConnection: Protected Connection
Control by security architecture: use a protected connection to
provide cryptographic integrity for firmware and security-critical
boot or load-time asset transfer to chiplet B.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.InterposerBackdoor: A vulnerability built into the interposer.

Description The attacker inserts a malicious hardware element or deliberate
vulnerability into the interposer design.
The attacker might be the interposer designer, an insider within the
interposer designer or provider, or an external actor that modifies the
design before manufacture.
The trojan component or vulnerability can expose communication between
chiplets to disclosure, tampering, injection, replay, or loss. The attacker
can use that access to observe or influence assets within the inter-chiplet
security domain.
The unmitigated Likelihood is Low because an attacker with supply-chain
access is expected to prefer substituting a chiplet, firmware image, or
provisioning asset over modifying the interposer. The Low rating does
not imply that a successfully modified interposer would be technically
ineffective.

Adversarial models SupplyChain.

Security goals Integrity, Confidentiality, Compositional Assurance.

Unmitigated ... Impact: High. Likelihood: Low. Risk: Low.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to reduce the risk of unauthorized modifications to the interposer
design.

M.ControlledSupplyChain: Tightly Controlled Supply Chain
If interposer design and manufacturing can remain in-house or
within a tightly controlled supply chain, controlled supply-chain
integration can Suppress this risk, reducing it to a level similar to
monolithic SoC development.

M.ProtectedConnection: Protected Connection
Control by security architecture: use a protected connection
to provide an authenticated, encrypted, and integrity and
replay-protected communication protocol between chiplets. This
prevents a malicious interposer from disclosing assets transferred
across the connection, or from tampering with communication
between chiplets in a way that compromises the inter-chiplet
security domain.

Residual ... Impact: High. Likelihood: Very low. Risk: Low.
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Threat: T.SideChannel: Side-channel leakage of die-to-die communication.

Description The attacker uses micro-probing techniques on the package to
perform passive, non-invasive side-channel attacks and extract sensitive
information exchanged between chiplets.
A monolithic SoC has related side-channel risks. Connections between
chiplets can be larger scale and more structured than buses within a die,
making them easier targets for passive probing.
Side-channel attacks might use techniques including differential power
analysis, timing analysis, electromagnetic or photonic emissions
measurement, acoustic analysis, and thermal measurement. These attacks
can expose sensitive assets exchanged over the connection.
Relevant side channels can arise from explicit die-to-die protocol
interfaces, but also from shared power, clock, package, thermal,
electromagnetic, memory-adjacent, or monitoring structures whose
behavior depends on security-sensitive chiplet activity.
Attack complexity differs by inter-chiplet path class. For example,
main-band package data paths and security control-plane paths can have
different widths, speeds, physical exposure, and mitigation costs. Risk
and mitigation requirements should be considered separately for each path
class.

Adversarial models PassivePhysical.

Security goals Confidentiality.

Unmitigated ... Impact: High. Likelihood: Medium. Risk: Medium.

Mitigating actions
(suggested) M.ChipletInterface: Chiplet Interface

Suppress by integration design: select a harder-to-attack die-to-die
connection technology.

M.ProtectedConnection: Protected Connection
Control by security architecture: use a protected connection to
provide an encrypted communication protocol between chiplets.

Residual ... Impact: High. Likelihood: Very low. Risk: Low.

Date: October 2026 177



Open Compute Project • Foundation Chiplet System Architecture

Threat: T.InterposerLeakage: Leakage of die-to-die communication by physical probe.

Description In the two-chiplet A+B model, the attacker uses a probe on the interposer
connection between chiplet A and chiplet B to disclose the communication
between the chiplets.
Sensitive assets carried over the connection can therefore be exposed.
Attack complexity differs by inter-chiplet path class. For example,
main-band package data paths and security control-plane paths can have
different widths, speeds, physical exposure, and mitigation costs. Risk
and mitigation requirements should be considered separately for each path
class.

Adversarial models PackageInvasive.

Security goals Confidentiality.

Unmitigated ... Impact: High. Likelihood: Medium. Risk: High.

Mitigating actions
(suggested) M.ChipletInterface: Chiplet Interface

Suppress by integration design: select a harder-to-attack die-to-die
connection technology.

M.ProtectedConnection: Protected Connection
Control by security architecture: use a protected connection to
provide an encrypted communication protocol between chiplet A
and chiplet B.

Residual ... Impact: High. Likelihood: Very low. Risk: Low.
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Threat: T.InterposerTampering: Manipulation of die-to-die communication by physical probe.

Description In the two-chiplet A+B model, the attacker uses a probe on the
interposer connection between chiplet A and chiplet B to manipulate
the communication.
The attack can tamper with, inject, replay, or drop communication between
chiplets, giving the attacker access to, or control over, assets within the
security domain.
Attack complexity differs by inter-chiplet path class. For example,
main-band package data paths and security control-plane paths can have
different widths, speeds, physical exposure, and mitigation costs. Risk
and mitigation requirements should be considered separately for each path
class.

Adversarial models PackageInvasive.

Security goals Integrity, Confidentiality.

Unmitigated ... Impact: High. Likelihood: Low. Risk: Low.

Mitigating actions
(suggested) M.ChipletInterface: Chiplet Interface

Suppress by integration design: select a harder-to-attack die-to-die
connection technology.

M.ProtectedConnection: Protected Connection
Control by security architecture: use a protected connection to
provide an authenticated, integrity-protected, and replay-protected
protocol between chiplet A and chiplet B. This prevents an
interposer probe from tampering with communication between
chiplets in a way that compromises the inter-chiplet security
domain.

Residual ... Impact: High. Likelihood: Very low. Risk: Low.
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Threat: T.D2DLeakage: Leakage of die-to-die communication via an untrusted system component.

Description In the multi-chiplet A+B+E model, the attacker uses an untrusted
component in the system to disclose messages transported over the
connection between chiplet A and chiplet B.
This might be software outside the inter-chiplet security domain on chiplet
A or B, or another chiplet E outside the security domain.
Security-domain assets carried over the connection can be exposed.
The connection topology can vary across inter-chiplet path classes. It is
appropriate to consider the risk and mitigation requirements separately
for each path class.

Adversarial models Software.

Security goals Confidentiality.

Unmitigated ... Impact: High. Likelihood: High. Risk: High.

Mitigating actions
(suggested) M.ChipletTopology: Chiplet Topology

Suppress by system design: isolate the die-to-die connections
between A and B from access by chiplet E.

M.ProtectedConnection: Protected Connection
Control by security architecture: use a protected connection to
provide an end-to-end encrypted communication protocol between
the portions of the inter-chiplet security domain on chiplets A
and B. The cryptographic communication keys must be derived
or established with a mechanism that chiplet E cannot replicate.
Therefore, chiplet E cannot decrypt the traffic or act as a
adversary-in-the-middle attacker.

Residual ... Impact: High. Likelihood: Very low. Risk: Low.
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Threat: T.D2DTampering: Manipulation of die-to-die communication via an untrusted system
component.

Description In the multi-chiplet A+B+E model, the attacker uses an untrusted
component in the system to manipulate messages transported over the
connection between chiplet A and chiplet B.
This might be software outside the inter-chiplet security domain on chiplet
A or B, or another chiplet E outside the security domain.
The attack can tamper with, inject, replay, or drop communication between
chiplets, giving the attacker access to, or control over, assets within the
security domain.
The connection topology can vary across inter-chiplet path classes. It is
appropriate to consider the risk and mitigation requirements separately
for each path class.

Adversarial models Software.

Security goals Integrity, Confidentiality.

Unmitigated ... Impact: High. Likelihood: High. Risk: High.

Mitigating actions
(suggested) M.ChipletTopology: Chiplet Topology

Suppress by system design: isolate the die-to-die connections
between A and B from access by chiplet E.

M.ProtectedConnection: Protected Connection
Control by security architecture: use a protected connection
to provide an end-to-end authenticated, integrity-protected, and
replay-protected protocol between the portions of the inter-chiplet
security domain on chiplets A and B. The cryptographic
communication keys must be derived or established with a
mechanism that chiplet E cannot replicate. Therefore, chiplet
E cannot decrypt the traffic or act as a adversary-in-the-middle
attacker.

Residual ... Impact: High. Likelihood: Very low. Risk: Low.
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Threat: T.RoTLeakage: Disclosure of chiplet RoT assets.

Description The attacker extracts or obtains confidential or security-sensitive assets
used by the CRoT-A or associated RoT roles. These assets can
include chiplet identity secrets, attestation keys, endorsement state,
firmware measurement or verification roots, lifecycle and debug-state data,
protected-connection key material, and integration-provisioned binding
assets used to authenticate the chiplet or CRoT-A to the System RoT.
Disclosure of these assets can let the attacker spoof this chiplet or falsify
chiplet data about security-critical state.

Adversarial models Software, PassivePhysical, ActivePhysical, SupplyChain.

Security goals Confidentiality.

Unmitigated ... Impact: Very high. Likelihood: High. Risk: Very high.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to reduce attacker access to provisioning data and processes.

M.ChipletRootOfTrust: CRoT-A
Control by security architecture: use a CRoT-A to provide an
intra-chiplet security domain containing these assets, the services
that use them, and the processes for establishing them.
Strong implementation assurance for the CRoT-A, side-channel
resistance, limited privilege for mutable firmware, and protection
against in-scope physical access can further reduce the residual
likelihood in a product-specific assessment.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.
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Threat: T.RoTTampering: Modification of chiplet RoT assets.

Description The attacker modifies security-sensitive assets used by the CRoT-A or
associated RoT roles. These assets can include chiplet identity secrets,
attestation keys, endorsement state, firmware measurement or verification
roots, lifecycle and debug-state data, protected-connection key material,
and integration-provisioned binding, role, topology, or manifest state used
to authenticate the chiplet or CRoT-A to the System RoT.
The attacker can use the modified assets to spoof another chiplet, falsify
chiplet data about security-critical state, or run attacker-provided firmware
on the chiplet.

Adversarial models Software, ActivePhysical, SupplyChain.

Security goals Integrity.

Unmitigated ... Impact: Very high. Likelihood: High. Risk: Very high.

Mitigating actions
(suggested) M.SecureDevelopment: Secure Development

Transfer to the supply chain: require secure development processes
to reduce attacker access to provisioning data and processes.

M.ChipletRootOfTrust: CRoT-A
Control by security architecture: use a CRoT-A to provide an
intra-chiplet security domain containing these assets, the services
that use them, and the processes for establishing them.
Strong implementation assurance for the CRoT-A, immutable
enforcement of asset access policy, and robust anti-rollback
protection can further reduce the residual likelihood in a
product-specific assessment.

Residual ... Impact: Very high. Likelihood: Very low. Risk: Low.

9.2.4 Implementation of mitigations

This section provides implementation notes for mitigations to threats to chiplet systems.

Several mitigation descriptions refer to the following external security patterns and guidance for context:

• National Institute of Standards and Technology (NIST) Secure Software Development Framework (SSDF)
and supply-chain risk-management guidance [20, 21]

• Trusted Computing Group (TCG) Device Identifier Composition Engine (DICE) and Caliptra patterns for
device identity and attestation keys [15, 22]

• Security Protocol and Data Model (SPDM) protocols from DMTF (formerly the Distributed Management
Task Force) for component authentication and attestation [23]

• NIST platform firmware resiliency guidance [24]

M.SecureDevelopment: Secure Development

As with a secure monolithic SoC, all organizations involved in system development are assumed to operate
secure design and development processes. These processes aim to prevent unauthorized modifications to
design, configuration data, and firmware. Secure development expectations cover both software and hardware
design artifacts. They should align with recognized secure-development and supply-chain risk-management
practices.

When vulnerabilities are discovered in deployed products, suppliers should provide patched firmware for
affected systems.

If components are sourced externally, for example off-the-shelf components from a chiplet marketplace, the
system developer and integrator must ensure that all suppliers operate secure development processes.

Date: October 2026 183



Open Compute Project • Foundation Chiplet System Architecture

M.ControlledSupplyChain: Tightly Controlled Supply Chain

Keep control of chiplet and interposer design and manufacturing in-house, or within a tightly coupled and
trusted supply chain.

When possible, this approach reduces or eliminates many of the supply-chain risks that are introduced or
amplified by the disaggregation of the system.

When a product relies on controlled supply-chain processes to control substitution or counterfeiting risk,
product evidence can include provenance or chain-of-custody records. These records link the delivered
chiplet, interposer, or package to the expected supplier and integration process.

M.ChipletIdentity: Chiplet Identity

Provide a secure cryptographic identity for each chiplet.

During chiplet provisioning, each chiplet securely generates or receives a unique cryptographic identity.
This identity follows the same general pattern as secure device identity and attestation keys in Root of Trust
designs, including DICE and Caliptra. The identity must resist forging or spoofing:

• It is based on a secret that is generated inside the chiplet and never exported, or provisioned through an
authorized process that protects the secret from disclosure outside the provisioning trust boundary.

• It cannot be extracted from the chiplet.
• It cannot be derived from data disclosed by the chiplet.
• It cannot be guessed.

For example, the underlying secret can be derived from on-chip physically unclonable function (PUF)
material, provisioned one-time-programmable state, or related hardware-rooted secret-embedding technology.
The product design must provide the required stability, uniqueness, confidentiality, and lifecycle controls.

The chiplet provider certifies the chiplet identity public key and publishes the certificate or provides it to the
system integrator. This identity can be the basis for chiplet authentication, attestation of chiplet state, and
confidentiality, integrity, and authenticity protection for provisioning assets bound to the intended chiplet.

When provenance or chain-of-custody evidence is part of the product assessment, the chiplet identity can
provide the cryptographic binding point between that evidence and the chiplet admitted into the system.

The chiplet identity is implemented in the CRoT-A.

This follows the pattern used for the secure cryptographic identity in a secure System RoT.

M.ChipletAttestation: Chiplet Attestation

Implement cryptographic attestation of the identity, lifecycle state, critical configuration state, current and
historical debug and DFX state, and mutable firmware measurements of each chiplet. The evidence should
identify trusted computing base (TCB) firmware and security-critical configuration measurements separately
from lifecycle and other runtime security-state claims. This mitigation builds on M.ChipletIdentity to
provide the System RoT with verifiable evidence for each chiplet. Protocols including SPDM provide
useful context for component authentication, signed measurements, and protected sessions. However, a
product-specific chiplet design still needs to define the exact evidence claims and policy bindings required
for its system composition.

The chiplet attestation is provided by the CRoT-A.

This enables the System RoT to derive a system-level boot or initialization state and make valid decisions
about system security state, preventing access to protected assets when the system is not in a secure operational
state.

Chiplet attestation evidence should include a freshness mechanism, for example a nonce or session challenge,
so that stale evidence cannot be replayed. Evidence should also support anti-rollback decisions for firmware,
lifecycle state, manifests, and security-critical configuration. The attestation scheme needs a defined process
for revoking or replacing chiplet identity keys, endorsement certificates, firmware signing keys, and manifests.
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Encapsulating all chiplet attestations into a system attestation report from the System RoT enables external
verification of whole-system composition and state. All security-relevant chiplets should be represented in
this composed attestation model. If a product authenticates only a subset of control-plane chiplets but other
chiplets can still affect confidentiality, integrity, isolation, or system correctness, the partial coverage is a
residual risk that should be explicit.

M.ChipletLifecycle: Chiplet Lifecycle

Each chiplet securely manages its security lifecycle state and applies appropriate security policies for each
lifecycle state. The chiplet can securely report its lifecycle state to the System RoT.

The chiplet security lifecycle is implemented in the CRoT-A.

Consistent lifecycle states across all chiplets reduce the risk of an insecure operational state at the system
level. Use M.ChipletAttestation to provide a verifiable report of chiplet lifecycle state to the System RoT.

Lifecycle policy can control credential authorization, use, rotation, revocation, and destruction. When a
credential change affects the composed system, the System RoT must revalidate the affected evidence and
policy bindings before forming or maintaining the Security Platform.

M.DebugControl: Debug Control

Each chiplet securely manages all debug, test, scan, manufacturing, failure-analysis, and invasive access
mechanisms on the chiplet. Each chiplet can determine the currently enabled and enabled-since-boot state of
each mechanism. These mechanisms include mission-mode Design for Test (DFT) and self-test mechanisms
that can perturb security-critical state.

Local gating and management of these access mechanisms on the chiplet is implemented in the CRoT-A.

The System RoT authorizes, constrains, or responds to enablement of access mechanisms that can affect a
bound inter-chiplet security domain, based on attested chiplet-local state and system policy. The System RoT,
the CRoT-As, or both should authenticate external entities, for example the debug host. In the production
lifecycle state, systems should also lock external debug interfaces by default.

This extends the secure SoC system requirement for control and reporting of invasive access mechanisms.
Use M.ChipletAttestation to provide a verifiable chiplet-state report to the System RoT.

M.SystemManifest: System Manifest

During integration of the system, use a manifest of the intended chiplets to bind them together.

Provision the System RoT with a manifest listing all chiplet identities in the package. The manifest can also
bind chiplet roles, chiplet count, placement, topology, connectivity expectations, the chiplet that acts as the
System RoT, and any runtime asymmetry in security roles:

• The System RoT can use this manifest to authenticate all other chiplets during integration provisioning.
• The System RoT uses this manifest to verify that the system is unchanged at each boot.
• This manifest must be protected against modification after provisioning.
• If this manifest contains secret information, for example shared symmetric keys for authenticating

chiplets, it must also be protected against disclosure outside of the System RoT.

The secure M.ChipletIdentity mitigation provides cryptographic inseparability for the system. It replaces
the physical inseparability of a monolithic SoC for the chiplets, roles, and paths covered by the manifest.
The manifest does not cover components or effects that are not represented in the system model, including
unmanaged interposer behavior, passive extra elements, or paths outside the declared topology. The manifest
scheme should define anti-rollback and revocation behavior so that an older or withdrawn composition cannot
be reintroduced silently.

Where a product uses provenance or chain-of-custody evidence, the manifest can bind that evidence to the
authorized chiplet identities, roles, package placement, and integration state used by the System RoT.

M.SecureProvisioning: Secure Provisioning

Use authenticated protocols for integration provisioning flows.
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For a monolithic SoC, OEM provisioning can use the SoC security credentials established during wafer
provisioning by the manufacturer. In a chiplet system, integration provisioning protocols can use the
credentials of each chiplet. Building on M.ChipletIdentity, this approach can provide confidentiality,
integrity, and authenticity for provisioned assets and the target chiplet.

The chiplet identity secret, or a credential derived from it, can verify that a provisioning package is intended
for the target chiplet, or decrypt or authenticate a provisioning package specific to that chiplet.

Provisioning evidence can also support provenance or chain-of-custody claims when the product assessment
relies on those claims to control substitution, counterfeiting, or unauthorized rebinding risk.

Asset provisioning can use a suitable interface on the target chiplet or the System RoT. Provisioning through
the System RoT can combine M.SystemManifest and M.ChipletAttestation to establish a protected
connection between the System RoT and the secure provisioning firmware of the chiplet.

If field replacement, reprovisioning, or rebinding is supported, the provisioning protocol and system policy
need to define authentication, authorization, rollback protection, and revocation behavior for the replacement
event.

M.AuthorizedUpdate: Authorized Update

Firmware updates must be coordinated at the system level. A system-level authorization credential must
authorize each chiplet firmware update. Chiplet-vendor firmware-verification keys must also authenticate the
firmware. The update policy should define anti-rollback checks and revocation behavior for firmware signing
keys, update manifests, and withdrawn firmware versions. Platform firmware resiliency guidance provides
useful context for update, recovery, and rollback policy.

M.FirmwareMeasurement: Firmware Measurement

Make and securely store cryptographic measurements of all mutable firmware and security-critical boot or
load-time configuration data for a chiplet. The data can include policy blobs, manifests, boot parameters,
measurement inputs, and derived configuration that affects isolation, protected connections, lifecycle, or
interconnect policy. Measurements should identify the version or digest of the measured object precisely
enough for the System RoT to make rollback and revocation decisions.

The CRoT-A securely stores these measurements.

Use M.ChipletAttestation to provide a verifiable report of chiplet firmware and configuration measurements
to the System RoT.

M.SecureChipletBoot: Secure Chiplet Boot

Use a secure boot mechanism on each chiplet for the firmware and security-critical boot or load-time assets
that are used on that chiplet. Prefer local authentication by the chiplet that uses the asset. If authentication
is delegated to another component, the receiving chiplet still needs a protected local basis for trusting that
component and the communication path used to deliver the verified asset. The chiplet hardware should
prevent firmware rollback to an earlier security version.

This approach requires the immutable post-provisioning state of the chiplet to contain the firmware or asset
verification key, the firmware or asset hash, or the credential or secret needed to authenticate the supplier and
protected delivery path. The chiplet should also persist the highest firmware security version number, for
example in one-time-programmable memory.

If a product uses a dedicated firmware image to recover a chiplet or the system, the secure boot mechanism
must authenticate that image and enforce the same rollback requirements that apply to other boot firmware.
The recovery policy should define the authorization requirements, lifecycle transitions, and representation of
the recovered state in chiplet and system attestation. Designating an image as known-good does not remove
these requirements.

M.ProtectedConnection: Protected Connection
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In the two-chiplet A+B model, use an authenticated, encrypted, integrity-protected, and replay-protected
protocol between chiplet A and chiplet B when the path carries security-critical traffic or assets that require
confidentiality.

This protocol prevents disclosure of assets transferred across the connection. It also prevents communication
tampering that can compromise the inter-chiplet security domain. The protocol protects against supply-chain,
physical-probing, and logical attacks.

The need for protection, and the level of protection, depends on the inter-chiplet path class, the criticality of
the connection, the likelihood of a successful attack, and the attacker objective. For example:

• A security control-plane path between the System RoT and a CRoT-A or Secondary Chiplet RoT is more
critical to protect than an application data path. Exploitation of the security control-plane path would
enable an attacker to control the security configuration of the chiplet and undermine the protection of
any inter-chiplet security domain.

• A slower and narrower security control-plane path over I3C is easier to intercept or deterministically
manipulate than a wide, high-speed coherent memory interface.

• Main-band package data paths, off-package coherent paths, and memory-adjacent chiplet paths can
require different protection choices because they have different performance costs and physical exposure.

M.ChipletIdentity and M.ChipletAttestation can form part of a protocol that establishes key-derivation
keys from a boot-time chiplet attestation flow.

If a product relies on topology, packaging, or deployment assumptions instead of cryptographic protection
for a path, the resulting residual risk should be stated against the relevant adversarial models.

M.ChipletInterface: Chiplet Interface

Use an attack-resistant die-to-die connection mechanism.

Different physical connection techniques present different levels of difficulty to an attacker with physical
access:

• 2D package-substrate or redistribution-layer connections generally use the largest physical scale and can
be easier to attack than other die-to-die connections.

• 2.5D silicon or glass interposers, bridges, and related package-level routing approaches generally use
smaller features and shorter exposed paths than 2D substrate routing. These characteristics make a
successful attack more difficult.

• Vertically stacked 3D die-to-die interfaces, including direct-bonded or hybrid-bonded interfaces, can be
difficult to attack because the connections are dense, short, and internal to the stack.

• Edge-to-edge, bridge-based, and 3.5D-style integrations have physical exposure and attack difficulty that
depend on the routing medium, feature size, package layer, and inspection or probing access. Assess
these integrations separately from vertically stacked 3D interfaces.

M.ChipletTopology: Chiplet Topology

In the multi-chiplet A+B+E model, use isolated die-to-die connections between chiplets A and B. These
connections do not pass through or connect to chiplet E. For example, avoid a daisy-chain topology in which
the connection must pass through chiplet E.

This prevents chiplet E from eavesdropping on the connection or manipulating traffic.

M.SystemSecurityPolicy: System Security Policy

The System RoT defines the policy for forming, maintaining, degrading, and ending the Security Platform.
This policy covers chiplet absence, attestation failure, stale or revoked evidence, lifecycle mismatch, debug
or DFX enablement, firmware rollback, unexpected reset or recovery of a participating chiplet, and any
product-defined transition to an RMA diagnostic or disposition state.

The default high-assurance behavior is to fail closed before trust-domain formation. If degraded operation is
supported, the system must isolate the affected chiplet or path, prevent continued use of keys and claims that
assumed the previous security state, and report the degraded state in system attestation.
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Before policy authorizes diagnostic, failure-analysis, or debug access in an RMA state, it must revoke or
make inaccessible data, credentials, and security bindings associated with the previous owner or user. The
policy must report the resulting state. Protected manufacturer-root assets can remain available only if product
policy requires them for authenticated return handling or a separately authorized reprovisioning process.
They must not enable recovery of the prior owner context.

M.ChipletRootOfTrust: Chiplet RoT for Attestation (CRoT-A)

Implement an intra-chiplet security domain to protect the implementation of the M.ChipletIdentity,
M.ChipletAttestation, M.ChipletLifecycle, M.DebugControl, M.SecureChipletBoot, and
M.ProtectedConnection mitigations within each chiplet that participates in attested composition assurance.

This security domain provides confidentiality and integrity protection for the secrets, keys, and other data
assets required for these mitigations. The security domain implements the services that provision and use
these assets to provide the mitigations.

The CRoT-A enforces the asset access policy for these services, including protection against rollback or
replacement of security-critical state where that state affects chiplet identity, attestation, lifecycle, debug
control, secure boot, or protected-connection keys.

This domain within a chiplet is the Chiplet RoT for Attestation (CRoT-A). The CRoT-A acts as the minimum
evidence root for reporting the security-critical state of the chiplet to the System RoT.

The implementation that contains the CRoT-A can also provide System RoT or Secondary Chiplet RoT
services. Alternatively, these roles can extend the CRoT-A trust domain. They can also be independent RoTs
whose identity, firmware, lifecycle, configuration, and security state are measured or attested by the CRoT-A.
These additional roles can provide trusted services for the chiplet or give the System RoT control over chiplet
security configuration. They remain distinct from the minimum CRoT-A role.
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Glossary

AMBA

Advanced Microprocessor Bus Architecture - Arm Interconnect and related standards.

ATS

(PCIe) Address Translation Services, see [6].

AXI

Advanced eXtensible Interface, part of the AMBA family of protocols, see [25].

BoW

Bunch of Wires, an OCP PHY, transaction, and link-layer specification for chip and chiplet communications.

C2C

(AMBA) Chip-to-Chip Interface - for transporting AMBA protocols between chiplets. For more information, see
[9].

CHI

(AMBA) Coherent Hub Interface, for more information see [4].

CXL

Compute Express Link, see [26].

DVM

Distributed Virtual Memory.

HES

Hardware Enforced Security.

I3C

Improved Inter-Integrated Circuit (Interface), see [8].

IEEE

Institute of Electrical and Electronics Engineers.

JTAG

Joint Test Action Group.

MHU

Message Handling Unit.

MMU

Memory Management Unit.

MSI

Message Signaled Interrupt.

OCP

Open Compute Project.
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PA

Physical Address, an address that identifies a location in the physical memory map.

PCIe

Peripheral Component Interconnect Express, see [6].

PE

Processing Element, typically a CPU.

RDL

Redistribution Layer.

RFQ

Request for Quote.

RoT

Root of Trust.

RPMI

RISC-V Platform Management Interface Specification [11].

SCMI

System Control and Management Interface, see [10].

SoC

System-on-Chip.

TAP

Test Access Port, part of the JTAG / IEEE Std 1149.1™-2001 standard, see [27].

TCK

Test Clock, a standard TAP interface signal.

TDI

Test Data In, a standard TAP interface signal.

TDO

Test Data Out, a standard TAP interface signal.

TMS

Test Mode Select, a standard JTAG interface signal.

TO BE DEFINED

A feature for which there is an intent to define the implementation in a future version of the FCSA.

UCIe

Universal Chiplet Interconnect Express. For more information, see [7].
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