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Why Open-Source BMC Firmware? @

« Easedebugging,enhancecontroland providea security model  HW MANAGEMENT |
through transparency

* Higherautonomyand quickerturnaround
» Benefitfromopen-source development methods

* Growinginterestfrom Tier-2 service providers, as well
as governmentagenciesand someenterpriseend users.
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. OPEN
Criteo INSPIRED"

« Adtech company
« Small Tier-2: 10 datacenters, 50k servers

Standardize infrastructure on open firmware
« SONIC already in production
« Working on OpenBMC and LinuxBoot

Target

* Migrate 8k HPE Genl10+ to OpenBMC
(Apollo 2000 and DL325 with OCPv3 NIC)
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Hewlett Packard Open BMC Histo ry

Enterprise
HW MANAGEMENT
2019 2020 2021
15t Demo OCP Regional Summit HPE Signed OpenBMC CCLA XL225n Gen10 Plus Scalable
Sept 2019 June 2020 Proof of Concept Transfer of
w/ Criteo - Feb 2021 Ownership
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2018 DL360 Gen10 Proof of Concept 1st Upstream
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Challenges )
Criteo - HW MANAGEMENT

* No out-of-the-box OpenBMC offering
* Partnerand build relationshipwith hardwarevendor

HPE

 CustomBMCASICrequired new SOCEnablement

* Silicon Root of Trustdid notincludean architected Transfer of
Ownership process

» Upstreaming: HPE Server Hardware containssignificantdifferences
from currently enabled X86 designs
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Root of trust

Transfer of Ownership: Who can signthe
firmware binary that runs on the hardware?

Micro-bootblock
Silicon Root of
Trust
validatior
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HPE’s BMC ASIC (“GXP”) designed to run iLO 5 firmware
Silicon Root of Trust designed to ensure HPE signed firmware
No flexible “transfer of ownership” in the existing hardware

Proof of Concept Solution

1.
2.

HPE GXPLOADER binary - HPE signed and can runon ASIC

Requires Customer Key Block
* HPEsigned
* ASIClockedto aunique ASICIDvalue

» Contains customer public key for U-Boot validation

OPEN POSSIBILIT
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Conversion process =0
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« Conversion processiscumbersomeon current ~ HW MANAGEMENT
generatlon Criteo BMC HPE
* Collecting ASICID and exchangingthematscale | | sewcueosowie |
isaworkinprogress e i
 EachBMChasauniquekeyblock andthusa | | |
. . ! ! Send ASIC ID >
unlque Image !< Send BMC key block E :
*  Will be easieron future generation T s ke
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Flash OpenBMC image with
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Continuousintegration and testing @)

Need to run tests for every commit on production hardware  HWW MANAGEMENT
* Covidimpactedthewaywedevelop firmware
* Production hardwaredoesn’t always supportflashemulator

* Makeitlook like somethingwealready know/use:
Smart PDU and network boot the kernel/initramfs

« Testsuiteneedsalot of improvements
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Status

* Proof of concept delivered to multipleend users
 OpenBMCrunswellon HPEGXP ASIC

* Collaboration workingwell

* Criteo hasbeenableto fix bugs autonomously

» Upstreamingslowerthanhoped - backlog of patches

* Livedemo on HPE booth with Criteoengineers
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Next Steps

* Warranty andsupport model
* Architectascalable“Transfer of Ownership” capability
* Decommissioningand circulareconomyimpact

* Upstreamingand contributing valuetothe community

CP

‘=r 20U s GLOBAL

@PEN P@SSH B[i ":.ﬁ ﬂ E TS SUMMIT
| - NOVEMBER 9-10, 2021



Call to Action

* Explore new BMCboot workflow

e Getintouch-Livedemoon HPE booth

Contactus: mike.garrett@hpe.com, v.minet@criteo.com, jean-marie.verdun@hpe.com
Contactthe community : http://github.com/openbmc/openbmc
Mailing list: http://lists.ozlabs.org/listinfo/openbmc
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