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Executive Summary and Problem Statement 

This Open Compute Project (OCP) white paper addresses the critical impact of Silent Data 
Corruption (SDC) on large-scale AI/ML systems. SDCs or hardware faults that go undetected 
subtly undermine the accuracy and trustworthiness of AI models during training and inference. 
This paper enumerates various hardware fault types and explores the significant challenge of 
correlating these low-level errors with their actual effect on AI performance. It outlines 
best-practices for SDC mitigation, including innovative detection and recovery strategies 
designed for high-performance computing and machine learning environments. 

A key challenge is the misalignment between hardware fault metrics and AI correctness metrics. 
Hardware metrics like FIT and AVF focus on low-level failures such as bit flips, while AI metrics, 
like accuracy and loss, measure aggregate model performance. This gap makes it difficult to 
quantify the real-world impact of hardware faults on AI outcomes. The inherent fault-masking 
behavior of AI systems can also obscure SDCs, delaying or preventing their detection. At the 
massive scale of today's AI deployments, the probability of an SDC event becomes substantial, 
creating a "Needle in a Haystack" challenge where rare errors are difficult to detect. A crucial 
open research question is how to bridge this gap to develop actionable methodologies that 
account for the non-determinism and scale of modern AI workloads. 

Call to Action 
Addressing the SDC challenge requires a collaborative approach that extends beyond 
traditional hardware solutions. This paper serves as a direct call to action to the AI/ML 
developer community to integrate resilience into their code and training pipelines from the 
outset. We encourage developers to: 

●​ Implement novel detection mechanisms: Proactively use workload-specific methods like 
algorithmic gradient clipping to mitigate NaN propagation, or divergence detection to 
monitor neuron outputs. 

●​ Adopt scalable mitigation strategies: Employ infrastructure-level strategies such as 
reductive triage or hyper checkpointing to accelerate the identification and quarantine of 
faulty nodes. For synchronous training, consider tri-variate computational architectures 
with shadow nodes to verify results and contain errors. 

●​ Participate in open research: Contribute to the development of standardized resilience 
benchmarks, similar to MLPerf, to quantify resilience and evaluate SDC impact in a 
repeatable, scalable, and representative manner. 

By encouraging open collaboration and sharing innovative mitigation methods, we can 
accelerate progress and ensure the integrity and trustworthiness of AI models at scale. 
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1.0 Introduction 

High-Performance Computing (HPC) has traditionally been the domain of national laboratories, 
scientific research institutions, and specialized industries. These fields routinely employ massive 
computational resources to solve complex simulations in fields like climate modeling, nuclear 
physics, and genomics. However, the advent of large-scale Artificial Intelligence (AI) and 
Machine Learning (ML) workloads has effectively brought HPC to the commercial and consumer 
spheres. Modern AI models, such as Convolutional Neural Networks (CNNs) or large language 
models (LLMs), can contain billions of parameters, requiring extensive computational power 
during both training and inference. The proliferation of GPUs, TPUs, and other specialized 
accelerators has enabled even small- to medium-scale organizations to tap into HPC-level 
resources through cloud services and specialized on-premise hardware. 

This mainstream adoption of HPC-like infrastructure for AI introduces questions about reliability 
and data integrity that were once mostly confined to scientific supercomputing environments. In 
particular, Silent Data Corruption (SDC), in which errors occur without triggering hardware 
detection, poses challenges to AI workloads, where small perturbations in certain model 
parameters or intermediate data can have outsized impact on accuracy (during, say, inference,) 
and even on validity of models during training because of unintended biases [2]. 

2.0 Compliance with Open Compute Project Tenets 

This aligns with the Server Resilience Working Group’s initiatives to address SDC challenges.  

2.1 Openness  

We are driving for increased openness to tackle SDC in large-scale AI. Through this initiative, 
we aim to accelerate collective progress by encouraging open collaboration, sharing innovative 
mitigation methods, and disseminating best practices. Transparent communication regarding 
hardware fault and AI correctness metrics will be key to preserving the integrity and 
trustworthiness of AI models, benefiting the entire community. 

2.2 Efficiency 

Mitigating SDC in AI demands significant efficiency. Given the immense scale and 
computational intensity of modern AI, traditional fault-tolerance methods are simply unfeasible 
due to prohibitive overheads in performance, power, and resources. Our focus is on developing 
solutions that achieve robust data integrity while optimizing the balance between error 
protection and operational cost. This ensures that our resilience mechanisms enhance, rather 
than impede, the speed and cost-effectiveness of AI training and inference. 
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2.3 Impact  

SDC profoundly harms AI model integrity, accuracy, and trustworthiness. In training, SDC can 
waste weeks or even months of valuable computational resources. During inference, it can lead 
to incorrect results with severe consequences, especially in critical applications like autonomous 
driving. By effectively mitigating SDC through rapid faulty hardware detection, we can 
significantly reduce downtime, accelerate AI development and deployment, and ensure new 
technologies are accessible and deliver positive industry impact. 

2.4 Scale  

Designing SDC solutions for massive scale is a central theme due to the high probability of 
faults in deployments with "hundreds or thousands of nodes". The "Needle in a Haystack" 
challenge describes the difficulty of detecting rare, individual errors at this scale. The whitepaper  
emphasizes the need for "efficient, scalable approaches" rather than costly brute-force methods. 
Strategies like "reductive triage" aim to contain and isolate issues within smaller cluster subsets, 
allowing the rest of the system to continue operation and thereby facilitating incremental scaling 
and minimizing overall disruption 

2.5 Sustainability  

Nothing can be sustainable if the fundamental tenet of computing is in jeopardy. So, any effort 
towards sustainability must overcome the SDC challenges. By ensuring there is sharing of best 
practice and open framework to advance the state of art in SDC detection and mitigation across 
a wide variety of hardware, SDC specification can help improve the reliability and sustainability 
for future data center infrastructure. Addressing SDC is critical for both operational carbon, by 
preventing energy waste from recomputation, and embodied carbon, by reducing hardware 
waste from defective units being pulled from service. 

3.0 Background on Hardware Faults  

While data corruption, in general, can stem from a variety of issues including software bugs or 
systematic hardware design errors, the focus of this exploration is on random (both transient 
and permanent) and systematic hardware faults that go undetected due to insufficient 
error-checking or because they initially manifest in ways that do not trigger conventional alarms. 
This section presents a taxonomy typically adopted in the hardware reliability community and 
provides an overview of two typical fault models encountered in modern hardware, i.e., 
permanent and transient, and how they may manifest as silent data corruption in the context of 
AI applications. 
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3.1 Defining Silent Data Corruption 

 

Figure 1: Classification of the possible outcomes of a faulty bit in a microprocessor. SDC = silent 
data corruption. DUE = detected unrecoverable error [1] 

Based on terminology used in the hardware reliability community, it is helpful to define the 
possible outcomes of a hardware fault within a system. When a single-bit fault occurs, such as 
one induced by particle strikes from cosmic rays or alpha particles, there are several possible 
outcomes. 

1.​ Benign fault; no error: The fault occurs, but it does not affect the program's outcome. 
2.​ Fault corrected; no error: The fault is detected by error detection/correction mechanisms 

(like ECC), and the system corrects it without affecting the program's outcome. 
3.​ Detected unrecoverable error (DUE): The fault is detected by error detection 

mechanisms (like parity) but cannot be corrected. This avoids generating incorrect 
outputs but often prevents recovery, resulting in fail-stop behavior. Errors in this category 
can be further subdivided into benign detected errors (false DUE) or those that would 
have affected the final outcome (true DUE). 

4.​ Silent data corruption (SDC): The fault occurs and induces the system to generate 
erroneous outputs, but it does so without triggering hardware detection. 

Essentially, SDC represents the most insidious form of error because it goes undetected by the 
hardware's built-in checking mechanisms and leads directly to incorrect program results. 
Designers often employ basic error detection like parity specifically to avoid SDC, accepting the 
trade-off of potential DUE events instead. Errors in hardware structures that can be handled by 
error detection or correction mechanisms are not treated as SDC events. 
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3.2 Root Causes of SDC  

3.2.1 Permanent Faults 

Permanent faults are typically rooted in physical defects within the silicon and have been 
extensively studied in the hardware literature. These defects can be abstracted by a variety of 
fault models, including stuck-at faults, bridging faults, and delay faults, each capturing different 
manifestations of erroneous circuit behavior. Of these, the stuck-at fault model, where a signal is 
permanently held at logic ‘1’ or ‘0’, has been widely adopted in industry due to its simplicity and 
effectiveness in guiding test generation and coverage analysis. 

However, as process geometries shrink and designs operate closer to timing and power limits, 
delay faults, particularly from small-delay defects, are emerging as a more relevant fault model. 
These are caused by permanent physical defects and process marginalities, but rather than 
producing consistent logical failures, they may introduce intermittent faults, i.e., faults that 
occur only under specific operating conditions such as voltage droop, temperature variation, or 
high switching activity. This makes them significantly harder to detect, as their activation may 
depend on context rather than an always-on failure. 

As power density increases in each process generation, the ability to test logic for faults that 
vary in timing sensitivity over time of use continues to become more challenging. Small-delay 
defects may arise from manufacturing defects, process variation or progressive wear-out (e.g., 
electromigration). The net result is that a transistor or interconnect occasionally fails to switch 
within the expected timing window, potentially causing single-bit errors, or even multi-bit errors if 
the affected node or net fans out to multiple destinations. While small-delay defects are indeed 
permanent, they differ from stuck-at faults because they may not be consistently activated, and 
their impact often appears intermittent. Some defects degrade over time until their visibility 
increases, while others remain hidden unless triggered by events such as voltage droop or 
elevated temperature.   

AI accelerators often implement aggressive voltage and frequency scaling to optimize power 
consumption and throughput. This can reduce safety margins, increasing the likelihood of 
small-delay defects going undetected. The confluence of wider parallel execution and higher 
clock frequencies results in increased current draw and noise in the power delivery network. 
The increased noise along with increased power density on processes with smaller fabrication 
detail makes the system more prone to activation of permanent timing susceptible faults. In the 
context of large-scale computing infrastructure, such as those used for training or inference, 
these errors may go undetected for extended periods, allowing them to accumulate or 
propagate in unpredictable ways [2]. 
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3.2.2 Transient Faults 

Transient or soft errors can be caused by cosmic ray-induced neutron strikes, alpha particles, 
or other environmental factors. These single-event upsets (SEUs) are typically non-destructive 
but can silently alter data values or logic states. The architectural vulnerability of various 
processor components to such faults has been extensively studied [3]. These studies show that 
arithmetic units generally exhibit low vulnerability to transient faults under typical workloads. 
More recent research [5] has shown that the opposite is true in the context of small-delay faults 
(SDF) as they apply to ALUs. ALUs tend to be most vulnerable to SDF compared to array 
structures. 

AI workloads introduce new considerations. Although compute units such as ALUs and MACs 
often exhibit lower Architectural Vulnerability Factor (AVF) to transient faults in traditional CPUs, 
AI accelerators tend to dedicate a larger proportion of their area to these dense arithmetic units 
to maximize throughput for matrix-heavy operations. This architectural emphasis combined with 
aggressive performance optimizations, shift reliability concerns to surrounding structures like 
register files and intermediate buffers, which may become new points of vulnerability under fault 
conditions. 

Additionally, many accelerators support limited-precision arithmetic (e.g., 16-bit or 8-bit 
representations) to improve performance and efficiency, and are known to be widely used in 
large-scale AI training [4]. While narrower data formats improve compute and memory 
efficiency, their effect on fault resilience varies depending on the specific fault model and 
workload characteristics. Some studies suggest that they may increase sensitivity to certain 
types of bit-level corruptions due to reduced numerical guard bands, while others indicate that 
reduced precision can limit the absolute magnitude of errors, potentially improving resilience 
under specific fault scenarios [12, 13]. Given the range of observations, the implications of 
reduced precision on fault tolerance remain an open area of investigation. 

3.3 Hardware Fault Metrics and AI Correctness Metrics 

A significant challenge in managing Silent Data Corruption (SDC) in AI lies in aligning hardware 
fault detection methodologies with the ways in which AI systems assess correctness. Hardware 
metrics focus on low-level failure modes, often in terms of raw bit flips or timing violations, 
whereas AI workloads measure success in terms of model accuracy, robustness, and 
convergence. These two layers of abstraction do not naturally align, making it difficult to quantify 
the real-world impact of hardware faults on AI outcomes. Furthermore, the inherent 
fault-masking behavior of AI systems, especially during training, can obscure the presence of 
SDCs, delaying or even preventing their detection. Understanding how hardware faults 
propagate through an AI stack to affect model behavior requires a holistic view that combines 
traditional architectural vulnerability modeling with AI workload-specific sensitivity analysis. 
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This section outlines the key hardware-level reliability metrics used to characterize fault 
behavior, such as FIT, AVF, and DelayAVF, and contrasts them with the performance and 
correctness metrics commonly used in AI. It also discusses the challenges of mapping low-level 
hardware errors to their high-level impact on AI model behavior and introduces the need for 
cross-layer analysis to bridge this gap. 

3.3.1 Hardware Reliability and Fault Metrics 

This subsection describes a few of the metrics that HPC and hardware communities typically 
rely on to describe and quantify error and failure behavior.  

3.3.1.1 Failures in Time (FIT) 

FIT is a field reliability metric that quantifies the number of failures per billion (10⁹) device-hours. 
It is widely used in industry to estimate the long-term failure rate of deployed silicon. For 
permanent failures, FIT can be derived from empirical data gathered through burn-in testing, 
qualification screening, and in-field return analysis. In the context of transient faults, such as 
those caused by cosmic rays or alpha particles, FIT is typically estimated through accelerated 
radiation testing (e.g., neutron beam experiments) or modeled using environmental exposure 
data combined with device-level sensitivity parameters (e.g., critical charge, cross-sectional 
area). 

The use of FIT to describe failure rate is applicable to a broad range of failure mechanisms, 
including both wear-out mechanisms (e.g., electromigration, bias temperature instability, hot 
carrier injection) and transient error sources. However, it does not account for the architectural 
masking or application-level impact of faults. That is, FIT quantifies the rate at which raw errors 
are expected to occur in hardware, but it does not indicate how many of those errors will result 
in silent data corruption observable at the software level. Bridging this gap requires 
complementary metrics such as AVF. 

3.3.1.2 Architectural Vulnerability Factor (AVF) 

AVF is a design-time metric used to estimate the probability that a fault in a particular hardware 
structure (e.g., register file, cache, pipeline stage) will propagate and produce a user-visible 
error at the application level [1, 3]. AVF is workload-dependent. It reflects the fraction of time a 
hardware element contains data essential for architectural correctness. This makes it a useful 
guide for architects to identify which components are most critical to protect through error 
detection or correction mechanisms. 

AVF was originally developed in the context of transient faults, such as soft errors caused by 
particle strikes, where the fault itself is momentary but its impact can propagate. However, 
traditional AVF does not account for faults that manifest through timing violations, particularly 
those caused by small-delay defects. These faults arise from permanent defects but produce 
timing-related errors and may propagate in ways that are different from the errors produced by 
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transient faults, which are often abstracted as single bit flips. This gap motivated the 
development of DelayAVF, which extends the AVF concept to address vulnerabilities arising 
from subtle, delay-based failures. 

3.3.1.3 DelayAVF 

DelayAVF [5] is a design-time metric that quantifies the vulnerability of microarchitectural 
structures to small-delay faults (SDFs), which are a class of permanent defects that manifest as 
subtle, timing-induced errors under marginal conditions. Unlike traditional AVF, which models 
the likelihood that a transient bit-flip leads to a program-visible failure, DelayAVF incorporates 
both circuit-level timing characteristics and dynamic masking effects (i.e., does not affect 
program outcome) to capture whether a delay-induced fault results in an incorrect value being 
latched and ultimately observed at the application level. It enables architects to identify which 
structures are most at risk from SDFs and to guide mitigation efforts accordingly. 

The metrics described in this section (3.3.1.3) focus on bitwise correctness and the likelihood of 
hardware faults leading to program-visible errors, but they do not account for the intrinsic 
resiliency of AI models or the fault-tolerant nature of the training process, which can vary 
significantly depending on the architecture, data, and optimization dynamics. As a result, not all 
hardware-level errors may manifest as degraded AI performance. To fully understand the 
implications of SDCs in AI systems, we must also examine the correctness metrics used within 
AI, which operate at a higher level of abstraction and reflect how such faults may (or may not) 
affect learning outcomes and model predictions. 

3.3.2 AI Correctness Metrics 

AI workloads can be broadly divided into training and inference, each with different sensitivity 
profiles and correctness metrics. During training, faults can silently corrupt weight updates, 
gradients, or intermediate activations, potentially leading to model divergence or instability. 
These effects may not be immediately obvious from standard performance metrics but can 
degrade the model’s long-term learning trajectory or robustness. Metrics commonly used to 
monitor correctness during training include cross-entropy loss, mean squared error, and 
Kullback-Leibler (KL) divergence, which provide a more continuous signal of model behavior 
than discrete classification metrics. 

In contrast, inference, where a trained model is deployed for prediction, faces different reliability 
risks. Here, even minor silent data corruptions can result in biased or incorrect outputs [9], which 
may have especially serious consequences in safety-critical or high-stakes domains like 
autonomous driving or medical diagnostics. Evaluation during inference or validation is typically 
based on discrete performance metrics, such as accuracy, precision/recall, F1-score (for 
classification), BLEU score (for translation), or perplexity (for language modeling). Subtle faults 
might not significantly shift these aggregate metrics in the short term but can disproportionately 
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affect edge cases or underrepresented inputs, which may often be the most sensitive in 
real-world deployments. 

4.0 Background on AI  

4.1 Characteristics of AI Workloads 

AI workloads generally fall into categories like supervised learning, reinforcement learning, and 
generative AI, and are deployed across a wide range of use cases from computer vision and 
language modeling to recommendation systems and robotics. Regardless of domain, AI models 
are typically composed of layers of numerical computations, often implemented using 
frameworks like TensorFlow or PyTorch, which abstract away much of the underlying hardware 
complexity. 

One defining feature of AI training workloads is their iterative nature. Models are trained over 
many epochs, with parameters updated gradually based on incoming data. This iterative 
feedback loop, combined with stochastic elements like random initialization and data shuffling, 
makes AI training inherently non-deterministic. While this randomness enables generalization 
and robustness in the learning process, it also complicates efforts to isolate and attribute the 
effects of underlying hardware faults. 

Inference workloads, in contrast, are generally more deterministic, latency-sensitive, and 
focused on delivering predictions at scale. While they avoid some of the long-running complexity 
of training, inference systems operate under tight correctness and response-time constraints, 
making them susceptible to SDCs due to faults in the model parameters and/or computation. 
 

4.2 Hardware Usage Patterns in AI 

Modern AI workloads rely heavily on dense numerical operations, especially matrix 
multiplication and fused multiply-accumulate (MAC) operations. To accelerate these operations, 
AI systems increasingly use specialized hardware such as GPUs, TPUs and dedicated ML 
accelerators that expose high degrees of parallelism and throughput. These devices often 
operate near the limits of power and thermal envelopes, leading to higher sensitivity to voltage 
droop and temperature variation. 

A hallmark of AI hardware is the widespread use of limited-precision arithmetic, such as FP16 or 
INT8, which reduces memory footprint and improves compute efficiency. These data formats 
allow for faster training and inference.  The importance of these limited-precision formats have 
led to standardization efforts, such as the OCP microscaled data formats [14]. However, their 
narrower representational range can influence how faults are manifested and observed.  

Distributed training workloads introduce additional reliability complexity through tight 
synchronization primitives like all-reduce operations, which are used to share gradients across 

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.    

 

PAGE 13 

http://creativecommons.org/licenses/by-sa/4.0/


 

 
devices. Faults in a single node can therefore propagate across an entire cluster if not caught 
sufficiently early. Furthermore, because AI models are often trained on custom kernels or fused 
operators, the underlying instruction and data access patterns can be opaque to traditional error 
checking mechanisms. 

4.3 AI Software Stacks and Execution Models 

The AI execution pipeline spans multiple abstraction layers–from high-level model code written 
in Python, to ML frameworks, to compiler toolchains, and finally down to hardware drivers and 
runtime execution. Each layer introduces opportunities for optimization, such as operator fusion, 
graph transformations and quantization, which can alter the runtime behavior of models at the 
higher levels in ways that complicate debugging and fault attribution. 

Because of this layered execution model, faults introduced at the hardware level may not 
become visible until they propagate through several transformations. For example, a low-level 
numerical error in a fused kernel may manifest as a divergence in training loss only after many 
iterations, or result in subtle shifts in inference outputs that evade standard correctness checks. 

As AI frameworks continue to optimize for performance, the opportunities for silent faults to go 
undetected increase. To mitigate this risk, it becomes important to treat interfaces between 
layers of the software stack as detection boundaries. If faults can be detected when they cross 
these boundaries, such as from kernel-level computation to framework-level tensor operations, 
the system can catch silent errors earlier and reduce the chances of them silently corrupting 
downstream model behavior. This highlights the need for SDC-aware tools and test strategies at 
each layer of the software stack, as well as interface-level checks that provide fault containment 
across abstraction boundaries. 

5.0 Best Practice Mitigations 

Mitigating Silent Data Corruption (SDC) requires a multi-layered strategy that includes both 
detection and recovery techniques. These strategies often draw from practices established in 
high-performance computing (HPC) and large-scale cloud systems. Conceptually, resilience 
mechanisms fall into three broad categories based on the type of redundancy they employ. 

●​ Spatial redundancy: Replicating hardware or computation to cross-check results. 

●​ Temporal redundancy: Repeating operations over time to detect transient anomalies. 

●​ Informational redundancy: Embedding additional information (e.g., checksums, codes) 
into the data stream and hardware structures for fault detection and/or correction. 

These mechanisms may be applied for either error detection or recovery. Furthermore, recovery 
itself can take two forms. 
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●​ Backward error recovery, where the system rolls back to a previously known good state 

(e.g., checkpointing.) 

●​ Forward error recovery, where the system detects and corrects the error in place and 
continues execution. 

This section reviews common techniques through that lens and considers their applicability to AI 
workloads. 

Silent data corruptions pose an incredibly difficult set of challenges across hyperscale 
infrastructure. The corruptions are inherently data dependent, and as a result have an 
exponentially large test space, as it is impractical to test all the possible data values for a 
computational path. In addition, these faults are dependent on the voltage and frequency of the 
device operation as well as the operating temperature. It has been observed that device life 
cycle is also a meaningful contributor. In a specific case study, where Meta ran the same 
computational checks on a device, it failed only after six months, pointing to wear out with usage 
for the previously computationally correct set of values [15, 18, 22]. 

As a result, at scale, these computational inaccuracies have to be tested for with consistent, 
periodic, and frequent testing within a random state space of operation throughout the life cycle 
of the device.  

5.1 Novel Detection Mechanisms  

A variety of detection mechanisms to protect applications from the harmful effects of silent data 
corruption have been published in the past [11, 23-26]. 

The first approach implemented at fleet scale is periodic screening with methods like 
Fleetscanner [16]. This is a method where an infrastructure consistently takes pit-stops to run a 
set of directed tests, with test durations in the order of minutes. Infrastructure typically has a set 
of maintenance operations such as firmware and kernel upgrades, and hardware repairs. These 
methods utilize these states to reserve and execute hardware tests at scale. These are 
scheduled periodically to ensure coverage for the entire fleet within a period of 45 to 60 days.  

While this approach allows for dedicated testing on a set of hosts, for some types of SDCs 
waiting 45 to 60 days for coverage can be detrimental. As a result, alternative approaches [16] 
colocate with the workload and execute tests in the orders of milliseconds to seconds. This 
approach can scale to the entire fleet within a matter of days. The tests ripple through the 
infrastructure based on the scheduler executing the tests. 

Both methods can offer 70% overlapping coverage [16], with the remaining coverage being 
unique to each test mechanism. While in-production testing allows for heterogeneous 
instructions to overlap test instructions across cores and threads, in out-of-production testing the 
entire device is executing test instructions.  
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A third and novel approach is analytical [17]. This is a test-and-architecture-agnostic approach 
that evaluates applications across scale and their exception behavior within the kernel space. If 
many sets of applications happen to encounter frequent exceptions on specific fleet cores, the 
methodology triages core-based anomalies as silent data corruption, since applications are 
failing with no hardware-failure signature. This methodology does not require testing allocation 
or reservations and thus can operate outside of the application plane and solely within the 
analytical plane. It has been observed that this approach outperforms testing-based approaches 
across architectures, applications, and data-centers by 41% [17]. 

The methodologies described above execute across hyperscaler fleets, detecting SDCs across 
AI and non-AI infrastructure. However, AI applications such as training and inference have 
unique and more challenging implications for SDCs.  

5.1.1 SDCs in Training Workloads 

Silent Data Corruptions in training workloads have drastic implications for training efficacy [10, 
20]. SDCs fundamentally result in incorrect computations, which are consumed by a training 
iteration. This incorrect consumption of the corrupted iteration in forward and backward passes 
(in any particular pass, in any accelerator, in any node) creates a divergence in the training path 
that the iteration, as well as the workload, would have taken instead. It has been asserted that 
AI training workloads are self-resilient amidst silent data corruptions. However, this assertion 
holds true in a fairly small subset of the possible SDC manifestations. For example, 
self-resilience is insufficient in most of the realistic training use cases and SDC properties. 
SDCs tend to be persistent throughout many iterations, and AI training workloads pursue 
quantization of data values representing a higher amount of information per bit, both of which 
exacerbate the implication of an SDC in a training iteration, and continuously increase the 
divergence rates of training workloads.  

In the subsequent subsections, we present the two most common cases of training divergence 
due to SDCs. 

5.1.1.1 NaN (Not-a-Number) Propagation 

In this first scenario, we explore NaN propagation. During the computational passes in training 
iterations, a majority of the computations are conducted with fixed-point or floating-point 
numerics. These numeric representations are typically range-bound on the minimum and 
maximum value representations based on bit-widths. NaN is the representation of numbers that 
do not have a valid representation in the specified numeric scheme. As and when an SDC 
occurs during a computation, the computational error pushes a representable value into an 
incorrect representation, thereby generating a NaN.  

 
Furthermore, once a NaN is generated in any part of the training iteration, subsequent 
computations involving this NaN also result in additional NaNs, thus propagating the NaNs first 
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to the training iteration in flight, then to the accelerator domain, then subsequently to the host 
domain consisting of many accelerators, and eventually to the cluster domain, which consists of 
thousands of nodes and many thousands of accelerators. During this process, since the source 
of the NaNs is due to a few specific computations on a single accelerator, which may or may not 
be individually traceable amidst cluster scale, the cluster has a NaN contagion, but the source of 
the contagion is not traceable. Thus, with SDCs in AI training, the NaN propagations eventually 
lead to a cluster halt and debug until the offending accelerator and offending nodes are correctly 
identified and quarantined. 

5.1.1.2 Corrupted Gradient Variance 

A second and more complex scenario is that of a corrupted gradient variance. Gradient variance 
refers to a gradient explosion or gradient implosion or a local minimum because of silent data 
corruptions. Within the floating- and fixed-point ranges, a corruption can manifest within the 
numeric-representation bounds. This SDC, while representable, is consumed by the training 
iteration and eventually by the entire cluster as the correct outcome of the training step. 
However, in synchronous training, a corrupting device with a persistent SDC will continue to 
corrupt the iteration and have a cascaded impact on the training values across all accelerators 
within the cluster. The synchronization results in the exchange of corrupted values as true 
values throughout the cluster.  

As a result, the training will continue to execute but is not guaranteed to make any forward 
progress, as intended by the current state of the hyperparameters. In simple terms, this results 
in an illusion of forward progress and experimentation, until the SDCs aggregate and result in 
major divergences to gradients. Depending on the scale, scope, layer, and consumption of the 
corruption, the gradient descent algorithm is stuck at a local minimum, or the gradients are 
exploding or imploding beyond the expected ranges.  

The observability of these SDCs is also dependent on time and computational intensity, and 
based on the range of the corruptions from true value, identifying the existence of a corruption 
can take weeks or even months. Similar to the previous case, the source of the corruption is not 
traceable, yet this scenario is an order of magnitude harder to rectify, since trapping on NaNs 
will be insufficient to detect corruption. So a true SDC can result in many hours or weeks of 
cluster computational-resource and training iterations rendered unproductive. In addition, the 
existence of these corruptions without any detection makes the root-cause and subsequent 
training iterations risky, until the offender is quarantined. 

5.1.2 SDCs in Inference Workloads 

In inference applications, SDCs result in incorrect end results for the application. Inference 
applications typically execute hundreds of thousands of inferences at scale in any given hour, 
and a corrupted device results in corruptions across thousands of inference consumers. Due to 
the persistent nature of defects, these incorrect inferences can have direct consequences to 
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decisions associated with inference, such as a recommendation system or LLM output. 
Inference corruptions lead to second-order effects where policies associated with privacy or 
integrity potentially can be bypassed, since the corruption knows no bounds. Corruptions in 
inference fundamentally reduce the efficacy of models that have been trained with large 
computational resources. As a result, inference use cases asserted to be benign are anything 
but benign at scale.  

5.1.3 Impact of SDCs 

The presence of SDCs in training and inference clusters results in a cluster-level debugging 
scenario across thousands of components in the entire cluster.  

In training, while visible faults halt the cluster and require attention to the fault source, SDCs 
result in an illusion of forward progress while hiding that source. In case of NaN propagation, 
until the NaN generating node is identified, a training restart from a previous checkpoint without 
the elimination of the offending accelerator leads to subsequent training runs that eventually 
generate NaNs. Similarly, in the case of corrupted gradient variance, the illusion of training 
progress persists longer until the eventual aggregation of the variances repeatedly manifest in 
subsequent training iterations that render ineffective all of the restarts from past known good 
checkpoints. As a result, SDCs can result in significant computational inefficiency at cluster 
scale having a larger temporal impact than all of the visible faults. 

In inference, the triage process leads to computationally expensive telemetry enablement at 
each of the sub-stages of the inference. And until the offending node and the offending devices 
are identified, the inference clusters cannot be allocated for inference, due to the possibility of a 
repeat corruption. Specifically, in inference, large deviations are easier to detect than smaller 
deviations, as anomaly detectors can be set up to limit the expected ranges of inference. 
Inference-debug triage requires hundreds of engineers across teams to identify the root cause 
while the production use cases are halted, directly impacting available reliable capacity for 
serving production.  

5.1.4 Detection of SDCs in AI hardware  

In this section, we’ll provide an overview of mitigation strategies to deal with SDCs in AI training 
workloads. We classify them into infrastructure strategies and stack strategies. Infrastructure 
strategies are applicable in operational triage at the cluster level, while stack strategies require 
coordination with the workload. 

5.1.4.1 Infrastructure strategies 

Reductive triage: In the case of NaN propagation, a naive approach is to conduct a binary 
search with mini-training iterations across continuously decreasing cluster sizes. Since the 
corruption is due to a NaN propagation, the intent with this approach is to arrive at a small 
enough cluster that replicates a NaN propagation. Upon this replication, the smaller cluster, or 
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the offending node, is quarantined for deeper investigation, while a reconstituted cluster with 
new nodes executes training from a previously saved checkpoint. However, this approach 
assumes a strong ability to reproduce the SDCs. Since SDCs are data-dependent, electrical 
and temperature variation dependent, the reproducibility is not guaranteed. Even for corrupted 
gradient variance scenarios, a similar divide-and-triage approach can work; however, the 
gradient variances and the intentions fundamentally vary with the training input data, as does 
the size of the cluster, in spite of consistent hyperparameter configurations across all nodes. 

Deterministic training: A known effective model can be executed for a few training iterations to 
validate the absence of NaNs and divergence of gradients. This approach can be used to verify 
computational failures that are not dependent, since this approach is fundamentally providing a 
guarantee for a single set of values and training inputs. 

Taking Google’s Gemini model training as an example, training AI models at an unprecedented 
scale often uncovers novel system failure modes. One of the problems that needed to be 
addressed during the development of Google’s Gemini models was SDC. While extremely rare, 
the sheer scale of Gemini's training means SDC events can be anticipated to impact training 
every one to two weeks. Rapidly detecting and removing faulty hardware required several new 
techniques that exploit deterministic replay to isolate incorrect computations, combined with 
proactive SDC scanners on idle machines and hot standbys. A fully deterministic infrastructure 
proved crucial during the development of the Ultra model, allowing for quick identification of root 
causes, including hardware failures, and ultimately contributing to stable training for Gemini [10]. 
Hyper checkpointing: An alternative method is to checkpoint at increasingly high frequency to 
allow for accelerated triage of the offending corrupting node, and also allow for lower throughput 
reduction for the training. In cases of NaN propagation, this method can help to contain the NaN 
to an accelerator or a host, thereby significantly accelerating the triage and quarantine process. 

5.1.4.2 Stack Strategies 

Gradient clipping: A conclusive way to mitigate the NaN propagation scenario for SDCs is to 
algorithmically enforce gradient clipping as part of the training workload expectations, and limit 
the training within a certain value range. Any computation that exceeds the range is clipped, and 
an example computation generating a NaN can also be detected at the clipping step with a NaN 
detection that’s set to a max-value of a min-value based on the operand sign. However, while 
this potentially works for a subset of NaNs based on representation format, it can sometimes 
introduce partial error. 

Algorithmic fault tolerance: A more robust approach is to enable training algorithms with 
built-in fault tolerance for a range of data corruptions. This would not only reduce the operational 
burden of detection and triage, but also, due to lower overheads, allow for larger computational 
efficiency throughout the training workload. Previously, this approach has been shown to be 
successful in training on CPUs with minimal overheads [21]. It requires understanding the most 
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commonly observed defect modes occurring with engineering investments across the stack, and 
modified guarantees to the training workloads, at an overhead to the overall training footprint. 
Tri-variate computational training architecture: A key live approach to mitigate SDCs is with 
shadow nodes in synchronous training architectures, where training steps are repeated across a 
different set of nodes at random iteration counts. This ensures that the training progress 
happens as intended after a verification step, and it helps in cases associated with NaN 
propagation as well as corrupted gradient variance. In both cases, if the shadow nodes and the 
live nodes produce different results, the training is immediately halted, and only the shadow and 
live nodes conducting specific training steps are investigated, while the rest of the training 
continues with new node additions. A tri-variate computational flow performs this operation with 
multiple shadow node pools, a randomly chosen training node pool of the same size, and a 
specified number of training steps with the same checkpoint origin. This approach provides a 
robust training-infrastructure, forward-progress methodology but requires significant algorithmic 
changes to the cluster trainer and larger data movement and infrastructure overheads. 
Parameter vulnerability factors: A novel approach for machine-learning architectures is to 
identify which layers are more vulnerable to corruption and which are resilient. This enables the 
end user to map specific vulnerable layers to more resilient hardware while allowing the resilient 
layers to map to unprotected hardware. This is tricky, though, as it has to be  evaluated 
dynamically at scale in conjunction with the evolution of the architectures. In most cases 
associated with hardware design, resilience is available at a cost to the area or power or 
performance, hence approaches such as PVF allow for targeted resilient design especially for 
inference use cases [9]. 
Divergence Detection: An in-line inference corruption detection mechanism is to consistently 
maintain a distribution map for each neuron and conduct divergence detection from the typical 
distribution observed for neuron outputs. This approach, while expensive, can be executed at 
chosen sampling rates for inference applications at scale. Overall, in preserving the DNA of 
each neuron’s behavior for a specific workload family, a divergence can lead to detection of 
inference corruptions while the workload is under execution [19] 

All the above methodologies for mitigation provide varying levels of resilience with different 
operating points as well as different engineering and infrastructure overheads. Based on the 
scale and the intensity of the training and inference workloads, employing a combination of 
these strategies can help mitigate the adverse effects of SDCs at scale in AI applications. 

5.2 Error Detection 

5.2.1 End-to-End Integrity Checks (Informational Redundancy) 

Checksums or hashes can be stored and validated at multiple stages of a pipeline to detect 
unexpected changes in data or intermediate states. This technique, commonly used in 
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distributed data systems and cloud-scale infrastructure, provides low-cost error detection but 
requires follow-on mechanisms for correction or rollback. It is especially relevant in large-scale 
AI pipelines involving multi-node communication or storage layers. 

5.2.2 Replication and Consistency Checks (Spatial Redundancy) 

Some cloud systems employ redundancy, i.e., running the same service or computation on 
multiple replicas and comparing outputs to detect divergences. In AI, this could involve 
redundantly executing critical layers of a model in parallel across different nodes or using 
shadow models to cross-check outputs. While effective for detection, it introduces overhead and 
may be prohibitive at scale. 

5.2.3 Integer Residue Checking 

Integer residue codes exploit properties of modular arithmetic to detect errors in arithmetic 
operations, particularly over integers or quantized data. By maintaining parallel computations 
modulo small primes (e.g., mod 3, mod 7), systems can validate whether computed results 
satisfy residue constraints. This technique is computationally inexpensive and can detect a 
variety of common fault patterns, such as bit flips or stuck-at faults, especially in 
arithmetic-heavy pipelines. 

5.3 Proactive Testing and Screening 

The hardware industry best-practice to catch latent defects has been through testing. Silicon 
designers typically use both structural testing (e.g., via Automated Test Pattern Generation) and 
functional testing. 

Structural testing uses specific fault models, such as the stuck-at model or a path-delay fault 
model. Structural testing can provide high coverage to catch defects that trigger such faults. 
However, structural testing can involve high costs for large designs, require specialized 
automated test equipment, and are typically carried out under controlled conditions that may not 
represent the mission-mode usage of the part where intermittent faults may manifest. Functional 
testing, on the other hand, involves running program code that can be run under mission-mode 
conditions. However, crafting high-coverage functional tests is challenging and is often a manual 
process involving expert engineers. Recent research has shown that it may be possible to 
generate high-coverage functional tests in an automated manner [28] [29]. For a more detailed 
discussion on structural vs. functional testing in the context of SDC at scale, the reader is 
referred to [30]. 
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An added benefit of functional testing is that it also allows testing hardware after it has been 
deployed in the data center, as part of acceptance testing or periodic fleet-level testing. Large 
cloud operators, for instance, perform periodic fleet-wide diagnostics [15] [16]. In these 
screening protocols, servers or accelerators are taken offline briefly to run stress tests (for 
example, linear algebra routines, memory checks, etc.). Such proactive testing can detect a 
portion of latent errors before they wreak havoc in a long training job. The downside is that 
exhaustive testing of an entire fleet might take weeks and some issues only appear under 
specific data or timing conditions that tests may not cover. 

5.4 Error Recovery 

5.4.1 Checkpoint/Restart (Backward Error Recovery, Temporal Redundancy) 

Originally developed for HPC simulations, periodic checkpointing allows the system to roll back 
to a previously correct state after detecting an error. In AI training, saving model states only at 
the end of an epoch may be insufficient. More frequent checkpointing, for example, per 
mini-batch or per iteration can limit loss when errors are eventually discovered. However, this 
increases storage and I/O overhead and can reduce runtime goodput [27], which reflects the 
fraction of allocated compute time spent making useful forward progress. In large-scale ML 
systems, excessive checkpointing can introduce significant orchestration overheads and lower 
system throughput if not carefully optimized. 

5.4.2 Algorithm-Based Fault Tolerance (ABFT) (Forward Error Recovery, 

Informational Redundancy) 

ABFT introduces checksums or encoded forms directly into the algorithm (e.g., matrix 
operations in linear algebra) to detect and sometimes correct faults without needing to revert to 
a prior state. These techniques can be adapted to neural network training, especially in matrix 
multiplication or attention layers, and offer a promising path to resilience with modest overhead 
if tailored carefully. 

5.5 Implications for AI 

Although HPC and cloud reliability solutions provide a strong foundation, adapting them to AI 
workloads presents unique challenges. The most significant of these is overhead. Frequent 
checkpointing, a common fault-tolerance strategy in HPC, becomes increasingly expensive at 
scale. For example, in exascale systems, the time required to perform checkpoints can 
approach the Mean Time To Failure (MTTF) of the system itself. In such cases, the system risks 
spending most of its runtime checkpointing and restarting, making little forward computational 
progress [7]. A similar situation could arise in large-scale AI training, where the overhead is not 
only due to storage demands but also to synchronization delays across distributed nodes. 
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Likewise, full replication, while widely used by cloud providers to ensure high availability, can be 
cost-prohibitive in AI contexts, where models are extremely large and training consumes 
substantial compute and memory resources. 

Another challenge specific to AI workloads is the inherent non-determinism in model execution. 
Factors such as random weight initialization, data shuffling, and asynchronous updates 
introduce variability that can mask or confound the detection of fault-induced deviations. This 
same non-determinism also complicates resilience analysis i.e., the impact of a hardware fault 
(whether measured by model accuracy, loss, or another metric) can vary significantly depending 
on the specific values of random seeds, batch orderings, or hyperparameters. As a result, 
reproducing faults and drawing consistent conclusions about fault severity or coverage becomes 
difficult. While re-architecting algorithms or frameworks to enforce determinism may improve 
fault detectability, it may incur significant performance tradeoffs and limit scalability. How to 
effectively account for this stochastic behavior and high-dimensional parameter space remains 
an open research question in developing actionable and generalizable insights about AI system 
resilience. 

Moreover, AI workflows are fundamentally iterative: model parameters including weights, biases, 
and other internal states are updated continuously over many training steps. This introduces 
complexity in reasoning about fault impact. For instance, an error injected into a frequently 
updated parameter early in training might be overwritten quickly and have no observable effect, 
while a similar error introduced into a critical layer late in training could cause divergence or 
degrade accuracy in subtle ways. This variability makes it difficult to generalize fault-tolerance 
strategies. As a result, traditional one-size-fits-all techniques from HPC or transactional systems 
may either overprotect in low-risk regions or fail to catch impactful corruptions, depending on the 
AI workload, model architecture, and training dynamics. 

In practice, a layered approach may offer the best tradeoff: combining lightweight error detection 
(e.g., checksums or parity checks on critical data paths), selective checkpointing, and targeted 
redundancy for the most vulnerable components or stages of training. Such a strategy may help 
mitigate error risks without imposing undue resource demands.  

Finally, emerging research on algorithm-based fault tolerance (ABFT,) especially when 
integrated directly into core AI kernels like matrix multiplications, offers promising pathways to 
forward error recovery that align with AI’s compute patterns. These methods can provide error 
resilience at low overhead by detecting and correcting errors in-flight, reducing the need for 
rollback and enabling fault-aware training strategies. 
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6.0 Open Research Questions 

6.1 Defining the Core Challenge 

How can the AI community ensure that subtle hardware errors manifesting as SDC do 
not undermine the integrity, accuracy, and trustworthiness of models deployed at scale, 
given the unique workload characteristics of AI? Additionally, how can discovered SDC 
events, which may remain benign to some AI models, be leveraged by data center 
operators to identify and isolate faulty components, thereby preserving overall cluster 
health? 

Several key obstacles need to be overcome in tackling this challenge. 

●​ Complexity of AI models: Large neural networks may partially mask faults, making 
discovery and localization difficult. 

●​ Stochastic training: Randomness in weight initialization and batch sampling can either 
hide or exacerbate certain errors. 

●​ Operational scale: Commercial deployments often involve hundreds or thousands of 
nodes, elevating both the probability of SDC and the difficulty of detection. 

●​ Attribution Challenges: Distinguishing hardware-induced corruptions (e.g., NaNs, loss 
spikes, model divergence) from other sources, such as poor training data, software 
bugs, or inherently unstable model configurations, can be extremely difficult. 

6.2 Gap Between Hardware Fault Metrics and AI Correctness 

A crucial open question is whether hardware faults have a direct, consistent, and measurable 
impact on AI model behavior. Hardware-level metrics such as AVF and FIT are designed to 
estimate the probability and rate of bit-level or timing-related faults, while AI correctness metrics, 
such as accuracy, BLEU score, or loss, summarize model performance at an aggregate level. 
These two layers of abstraction operate independently, and how faults in low-level hardware 
manifest as degradations in high-level AI correctness remains poorly understood. Bridging this 
gap requires both deeper empirical studies and the development of new or adapted metrics that 
can capture how Silent Data Corruption (SDC) affects the fidelity of AI models during both 
training and inference. 
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6.2.1 Partial Tolerance to Errors 

Neural networks are not explicitly designed to be fault-tolerant, but they often exhibit resilience 
to small perturbations due to their statistical and redundant nature. For example, many 
architectures may tolerate small variations in weights or activations without meaningful loss of 
performance, especially in overparameterized models. However, this resilience is incidental, not 
by design or guaranteed. If corruption occurs in parts of the model not expected to carry noise 
(e.g., weight matrices, backward-pass updates), it can result in unbounded degradation. 

Several research efforts have proposed metrics such as “loss error” (i.e., corrupted_loss – 
correct_loss) to quantify how a perturbation impacts model outputs in the forward pass. While 
useful for gauging the impact of faults during inference or evaluation, these measures often 
overlook how corruption propagates during training, where errors in gradients or parameter 
updates may accumulate over many iterations. A comprehensive assessment must capture 
both forward and backward-pass sensitivities over time, particularly in large models trained 
across multiple nodes. 

6.2.2 Layer-Specific Sensitivity 

The impact of faults is not uniform across all model layers or architectures. Some components, 
such as normalization layers or attention heads, may be more tolerant of perturbations due to 
averaging effects or redundancy, while others, such as output (logit) layers in language models, 
are highly sensitive, with even minor corruptions potentially causing large output deviations [6]. 

Additionally, model architecture plays a role in fault sensitivity. For example, dense models (e.g., 
LLaMA) involve computation across all parameters at each step, making them potentially more 
vulnerable to uniformly distributed faults. In contrast, Mixture-of-Experts (MoE) models (e.g., 
DeepSeek, Mistral) activate only a subset of parameters per input, potentially localizing the 
impact of faults; but also raising questions about how expert routing decisions themselves 
tolerate or amplify faults. Understanding the fault sensitivity of these architectures is an 
emerging area for empirical and theoretical research. 

6.2.3 Model Mapping and Accelerator-Aware Fault Effects 

The way a deep neural network maps onto hardware strongly influences how faults arise and 
propagate. While some effects of SDCs could be generalized, a model’s fault sensitivity likely 
depends on the underlying accelerator architecture. Systolic arrays, for example, process data 
in tightly structured patterns that can amplify faults in shared elements. GPUs, in contrast, use 
wide SIMD execution, where faults may be masked by redundancy or averaging across threads. 

Compiler-level choices also affect how faults are expressed. Operator fusion, layer scheduling, 
and memory layout optimizations can change which parts of a model are exposed to hardware 
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vulnerabilities. Sensitive operations like softmax or batch normalization may be assigned to 
different hardware units depending on platform capabilities, creating variation in fault behavior 
even for the same model. 

Some models can handle small errors because of built-in redundancy, but this is not always 
reliable. The design of the hardware, such as how memory is used or how data flows through 
the system, can affect how faults show up and how much they matter. A key open question is 
whether we can find a general way to describe how faults affect models, no matter what type of 
hardware they run on, or if we always need to tailor our understanding to each accelerator’s 
design. 

6.2.4 Fault-Injection Studies & Standardized Benchmarks 

Fault injection remains one of the most effective tools for characterizing how faults propagate 
and affect AI workloads [2]. Targeted experiments, e.g., flipping bits in specific layers or injecting 
delays during weight updates, can reveal which parameters, layers, or computation phases are 
most vulnerable. To support reproducibility and cross-comparison, the community would benefit 
from standardized resilience benchmarks and datasets, similar in spirit to how MLPerf 
standardized performance measurement. 

While MLPerf [8] has advanced the benchmarking of AI system performance, it does not 
explicitly measure model robustness under fault conditions. As such, there is a need for 
complementary frameworks that quantify resilience, evaluate SDC impact, and guide 
fault-tolerance design tradeoffs. These benchmarks would need to be repeatable, scalable, and 
representative of real-world deployment settings. 

A key enabler of meaningful benchmarking is determinism, i.e., ensuring that the same model, 
data, and training setup produce repeatable outcomes. Deterministic runs allow researchers to 
isolate and attribute observed deviations to fault injection rather than randomness. This typically 
involves fixing random seeds, controlling thread scheduling, and eliminating non-deterministic 
operations. However, this approach diverges from real-world AI workflows, which are often 
non-deterministic due to performance optimizations, distributed training dynamics, or hardware 
variability. 

This mismatch presents a grand challenge for AI resilience research: how can we develop 
benchmarking and analysis methodologies that yield actionable insights despite 
non-determinism? While constrained, deterministic environments are useful for controlled 
evaluation, future work must also account for stochasticity in practice, potentially by quantifying 
the robustness of findings across random seeds, hyperparameters, and system configurations. 
Tackling this challenge will require a new generation of tools and methodologies, and presents a 
rich opportunity for research. 

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.    

 

PAGE 26 

http://creativecommons.org/licenses/by-sa/4.0/


 

 
6.3 The “Needle in a Haystack” Challenge 

Despite being relatively rare on a per-node basis, SDC events can become significant when AI 
applications run at massive scale (tens or even hundreds of thousands of nodes). When an 
individual node experiences a transient or timing-induced fault, that single error might go 
unnoticed if it does not immediately compromise the output. However, given the large number of 
nodes operating continuously, the probability of encountering at least one such corruption in any 
large-scale run becomes substantial. Detecting or discovering these one-off errors, akin to 
finding a needle in a haystack, poses the following challenges. 

6.3.1 Detection of Rare Events is Expensive 

Because these events are relatively rare, the challenge is to design techniques that balance 
cost and benefit, i.e., offering high coverage with minimal overhead. Brute-force approaches like 
replication or frequent checkpointing across thousands of nodes can be prohibitively expensive 
in storage, time, and other resources. 

6.3.2 Delayed or Non-Observable Impact 

It is challenging to precisely define the point at which an SDC-attributable deviation of model 
behavior should be treated as anomalous. For example, during model training, subtle 
corruptions may not cause immediate failures; instead, they can gradually degrade model 
fidelity or introduce bias. This delay complicates discovery since by the time an issue becomes 
apparent, rolling back may require retraining over many epochs or verifying huge volumes of 
data. 

6.3.3 Scalable Mitigation Strategies 

Many known fault-tolerance techniques (e.g., triple modular redundancy or continuous 
replication) become prohibitively expensive at extreme scales. Efficient, scalable approaches 
such as lightweight anomaly detection at the node level, selective checkpointing, or adaptive 
error correction require further research and rigorous validation. 

7.0 Conclusion and Future Direction 

This exploration of Silent Data Corruption (SDC) underscores the growing urgency of 
addressing reliability issues typically found in traditional HPC contexts, particularly as AI 
workloads proliferate at unprecedented scale in mainstream computing. The convergence of 
large-scale AI workloads and HPC-like hardware infrastructure amplifies the impact of 
hardware-level faults, such as small-delay defects and transient errors, on model accuracy, data 
integrity, and trustworthiness.  
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To address the SDC challenge, the Open Compute Project as well as many of its member 
companies have collaborated on or sponsored research to advance the state of the art. This 
research includes work on proactive testing and screening [28] [35] [36]; advances in modeling, 
measuring, and quantifying the rates of SDC-causing faults in silicon [5] [30] [31] [32] [33] [37] 
[38]; and runtime error detection [34]. 
 
But more research is required. For instance, we have seen that bridging hardware reliability 
metrics and AI performance metrics remains an unresolved challenge, highlighting the need for 
novel approaches that capture the nuanced ways in which SDC events can emerge, propagate, 
and remain undetected in both training and inference scenarios. 

By integrating best practices from HPC and cloud computing with AI-specific considerations, 
researchers and practitioners may collaboratively develop more robust detection, diagnostic, 
and mitigation methods. This, in turn, will enable AI systems to operate reliably at 
unprecedented scale while preserving the performance gains that have made AI such a 
transformative force in modern computing. 
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