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1 OCP

1.1 License OWF Option
Contributions to this Specification are made under the terms and conditions set forth in Open Web
Foundation Contributor License Agreement (AOW

Facebook
Microsoft
HPE

Dell EMC

Usage of this Specification is goverhby the terms and conditions set forth in the Open Web
Foundati on Final Specification Agreement (AOW
Note: The following clarifications, which distinguish technology licensed in the Contribution License
and/or Specification License from thosehnologies merely referenced (but not licensed), were
accepted by the Incubation Committee of the OCP:

NONE

1.2 System Firmware

Al products seeking OCP AcceptedE Product Re
(OSF) Tab in the021 Supplier Requirements Checkli$the completd checklist shall be uploaded and
available

at: https://github.com/opencomputeproject/OpenSystemFirmware/[vendor_name)/[product _name]/

Note toauthor: replace [vendor_name] and [product_name] with actual company name and product
identifier.

1.3 Hardware Management

1.3.1 Compliance

Al'l products seeki nQQCPOCAx clempstpeidr eEd EPr oduct Rec
OCP Hardware Management Baseline Profile VROd provide such evidence by completing the
Hardware Management Tab in t@21 Supplier Requirements Checklist.

1.3.2 BMC Source Availabilitfif applicable)

Al |l Products seeking OCP AcceptedE Product Re
submitted for BMC, if applicablé’lhe BMC nanagement source code shall be uploaded at:
https://github.com/opencomputeproject/Hardware Management/[vendor_name]/[product_name]/.

1.4 Security

Al'l products seeoki OCPO@Rclempd pidiEe PE oduct Recog
Security Profile in th021 Supplier Requirements Checklisthether the answer is &y or no, the

profile must be completed. For Additional Security Badges (Bronze/Silver/Gold), please fill out the
Security Profile in accordance with the requirements for that level. Security Badges will be reassessed
on an annual basis as requirementssalgect to change.


https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.google.com%2Fspreadsheets%2Fd%2F1pag0tn5uBO-S-hSmEr_tXWHkCtZRqOugeg1L6vkMe6A%2Fcopy&data=04%7C01%7Cleprewit%40microsoft.com%7Ca28d333b69194fade42708d91979a598%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637568832565130990%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=%2F1CEN%2Fi6XobCmANoF97asflcYwy%2FH5KMh6wHfIw3Bvk%3D&reserved=0
https://github.com/opencomputeproject/OpenSystemFirmware/%5bvendor_name%5d/%5bproduct_name%5d/
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fopencomputeproject%2FOCP-Profiles&data=04%7C01%7Cleprewit%40microsoft.com%7Ca28d333b69194fade42708d91979a598%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637568832565140944%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=DbqX0Z3YtDaVxqUYqdu06pWi2Z%2BhUXDbn3yJGbbgyIg%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.google.com%2Fspreadsheets%2Fd%2F1pag0tn5uBO-S-hSmEr_tXWHkCtZRqOugeg1L6vkMe6A%2Fcopy&data=04%7C01%7Cleprewit%40microsoft.com%7Ca28d333b69194fade42708d91979a598%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637568832565140944%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=BxMrP5Apoq33Jx1MPq3T%2B0%2Bx58GzLZA148DLGvIVlCk%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgithub.com%2Fopencomputeproject%2FHardware_Management%2F%5Bvendor_name%5D%2F%5Bproduct_name%5D%2F&data=04%7C01%7Cleprewit%40microsoft.com%7Ca28d333b69194fade42708d91979a598%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637568832565150901%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=JVFQFR14vhqfTkthZtajLcb%2Fl8ZwlRIDYQcHoKcz0RQ%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.google.com%2Fspreadsheets%2Fd%2F1pag0tn5uBO-S-hSmEr_tXWHkCtZRqOugeg1L6vkMe6A%2Fcopy&data=04%7C01%7Cleprewit%40microsoft.com%7Ca28d333b69194fade42708d91979a598%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637568832565150901%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=IyWpWK3w1vFYt7ZgUtGIuhZVh2zM2PpXp2waF7aldes%3D&reserved=0

2 Overview
Thisdocument is to define the requirementsd@atacenteNVMe SSD(DSSD) for use in datacenters

3 Scope
This document covers PGaédtached SSDs using NWEXxpress

4 NVM ExpresRequirements

4.1 Overview

Requirement
ID

NVMel |[Thedeviceshallcomplywith all requiredfeatures of theNVMe 1.4b Soecification
Optional features shall be implemented per tlegjuirements of this specifications
NVMe2 [Anyoptionalfeatures supported byhe device notdescribed in this document sha
be clearly documented and disclostxithe customer

NVMe3 [Any vendor unique features supported by the device not described in this docu
shall be clearly documented and disclosedhe customer

Description

4.2 NVMe Reset Supporte

Requirement
ID

NVMeR1l |NVMe SubsystenReset (NSSRhall be supported.
NVMeR2 |NVMeController Reset (CC.EN cleared toshall be supported.

Description

4.3 NVMe Controller Configuration and Behavior

Requirement
ID

NVMeCFGl |The default arbitration shall bRoundRobin. Weighted Round Robin witdrgent
Class Priority shall be supported.

NVMeCF&2 | Thedeviceshall support a Maximum Data Transfer Size (MDTS) vhhtdeast
256KB

NVMeCFG3 |Thedevice irmwareshall support reporting of CSTS.CFS as indicated in the N\
Spedicationversion 1.4.

NVMeCF& |Obsolete. Replaced by ABEL1 (Model Number shall matgh
NVMeCFG5 |The minimum supported queue dep#ihall bel024per submission queue
NVMeCFG5 | The minimum number of O Queue Pairshall be64.

Description




Requirement
ID

Description

NVMeCK57

Device shall supportl64 (Extended Unique Identifietp differentiate
namespaces.

NVMeCFG8

Deviceshallsupportan NGUIDper Namespace

4.4 NVMe Admin Command Set
Thedeviceshall support the following mandatory and optional NVMe admin commands:

RequllE)e ment Description

NVMeAD1 |Thedeviceshdl support allmandatory NVMedmin @mmands.

NVMeAD-2 |ldentify ¢ In addition to supporting all the mandatofyNS values and the associat
mandatory fields witin the CNSthe following optionafields in the CNShallbe
supported:

1 Format progress indicator (FPI)
1 110 Performance and Endurance Hints
0 NSFEADit 4=1b.

NVMeAD-3 |Namespace Managemenbmmand shall be supported.

NVMeAD4 |Namespace Attachmembmmand shall be supported

NVMeAD5 |Format NVMcommand shall be supportedsecure Erase Settings (S&#)es000b,
001band010bshall be supported

NVMeAD-6 |The devicelsall sipport NVMeMI Send and Receive.

NVMeAD-7 |Thedevice shall support th8anitize commandnd meet NIST SP888r1 Purge
requirements. Block Erase (010b) and Crypto Erase (100b) saojieations shall
be supported.If Overwrite (011b) is supported it shall meet NIST SB800 Purge
requirements.

NVMeADS8 |The cvice shall enable reads to sanitized LBAs to meet validation of sanitized
per NISTSRB00-88r1 (i.e., return data frommedig). Specificallyl. BAs shall return a
Os or all 1safter a Block Erase (010a0dLBAs shall return theéata generated from
decryption using the new MEdfter a Crypto Erase (10Pfgarbage data)

NVMeAD9 |If aread operationoccurs to a Sanitized LBA priorthat LBAbeing written, the
read operation shall nateport a media error because the LBA has not been writ

NVMeAD-10 | The device shall support Identify command UUID List functionality (CNS value

NVMeAD-11 |If the Namespacddentifier (NSD)is not used foa specific NVMe admin comman(
and the host specifies@on-zero NSID then the controller shall abort the commatr,
with status Invalid Field in Command.




4.4.1 Namespace Management/Attachmerfommands
Thenamespace management command along with the attach/detach consmsed increase
deviceoverprovisioning beyond the default minimum oy@ovisioning.

Requlllrje ment Description
NSM1 The namespace management commands shafiupported on all namespaces.
NSM2 2 KSYy ONBIFOGAYy3 | ylYSaLl O0S:z (KS RSEI
0) in the Identify Namespace Data Structure (Byte t@ll correspond tthe
default sector size set at the factory
NSM3  |When formatting thedeviceg A 1t K G KS C2NXIF G O2YYIl yR
parameter (LBAEO)in Command Dword 10 bits 3dball correspond téhe default
sector size set at the factory
NSM4 The device shall suppaatminimum of 16 NamespacéseeSection 1Device
Prdiles).
NSM5 For some modeléseeSection 12 Device Profileshe minimum number of
namespaces shall be at least 128 Namespat&3 B based on 16 Namespaces p
TB of usable capacity. The number ahtspaceshall bebased on the device
usable capacity as follows:
DeviceUs_abIe Minimum Number of Namespaces
Capacity
<=1TB 16
>1TBbut <= 2TB 32
> 2TBout <= 3TB 48
> 3TBout <=4TB 64
X X
>7TB 128
NSM6 Thedevice shall reporat least oneNamespace Granularifyescriptorin the
Namespace Granularity List
NSM7 The device shall support ttENVMCAP and UNVMCidids inthe Identify
Controller Dat&Structure.

4.4.2 Namespace Utilization (NUSE)

Requirement
ID

Description

NUSEL

The NUSEhallbe equal to the number of logical blocks currently allocated in th
namespace NUSE cannot be hardcoded to be equal to NGAd?e is an example
for a 200GB device:




Requirement

D Description

1. After aFormat NVMcommandUser Datdgase(SES 001b), NUSE would b
zero. And the usage data would reflect th&.00GB

2. After writing 1 GB worth of data, the usage datda&xpected tshow the
following:1.00GB

3. Atter filling thedevice the usage dat& expected teshow the following:
200.00GB

4. If the host issues a 10GB-d#ocate comman@ndthe device completede-
allocation ofthe data the usage data would show the following: 190.00G

4.4.3 UUID forDSSspecific Information

A UUID has been defined for use in commands to ensure that the vendor specific Log Identifiers and
Feature Identifiers used in thépecification access the functionality defined in this specification (i.e., do
not access other vendor specific functionality that may use the same vendor specific identifiers).

Requirement
ID

uuiD1 The UUID List (NVMeAD-10) shall contain a UUID List Entry that contains the UUID
value C194D55BE944794A21D29998F56BE6F.The Identifier Association field in that
UUID List Entry shall be cleared to 00b.

uuIb2 The Get Features and Set Featuremimands shall support UUID Index
functionality.

Description

uuIbD3 A Get Features command or a Set Features command with:
1 the UUID Index of the UUID (UU1Pin the UUID LiSNVMeAD-10) or a
zero UUID Indexand
1 avendorspecific Feature Identifier that is usedtimns specificationgee
Section 4.15et/Get Feature Requirements
shall access the vendor specieaturedefined in this specification.

uuiD4 The Get Log Page command shall support UUID locexionality.

UuUIB5 A Get Log Page command with:
9 the UUID Index of the UUID (UULPin the UUID LigNVMeAD-10) or a
zero UUID Indexand
1 avendorspecific Log Page Identifier that is used in this specificasiea (
Section 4.8 Log Page Requiremeénts
shall access the vendor specificg Pagéefined in this specification.

4.5 NVMe I/O Command Set

Requirement
ID

NVMelO-1 |Thedeviceshall support all mandatory NVMe I/O commands.

Description




Requirement
ID

Description

NVMelO-2

Thedeviceshall supporthe Dataset Managementommand The device shall
supportthe Attribute ¢ Deallocate (ADbit.

NVMelO-3

Since the device gower fail safe (e.ghasPower Loss Protection (P)LEe
performance shall not be degraded gy ofthe following:
1 FUAcI.e, forced unit access shall not incur a performance penalty.
1 Flush Cachegi.e.,flush cache shallave no effecas the PLP makesyn
cache nonvolatile.
1 Volatile Write Cach@-eature IdentifielO6h) Set Featureto disablewrite-
cache This command shall be failed described in the NVMe Standard
1.4bas there is no volatile write cache.

NVMelO-4

Thedevice shall support the Write Zeaecommand. The following bits of the Wri
Zerces command shall be supported:

1 Deallocate (DEAC) bit

1 Force Unit Access (FUA).bit

NVMelO-5

The Write Zerescommand shalhave thefollowing behavior:

DEAC| FUA Behavior
Ob Ob | The device shall follow the NVMedb Specification
Ob 1b |The device shalbllow the NVMel.4b Specification
1b 1b |The device shall follow the NVMedb Specification
1b Ob |SeeNVMelO-6 (Write Zeroes DEAC bit)

NVMelO-6

If the Write Zeres DEAC bit is set to 1b and the FUA bit is cleared,tth@ device
shall unmap the specified blocks arsthallreturn a zero value for any subsequent
read to the specified blockegardless of the behavior of the Dataset Manageme
command.

NVMelO-7

With the DEAC bit set to 1b and the FUAdearedto Ob one or moreWrite Zeros
commands)shallbe able tocompletdy update the FTL map of the entire device i
less than one ming

NVMelO-8

The device shalupport the @mpare command.

NVMelO-9

The device shall support tteompare and Writéused commangbair.

NVMelO-10

For some modelé&eeSection 12 Device Profileshe device shall support thé/rite
Uncorrectable command

NVMelO-11

TheWrite Uncorrectable commanshall supporimarkingLBAsuncorrectableat a
single LBAranularityregardless of the number of LBAge FTL indirection
granularity.

NVMelO-12

The device shall not limit the number of LBAs that the lable to specify in a
Write Uncorrectable commanideyondthe minimum andnaxmum allowed by
NVMe Thehostshall be ale to send a single LBA.

1C



Requirement
ID

Description

NVMelO-13

There shall be no limit on thietal mediacapacitythat canbe marked
uncorrectable by Write Uncorrectable commands.

NVMelO-14

Uncorrectable eors (e.g.,read errorsthat are a consequence of a prior Write
Uncorrectable commandhall not becountedin the Smart Health Information

(Log Identifiel02h)Media and Data Integrity Errofield.

4.6 Optional NVMe Feature Support
Thedeviceshall also support the following NVMe features:

Requirement
ID

Description

NVMeOPT1

Obsolete. Duplicate @TDLOGY7 (Telemetry Hostnitiated (Log Identifier 07f)
and STDLOGS8 (Telemetry Controlletnitiated (Log Identifier 08

NVMeOPT2

Timestamp(Featureldentifier OEh) shall be supportedo align the devices internal
logs

NVMeOPT3

Backgroundiatacollectionby the devicdor either Host or Controllelnitiated
Telemetry shall not impact® latency or throughput.

NVMeOPT4

The device shatinly clear theTimestampOrigin field to 000bn the Timestamp
(Feature Identifier OElDn amainpower cycleor NVM Subsystem Reset(.,
NSSR)The device shatiot clear the Timestamp Origin field on a power cycle of
only AUX power.

NVMeOPT5

The deviceshall never set the Syhdield bit to 1bin the Timestamp (Feature
Identifier OEh)

NVMeOPT6

The device shall only generate&Cantroller initiated TelemetnAERon an error
conditionand shall noggenerate a Controller initiated Telemetry AER for pdido

logging

NVMeOPTF/

The device shatkport its Indirection Unit (IU) size in tiPWHield in the Identify
Namespace Data Structure

4.7 Command Timeout

Requlllrje ment Description
CTGl Adminand TC&ommandshall take no more thaf0 second$rom submission to
completion. CTQL does notapply tothe time taken by background operations
initiated by theSelfTest and Sanitizeommands.
CT®e2 The only exceptions to CTshall be Formaind the TCG commands Revert,
RevertSP anGenKey

11



RequllE)e ment Description
CTG3 OnceTTR2 is satisfiedan individual/O command(QD1)shall take no more than 8
seconds from submission to completiomhe device shall not have more than' @$
take more than 2 secats in one hour.
CTHA I/O command processing time shall not be a function of device capacity.
CTG5 Device supplieshall disclose any I/O scenario that could violate the timeout
requirements in CTQ through CTea.

4.8 LogPageRequirements

4.8.1 StandardLogPageRequirements

Requirement

D Description

STBLOG1 |Error Information Log Identifiel01h)shall be supported.

STBLOG2 |[SMART Health Informationi(og Identifiel02h)shall be supported.

STBLOG3 |Under no conditionshallthe Percentage Used field in tIBMART Health
Information (Log ldentifier 02H)e reset

STBLOG4 |ThePercentage Used field in the SMARTealth Information (Log Identifier 02h)
shall be based on thaverageP/E cycle of the devicdn addition, this field shable
based on the actual P/E cycle count of the media and not on the Pawedours
(POH) of the device.

STBLOGS |Firmware Slot Information (Log Identifier 03hall be supported.

STBLOG6 |Commands Supported and Effedi®g Identifiel05h) shall be supported

STBLOG7 |Telemetry Hostnitiated (Log Identifiel07h) shall be supported.

STBLOG8 |Telemetry Controlletnitiated (Log Identifiel08h) shall be supported.

STDLOGY9 |Persistent Event Log (Log Identifier ODh) shall be supported.

STBLOG10 |The following Persistent Event Log types shall be supported:

Type Event

01lh |SMART / Health Log Snapshot
02h Firmware Commit

03h  |Timestamp Change

04h Poweron or Reset

05h  |NVM Subsystem Hardware Erro
06h |Change Namespace
07h Format NVM Start

08h Format NVM Completion

12



Requirement
ID

Description

0%h Sanitize Start

OAh  |Sanitize Completion
OCh |Telemetry Log Created
ODh | Thermal Excursion

4.8.2 Telemetry Loggin@nd Interfacefor Failure Analysis
The following applies to telemetry logging the ability to quickly debug failures is required

Requlllge ment Description
TEEL Thedeviceshalltrack the operational/event history and any critical parameters t
can be used to debug issues.
TEE2 Thesuppliershallprovide a table that categorizes the reason identifigrat are a
super set of the panic Ein ERE& (Panic 1.
TEL3 The device shall not lose debug data relevant to the current operating state du
any legal operationTelemetry datancluding SMARTHealthInformation (Log
Identifier 02h) andSMART HealthInformation ExtendedLog IdentifierCth) shall
be persisted across power losglresets, Formatcommand Sanitizecommand or
device entering any protected mode (e.gead only or panic mode).
TEE4 TheReason Identifiefield shall be the most recent failure identifier and shall not
cleared by a power cycle or reset.
TELES The table below provides the specifications for the contreihdiated and the host
AYAOGALFGSR f28YL) 3S aRIFGEF FNBI a
Latency
Data Area Purpose Data_ At Impact to
Size
10
1 Periodic logging for monitoring Vendor <lms
trends/problems specific | typical,
10ms max
Implementation of Data areas 2 and 3 are optional and shall not be used for
periodic logging.
TEL6 Obsolete
TEL7 Obsolete

4.8.3 DSSDLog Pag&kequirements
The table below defines the scopedrDSSDspecific log pages:
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Log Identifier Scope Log Page Name Reference Section

coh NVM subsystem SMART / Health 485
Information Extended —

Cilh NVMsubsystem ErrorRecovery 4.86

C2h NVMsubsystem Firmware Activation 4.87

History

C3h Controller Latency Monitor 4.8.9

C4h NVMsubsystem Device Capabilities 4.8.10

C5h NVMsubsystem Unsupported 4.8.11

Requirements

KEY:

Namespace = The log page contains information about a specific namespace.
Controller = The log page contains information about the controller that is processing the com
NVMsubsystem = The log page contains information about the NVM subsystem.

4.8.4 SMART HeathInformation Extended(Log ldentifierCth) Requirements
Below are the requirements for tB&ART / HealthinformationExtendedLog Identifier COh)

Requlllr:;a ment Descrption

sLoa All values in the Vendor Log pages shall be persistent across power cycles un
otherwisespecified

SLO& All counters shall be saturating counters (iiethe counter reaches the maximum
allowablesize,it stops incrementing and does NOT roll back tartlgss otherwise
specified

SLOG&3 All values in logs shall be little endian format.

SLO&! A normalized counter, unless otherwise specified, shalidported as the following
100% shall represent the number at factory exit. 1% shall repreBenthitnimum
amount to be reliable. A value of 0% means dieice shall no longer be
considered reliable. 100% shall be represented ds 64

SLOG Devices shall support the attributes listedSection5.14.1.2 of the NVMe
specificatiorversion 1.4.

SLOG A Read otitherthe SMARTHealth Information(Logldentifier 02h) or SMART
Health InformationExtendedLog IdentifielCOh)shall notrequire an update of the
SMART valuasther thanthe temperature values in SLGSS It shall be a simple
read of the current datand shall not block 10.

SLO& Unless otherwise specified, the device shall update these values in the backgr
at least once every ten minutes.

SLO& The composite and raw temperature sensor values shall be updated when the
page is accessed.

14



Requirement
ID

SLO® All assert events and controllamitiated log captures will require an associated
vendord LISOA FA O GAWSSNEA 20yK FLIR SoyyiliAlljFdzSt & A RS
condition.

SLOGO0 |[The device shall not losey data ireither the SMART Health Information (Log
Identifier 02h) or SMARTHealth InformationExtendedLog Identifier COh)hichis
more than 10minutes old including across power cycles/resets.

SLOG1l |[The device shall not lose any back up energy source failfgamation or SMART /
Health Information (Lotgentifier 02h)critical warningor SMART Health
Information ExtendedLog Identifier COgritical warnings including across powel
cycles/resets.

Descrption

4.8.5 SMART Health InformationExtended(Log Identifier COh)

This vendorspecific log page, GOshall be 51Dbyteswith the following functional requirements and
field format:

Requrement Byte . # of : L
D Address Field Bytes FieldDescription
SMARTL 15:0 Physical 16 |Shall ontain the number of bytesritten to the
Media Units media; this value includes both user and
Written metadata written to the user and system area

It shall be possible to use this attribute to
calculate the Write Amplification Factor (WAF

SMART2 31:16 Physical 16 |[Shall ontain the number of bytes read from th

Media Units media from both the user and system areas.
Read
SMART3 39:32 Bad User 8 | The Raw count specifies the numberser
NANDBIlocks NAND blocks that have been retiréat any

reason (e.g., program fails, erase fails or othe
events). The Normalized value is the percent
userspare blocks still available. The normaliz
value shall be set to 64h and the Raw count s
be cleared to zero on factory exilt should e
noted there are 2 bytes for normalized and 6
bytes for raw count. SeBLOG! (normalized
counter)definition above.

Byte
Address

39:38 |Normalized value

37:32 |Raw count

Field Description
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Requrement
ID

Byte
Address

Field

# of
Bytes

FieldDescription

SMAR¥#

47:40

Bad System
NANDBIlocks

The Raw count specifies the number of systel
NAND blocks that have been retiréat any
reason (e.g., program fails, erase fails or othe
events) The Normalized value is the percent
system spare blocks still available. The
normalized valuelsll be set to 64h and the Reé
count shall be cleared to zero on factory eit.
should be noted there are 2 bytes for
normalized and 6 bytes for raw count. See
SLOE! (normalizeccounter)definition above.
Byte
Address

47:46

45:40 |Raw count
A value of FFFF_FFFF_FFFF_kihé¢dtes that
the Bad User NAND block count field above
represents all blocks on the device and Bad
System NAND block count field is invalid

Field Description

Normalized value

SMART

55:48

XOR
Recovery
Gount

Total number of times XOR was invoked to
recover data in NAND. This shall cover all req
from NAND. Data recovery may have succee
or failed. This shall be cleared to zero on factg
exit.

SMART6

63:56

Uncorrectabl
e ReadEror
Gount

Total count ® NAND reads that were not

correctable by read retries, all levels of ECC,
XOR. This shall be a count of the number of
times data recovery fails and an uncorrectablé
read error is returned to the host.

SMART7

71:64

Soft ECC
Bror Count

Totalcount of NAND reads that were not
correctable by first level ECC and requires
invoking an intermediate recovery. This shall
cover all NAND read accesses. Data recover
may have succeeded or failed. If the device |
more than one intermediate recoverg\el, then
this counter only increments when intermedia
recovery level 1 is invoked.

SMART

79:72

End to End
Correction
Counts

A count of the detected and corrected errors [
the end-to-enderror correction which includes
DRAM, SRAM, or other storagiement

ECC/CRC protection mechanism (not NAND
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Requrement
ID

Byte
Address

Field

# of
Bytes

FieldDescription

All correctable errors shall result in a counter
increase no matter what type of data the

memory is protecting. All detected errors sha
result in a counter increase unless the error is
uncorrectableand occurred in the system

region. In the latter case, the incomplete

shutdown flag shall be flagged/incremented o
the next power up. It should be noted there a
4 bytes for count of detected errors and 4 bytg
for count of corrected errors.

Byte

Address

79:76
75:72

Field Description

Corrected Errors
Detected Errors

SMARTP

80

SystemData
%Used

A normalized cumulative count of the number
erase cycles per block since leaving the facto
for the system (firmware and metadata) area.
Starts at 0 and increments. 100 indicates tha
the estimated endurance has been consumeq
Value may exceed 100 up to 255. This count
shall increment regardless of what the backin
media of the blocks are (e,LC and TLC). If
system data is split bateen media types, then
this shall report the worstase count so that th
device wear out is clearly understood. This
counter has a different behavior than the
normalized counter definition iELOG4
(normalized counter 100% (@th) represents thg
device many no longer function reliably as the
max erase cycles has been hit.

SMART10

87:81

Refresh
Counts

This is a count of the number of blocks that hg
been reallocated to maintain data integrity.
This counter does not include creating free
space due to garbage collectionldock
reallocation due to wear leveling

SMART11

95:88

UserData
BaseCounts

The maximum and minimum erase counts acl
the user NAND blocks in the device. The hos
shall not be able to reset this counter. It shou
be noted there are 4 bytes for the maximum a
4 bytes for the minimum:The Minimum User
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Requrement
ID

Byte
Address

Field

# of
Bytes

FieldDescription

Data Erase Count shabtninclude bad blockslf
a block goes badnysubsequentttempts to
recover the bloclshallnot increment the
Maximum User Data Erase Codietd.
Byte
Address
95:92

91:88

Field Description

Minimum User Data Erase Cour

Maximum User Data Eragount

SMART12

97:96

Thermal
Throttling
Satusand

Count

The current status of thermal throttling
(throttled or not throttled) and a count of the
number of thermal throttling events. Note tha
there is 1 byte for the current status and 1 byt
for the count. For devices that only have 1
throttle point only the first level throttle bit sha
be set. This shall be cleared to zeon factory
exit.

Byte
Address

97

Field Description

Current Throttling Status

Current Status definition:
1 00h = unthrottled
1 01h = first level throttle
1 02h = 2dlevel throttle
1 03h = & level throttle
i 04h-FFh = Reserved

96 Number of thermathrottling

events

SMART13

103:98

DSSD
Specification
Version

Version of theDSS[Bpecification that this
device conforms to.

Byte
Address
103

102:101

Field Description

Major Version FieldShall bed2h.

Minor Version Field Shall be
0000h.

Point Version FieldShall be
0000h.

100:99
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Requrement

Byte

# of

D Address Field Bytes FieldDescription
98 Errata Version FieldShall be 0.
SMART14 111:104 PCle 8 |Summation counter of all PCle correctable ert
Correctable (bad TLP, bad DLLP, receiver error, replay
ErrorCount timeouts, replay rollovers). These counts sha
only increment during run time. They shall no
increment during training or power faillhis
shall be cleared taero on factory exit.
SMART15 115:112 | Incomplete 4 | A count of the number of shutdowns that have
Shutdowns occurred that did not completely flush all
required user data and metadata to naolatile
memory for any reasonThis shall be cleared t
zero onfactory exit.
SMART16 119:116 | Reserved 4 Shall beclearedto zero.
SMARTL7 120 % Free 1 |Anormalized count of the number of blocks th
Blocks are currently free (available) out of the total
pool of spare (invalid) blocks. Free blocks me
both blocks that have been erased and blocks
that have all invalid data. Invalid blocks are
blocks that areeither marked invalid by device
firmware or by the host (via dallocate or
overwrite). For example, if the total number o
spare blocks is 100 and garbage collection hg
been able to reclaim (garbage collection and
erase) 20 blocks, then this field repe20%.
SMART18 127:121 | Reserved 7  |Shall beclearedto zero.
SMART19 129:128 | Capacitor 2 |This field is an indicator of the capacitor healt
Health and represents the capacitor holdup energy

margin during operationlf noPLP protectioris
present a value of FFFFh shall be

reported. 100% represents the passing hold u
energy threshold when a deviteaves
manufacturing. Thus, a device will typically
report greater than 100% in this field after
leaving manufacturing at beginning of lif&% is
the minimum hold up energy required to
conduct a proper shutdown reliabhA value of
0% may or may not gailt in a device failing to
shutdown properly. This value shall never go
negative. Zero is the minimum.
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Requrement
ID

Byte
Address

Field

# of
Bytes

FieldDescription

>100% ="
t—Typically Device’s hold up energy measured at beginning of life

100% =

= Manufacturing exit threshold for hold up energy

—Device expected to shutdown properly.

1% — =

Minimum hold up energy needed to shutdown reliably

| Device may or may not shutdown properly.
(Less than 1%)

Capacitor Health Value = Amount of hold up energy currently on the drive

SMAR7T20

130

NVMe Erratg
Version

The device shall report the NVMe Errata revis
(a, b, c, etc.) in ASCII that it conforms to. If th
IS noerrata revision this field shall be cleared t
zero.

SMART30

135:131

Reserved

Shall beclearedto zero.

SMART21

143:136

Unaligned
I/O

This is a count of the number of write 10s
performed by the device that are not aligned t
the indirection unit size (IU) of the device.
Alignment indicates only the start of each 10.
The length does not affect this count. This
counter shall reset on peer cycle. This counte
shall not wrap.This shall be cleared to zero or]
factory exit.

SMART22

151144

Security
Version
Number

This is theSecurity VersionNumber of the
currently runningfirmware image. The supplie
increments this number any time firmware
includes a fiXor a security issuer critical
firmware fix that customer agrees rollback
prevention is required

SMART23

159:152

TotalNUSE

TotalNamespace Utilization-or a device with &
single Namspace, hisshall bea copy of the
Namespace Utilization field defined in the
Identify Namespace Data Structungtes23:16.
For a device with multiple Namespaces, thsll
reflect the total utilization based on all the
Namespaces.

SMART24

175:160

PLP Start
Count

16

This is a count of the number of times the deV
has initiated its power loss protection process
due to supply voltage drop. This counter shal
be incremented on the initial detection of the

20



Requlrgment Agg;gss Field :yto;s FieldDescription
power loss condition. This does not include A
health check perations.
SMART25 191:176 | Endurance| 16 |This field is an estimate of the total number of
Estimate data bytes that may be written to the device
over its lifetime assuming a write amplification
of 1. (i.e., no increase in the number of write
operations peformed by the device beyond th¢
number of write operations requested by a
host). This value shall be equivalent to the
Endurance Estimate field in the Endurance
Group Log (Log Identifier 09h).
SMART29 199:192 | PCle Link 8 |This is a courof the number of PCle Link
Retraining Retraining events. This count shall only
Count increment during run time. It shall not
increment during training or power fail. This
shall be cleared to zero on factory exit.
SMART31 207:200 | Power Statey 8 |Summation counter of the number dfVMe
Change Power Sate changesvhether host or device
Count initiated, including NVMe Power State change
caused by DSSD Power State changes (see
Section 4.8.10.1 DSSD Power State
Reaiirementg. This count shall only incremen
during run time. This shall mearedto zero on
factory exit.
SMART26 | 493208 Reserved | 286 |Shall beclearedto zero.
SMART27 495:494 | Log Page 2 | This indicates the version of the mapping tlog
Version page uses. Shall be set to 0003h.
SMART28 511:496 | Log Page 16 |[Shall be setto
GUID AFD514C97C6F4F9CA4f2BFEA2810AFC5h.

4.8.6 Error RecoveryLog ldentifier C1h)

Below are the requirements for theror RecoveryLog Identifier CLlh) AEN requirements

Requirement
ID

Description

EREGEN1

If the device encounters Banic condition, it shall complete awtstanding
Asynchronous Event RequéstERrommand with an 8ynchronous Event
Notification (AENyvith Completion Queue Entry Dwordset as follows:

1 ThelLog Page Identifidreld shall be set t€€1h

1 TheAsynchronous Event Informatidield shall be cleared to zero.
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Requirement
ID

Description

1 TheAsynchronous Event Tyffield shall be set to 111b (Vendor Specific).

This vendorspecific log page, Gishall be 51dyteswith the following functional requirements and

field format:

Requirement
ID

Byte
Address

Field

# of
Bytes

FieldDescription

ERECL

1:0

PanicReset
Wait Time

2

The amount of time the host should wait for th
device panic workflow to complete in msec.

ERE@

Panic Reset
Action

Bit field indicating potential reset actions that
may need tdoe taken. If no reset action

needed, do not seany of the bits. More than 1
bit can be set, and it is up to the host to decid
the sequence of action(s) to take. Use Bit O if
possible. If Bit O is not possible use Bit 1, etc

Bit Description

7:6 |Reserved. Shall earedto zero.
PCleConventional Hot Reset.
Main Power Cycle.

PERSA

PCle Function Level Reset.
NVM Subsystem Reset.

0 |NVMe Controller Reset.

RPINWIA~O

EREG

Device
Recovery
Actionl

The recovery action to take for handling a de
panic condition. Value is dependent on the
panic condition. Us81h if possible.

Bit Description

7:6 |Reserved. Shall mearedto zero.
Sanitize Required

Device Replacement Required
Vendor Analysis Required

Vendor Specific Command Requir¢

Format NVM Require(AnyES
value any supported combination ¢
other parameters PIL, Pl, MSET,
LBAF.

0 |No Action Required

RPINW|A~ O
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Requirement
ID

Byte
Address

Field

# of
Bytes

FieldDescription

ERE@

11:4

Panic ID

ID to identify the panic condition encountered
A Zero value indicates no panic. Value is
dependent on the panic condition.

The following Panic ID values are reserved fo

Host defined fault codes for known panic

conditions:

o 00000000_000000004
000000@ O00OFFFFh

Byte Field Description

11:4 | Panic ID definition:

!  00000000_000000014
Panic caused by flush
failures or data loss during
power loss handling.

ERES

15:12

Device

Capabilities

Field to indicate device capabilities.
Bit Description
31:2 |Reserved. Shall earedto zero.

1 |Panic CFS Supported: If set, indica
device supports using CFSniatify
host of a panic condition*.

0 |Panic AEN Supported: If set,
indicates device supports using AE
to notify host of gpanic condition*.

*Note: It is valid for a device to indicate suppo
for both Panic AEN Supported and Panic
Controller Fatal Status Supportetf.the device
supports both, the device shall only use one o
the panic notification mechanisms when
reportinga given panic event.

ERE®

16

Vendor
Specific
Recovery
Opcode

Vendor specific command opcode to recover
device from panic condition. Only valid when
Device Recovery Action field value is 02h. W
Device Recovery Actidrfield value is not 02h,
this field shall be cleared to zero.

EREGQ

19:17

Reserved

Shall beclearedto zero.

ERE@

23:20

Vendor
Specific
Command
CDhw12

CDW12 value for the Vendor Specific comma
to recover device from panic condition. Only
valid when Device Recovery Action field value
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Requirement| Byte . # of . I
D Address Field Bytes FieldDescription
02h. When Device Recovery Actibfield value
is not 02h, this field shall be cleared to zero.
ERE® 27:24 Vendor 4 |CDW213 value for the Vendor Specific comma
Specific to recover device from panic condition. Only
Command valid when Device Recovery Actibfield value
CDW13 is 02h. When Device Recovery Actidield
value is not 02h, this field shall be cleared to
zero.
EREQ3 28 Vendor 1 | The amount of time the hosthouldwait for the
Specific device to complete the recovery command in
Command seonds
Timeout
EREQ4 29 Device 1 |Bitfield indicating potentigbostreset actions
Recovery that may need tdbe taken. If no reset action
Action2 needed, do not set any of the bits. More than
bit can be set, and it is up to the host to decid
the sequence of action(s) to take. Use Bit O if
possible. If Bit O is not possible use Bit 1, etc
Bit Description
7:6 |Re®rved. Shall belearedto zero.
5 |PCle Conventional Hot Reset.
4 |MainPower Cycle.
3 PERSA
2 |PCle Function Level Reset.
1 NVM Subsystem Reset.
0 NVMe Controller Reset.
EREAS 30 Device 1 |The amount of time the hosthouldwait for the
Recovery device to completehe DeviceRecoveryAction 2
Action2 in seconds(overrides CAP.TO value)
Timeout
EREQO 49331 Reserved | 463 |Shall beclearedto zero.
EREA1 495:494 | Log Page 2 |This indicates th&ersion of the mapping this Ig
Version page uses. Shall be set to @00
EREAQZ2 511:496 | Log Page 16 |Shall be setto
GUID 5A1983BA3DFD4DABAE3430FE2131D944h
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4.8.7 Firmware Activation HistorfLog IdentifielC2h) Requirements
This defines theequrementsfor recording the Firmware Activation History.

Requirement Description
ID
FWHSTOGIL |Lists the last twenty firmware images that were activated (not downloaded) on
device This is a circular buffer where the®éntry is placed in entry 0 (byte offse
8 decimal).
FWHSTOG2 | When thedeviceis first shipped from the factory, there are no entries recorded.
FWHSTOG3 |AFirmware Activation History Entghall be recordeds shown in the table below
whenever anew firmwareis activatedby the device Firmware downloads shall n
generate an entry.
Sl Response
Action
000b No Firmware Activation History Entry recorded.
001b | AFirmware Activation History Entry recordedafter the next
Controller Level Reset.
010b | AFirmware Activation History Entry recordedafter the next
Controller Level Reset.
011b | AFirmware Activation History Entry recorded immediately.
FWHST.OG4 | Redundantactivation events shall not generate a new entry to prevent the scro
out of useful information. An entry shall be considered redundant if it meets A
the criteria below:
1. Timestamps within 1 minute from the last RECORDED eiaing
2. Power cycle count is the samand
3. Current firmware is the sameand
4. New firmware activated is the samand
5. Slot number is the sameand
6. Commit Action Type is the samend
7. The Result field has not chged
FWHSTOG5|[CAN)XY g NS ! OUAGFGA2Y |1 Aali2NerQa 23 |

4.8.7.1 Firmware Activation History (Log Identifier GP
This vendorspecific log page, C2h shall be 409@es with the following functionakquirements and

field format
Requirement Byte . # of : o
D Address Field Bytes FieldDescription
FAHEL 0 Log Identifief 1 |This field shall be set to C2h.
FAHE2 3:1 Reserved 3 | Shall be cleared to zero.
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Requirement| Byte . # of : L
D Address Field Bytes FieldDescription
FAHLE3 74 Valid 4 |Contains the number of event entries in the Io
Firmware that are valid. Starts at O from the factory or
Activation after aClear Firmware Update History (Featur
History Identifier C1h) Set FeatufseeSection4.12.4
Entries Clear Firmware Update History (Feature
Identifier C1h) Set Feature Increments on eac
new log entryup to the maximunof 20 entries
(seeEWHST.O4 (Redundant activation even
shall not generate a new entry)
FAHLE4 71:8 Firmware 64 |This field contains the first firmware activation
Activation entry.
History Entry
0
X X X X
1287:122| Firmware 64 |This fieldcontains the last firmware activation
4 Activation entry.
History Entry
19
FAHLES 4077:128| Reserved | 2790 |Shall beclearedto zero.
8
FAHL6 4079:407| Log Page 2 | This indicates the version of the mapping this
8 Version page uses. Shall be set to 0001h.
FAHL7 4095:408| Log Page 16 |[Shall be setto
0 GUID D11E3AC8AB24DE2A3F6DAB4769A796Dh

4.8.7.2 Firmware Activation History Entry Format
This defines thédistory Entryformat for recording Firmware Activation Histoeyents

Requirement Byte . # of : L
D Address Field Bytes FieldDescription
FAHEL 0 EntryVersion 1 Indicates the version of thsntry formatused in
Number the device. Shall be set td B.
FAHE2 1 Entry Length 1 | This field indicates the length in bytes of the
(EL) entry log event data. Shall be set to 40h.
FAHE3 3:2 Reserved 2 |Shall be cleared to zero.
FAHEA 5:4 Firmware 2 | This field shallhcrementevery time a firmware
Activation activation is attempted regardless of the resul
Count This value shall be cleared to zero when the
deviceis shipped from the factory. This field
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Requirement
ID

Byte
Address

Field

# of
Bytes

FieldDescription

shall be a saturating counterThis fields not
affected by &Clear Firmware Histy (Feature
Identifier C1h Set Featureand continues
counting from the next integer on the next
Firmware Activation

FAHES

13:6

Timestamp

This field shall indicathe Timestamp of when
the new firmware activation is completed, and
the device is running wh the new firmware.

The format of this field shall be as defined in
Section5.21.1.14 Timestamp (Feature Identifie
OEh) of the NVMe 1lbispecification.

FAHES

21:14

Reserved

Shall be cleared to zero.

FAHE

29:22

Power Cycle
Count

This fieldshall indicate the power cycle count i
which the firmware activation occurred.

FAHEB

37:30

Previous
Firmware

This field shall indicatihe previous firmware
version running on the device before this
firmware activation took place. The format of
thisfield shall be as defined in field Firmware
Revision (FR3ection5.15.2.2 Identify Controlle
Data Structure of the NVMe Ib&pecification.

FAHED

45:38

New
Firmware
Activated

This field shall indicatihe activated firmware
version that is running othe device after the
firmware activation took placelf firmware
activation failed, then this field shall display th
same information as FAHE The format of this
field shall be as defined in field Firmware
Revision (FR3ection5.15.2.2 Identify Comvller
Data Structure of the NVMe h4pecification.

FAHELO

46

Slot Number

This field shall indicatihe slot that the
activated firmware is in.

FAHEL1

47

Commit
Action Type

This field shall indicatine Commit action type
associated with the firmware activation event.

FAHEL2

49:48

Result

This field shall indicathe results of the
firmware activation event. A value of 0000h
shall represent the firmware commit was
successful. A nerero value all represent the
firmware commit was unsuccessful and the
value represents the status code associated V
the failure.

27



Requirement| Byte . # of : L
D Address Field Bytes FieldDescription
FAHEL3 63:50 Reserved 14 |Shall beclearedto zero.

4.8.8 Latency MonitorLog andFeature SeRequirements
The following are requirements for the Latency Monitog and Feature Sefor more information
about the Latency Monitoring Feature §teAppendix C Latency Monitoring Feature Set Theory of

Operation.

Requirement
ID

LMLOGL |All values in the Latency Monitor LBggeshall be persistent across power cycleg
and resets unless otherwise specified.

LMLO& | All counters shall be saturating counters (iiethe counter reaches the maximum
allowablesize,it stops incrementing and does NOT roll back to 0).

LMLOG3 |All values in the Latency Monitor Log shall be little endian format.

LMLO& | A read of the Latency Monitor Log shall be a simple redbdeofctive data and sha
not block 10.

LMLOG |Data in the Latency Monitor Log which is read by the host shall be no more thg
minutes old.

LMLOG5 |When configuring the Latency Monitoring Feature with Set Features the Active
Buckets and Static Buclssthall bereset.

LMLOG7 |When powering on, the counters shall run based on the previously configured
values. If the values have never been configured, they shall run based on the
default values.

LMLO& |The Latency Stamp shall be based on the NVMe timestamp command if it has
received. If the NVMe timestamp command has not been received it shall be |
on thedevice power on hours.

LMLO® |When the device provides a Latency Stamp of latencyewstlthe Latency Stamp
shall be based on command completion.

LMLOGLO |When generating a Latency Monitorihgg, the latency shall be no greater than tH
latency associated with generatingfalemetry log.

Description

LMLOGL1 |When configuring this featurehe thresholds shall always be configured such th
Active Threshold A < Active Threshold B < Active Threshold C < Active Threskh
If the host attempts to configure the device in such a way that violates the abo
rules,the device shall return Inval Field in Command

LMLOGL2 |The device shall support the Latency Monitoring Feature Set.
LMLOGL3 |The Latency Monitor Log page shall3de bytes.

LMLOGL4 |Executinga SetFeaturecommandfor LatencyMonitor (Feature IdentifieiCHh) shall
reset allthe contents in the Active/Static Buckets.
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4.8.9 Latency Monitor Log ldentifierC3)

This vendorspecific log page, C3h shall B&2bytes with the following functional requirements and
field format(seeAppendix C Latency Mondring Feature Set Theory of Operation additional
details)

Requirement| Byte . # of : L
D Address Field Bytes Field Description

LMDATAL 0 Latency 1 Bit Description
Monitor .
7:3
Feature
Status

Reserved. Shall be cleared to zerq
2 | Active Measured Latency Supporte

When set to 1b the Active Measurg
Latency field is supported and sha
be populated based on the Active
Latency Configuration settings.
When cleared to Ob the Active
Measured Latency is not supporteq

1 |Active Latency Configuration/Activ
Latency Mode 1 Supported.

When set to 1b the device shall
support the Active Latency
Configuration with the Active
Latency Mode = 1b. When cleared
to Ob the device does not support
Active Latency Mode =1b.

0 |LatencyMonitoring Feature Enableq

This is a global feature enable.
When set to 1b the Latency
Monitoring Feature for this device i
enabled. When cleared to Ob all
features in the Latency Monitoring
Log page are disabled for this devi
and can be ignored. Keén cleared
to Ob the other fields in this log pag
are not power loss safe and may b
lost.

The default value shall be 07h.
LMDATA? 1 Reserved 1 Shall be cleared to zero.
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Requirement

Byte

# of

D Address Field Bytes Field Description
LMDATA3 3:2 Active 2 The Active Bucket Timer is imf&inute
Bucket increments. Thus, a value of 0001h is 5
Timer minutes and a value of 0002h is 10 minutes.
This represents the amount of time the Active
Buckets have been accumulating data. The
Active Bucket Timer will saturate at FFFFh.
When the Active Bucket Timer reaches the
Active Bucket Timer Threshold then the data
specified inAppendix @& Latency Monitoring
Feature Set Theory of Operatisimoved into
the Static Buckets, the Active Bucket Timer ig
cleared to 0000h and restarts counting. If the
Active Bucket Timer is running and there is a
power cycle the Active Bucket Timer value frc
before the power cycle shall be restored into
the Active Bucket Timer and the Active Bucke
Timer shall continue tien the device is
powered on.
LMDATA 5:4 Active 2 Active Bucket Timer Threshold is the thresho
Bucket used to compare with the Active Bucket Time
Timer When cleared to 0000h this threshold is not
Threshold used, the Active Bucket Timer will saturate, a
the Static Buckets will not be loaded. This
threshold is in &minute increments.
The factory default value of the Active Bucket
Timer Threshold shall be set to 07EOh.
LMDATAS 6 Active 1 This defines Active Threshold A. This is in 51
Threshold A increments. A value of 00h represents 5ms.
value of FFh representsZB0 secondsThe
factory default is 05h.
LMDATA6 7 Active 1 This is in 5ms increments. The factory defay
Threshold B is 13h.
LMDATA/ 8 Active 1 This is in 5ms increments. The factory defau
Threshold C 1Eh.
LMDATAS 9 Active 1 This is in 5ms increments. The factory defau
Threshold D 2Eh.
LMDATAO 11:10 Active 2 This configures how both the Active Latency
Latency Stamp,and the Active Measured Latency Fiel

3C



Requirement| Byte . # of : L
D Address Field Bytes Field Description
Configuratio are updated on a per I/O command (Read,
n Write, Daallocate) counter basis.

When the Active Latency Mode is cleared to
the Active Latency Stamp and the Active
Measured Latency will trigger angbdate the
first time the associated command counter
increments. Once this trigger happens the
fields shall not be updated until the thee
Latency Stamp and Active Measured Latency
fields are reset based on the Active Bucket
Timer expiring.

When the Active Latency Mode is set to 1b th
Active Latency Stamp and the Active Measur
Latency fields shall update to show the larges
measuredatency based on the associated
command counter.

Bit Bucket | Counter | Description
15:12 | N/A N/A Reserved.
Shall be
cleared to
zero.
11 3 De Active Latency
allocate/T| Mode [11]
RIM
10 3 Write | Active Latency
Mode [10]
9 3 Read | Active Latency
Mode [9]
8 2 De Active Latency
allocate/T| Mode [8]
RIM
7 2 Write | Active Latency
Mode [7]
6 2 Read | Active Latency
Mode [6]




Requirement
ID

Byte
Address

Field

# of
Bytes

Field Description

De
allocate/T
RIM

Write

Active Latency
Mode [5]

Active Latency
Mode [4]

Active Latency
Mode [3]

Active Latency
Mode [2]

Read

De
allocate/T
RIM

Write

Active Latency
Mode [1]

Active Latency
Mode [0]
The default value shall be OFFFh.

0 0 Read

LMDATALO

12

Active

Latency
Minimum
Window

This is the minimum number of 100
millisecondsncrements between Latency
Events for a single Active Latency Stamp ang
Active Measured Latency. When cleared to (
this feature is disabled. This count is in 100
millisecond increments, thus a value of 01h is
100 milliseconds and 02h is 200 millisecend
Once a Latency Stamp/Measured Latency is
updated if the Active Latency Minimum
Window time has not expired and an event th
is configurated to generate a Latency
Stamp/Measured Latency occurs the Latency
Stamp/Measured Latency will not be recorde
The default value of this field is OAh.

LMDATAL1

31:13

Reserved

19

Shall beclearedto zero.

LMDATAL2

47:32

Active
Bucket
Counter O

16

Byte
Address

47:44
43:40
39:36

Description

Read Command Counter.
Write Command Counter.

De-Allocate/TRIM Command
Counter.

Reserved.Shall beclearedto
zero.

3532
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Requirement

Byte

# of

D Address Field Bytes Field Description
LMDATAL3 63:48 Active 16 Byte Seseraion
Bucket Address
Counter 1 63:60 | Read Command Counter.
59:56 | Write Command Counter.
55:52 | De-Allocate/TRIM Command
Counter.
51:48 | Reserved.Shall beclearedto
Zero.
LMDATAL4 79:64 Active 16 Byte Seqeria
Bucket Address P
Counter 2 79:76 |Read Command Counter.
75:72 |Write Command Counter.
71:68 |De-Allocate/TRIM Command
Counter.
67:64 |Reserved.Shall beclearedto
Zero.
LMDATALS 95:80 Active 16 Byte e
Bucket Address P
Counter 3 95:92 |Read Command Counter.
91:88 |Write Command Counter.
87:84 |De-Allocate/TRIM Command
Counter.
83:80 |Reserved.Shall beclearedto
Zero.
LMDATAL6 191:96 Active 96 | This field contains a Timestamp for when a
Latency latency event occurred for each counter. A
Stamp value of FFFFFFFF_FFFFRRE&hS the

Latency Stamp is not valid. The Active Laten
Stamp uses the data format for Timestamp a
defined in NVMe.

Aggrtgss Bucket| Counter| Description

191184 0 Read |Active Latency
Stamp O

183176 0 Write |Active Latency
Stamp 1
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Requirement| Byte . # of : L
D Address Field Bytes Field Description
175:168 0 De |Active Latency
allocate/| Stamp 2
TRIM
167:160 1 Read |Active Latency
Stamp 3
159152 1 Write |Active Latency
Stamp 4
151:144 1 De |Active Latency
allocate/| Stamp 5
TRIM
143:136 2 Read |Active Latency
Stamp 6
135128 2 Write |Active Latency
Stamp 7
127:120 2 De |Active Latency
allocate/| Stamp 8
TRIM
119:112 3 Read |Active Latency
Stamp 9
111:104 3 Write |Active Latency
Stamp 10
103:96 3 De |Active Latency
allocate/| Stamp 11
TRIM
LMDATAL7 | 215:192 Active 24 | This is thaneasured latency that caused the
Measured counter to increment. A value of 0000h mear
Latency this field is invalid. A value of 0001h represe

1 millisecond. A value of 0002h represents 2

milliseconds.

Byte .
Address Bucket| Counter| Description
215:214 0 Read |Active

Measured
Latency O
213:212 0 Write |Active
Measured
Latency 1
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Requirement

Byte

# of

D Address Field Bytes Field Description
211:210 0 De |Active
allocate/| Measured
TRIM |Latency 2
209:208 1 Read |Active
Measured
Latency 3
207:206 1 Write |Active
Measured
Latency 4
205:204 1 De |Active
allocate/| Measured
TRIM |Latency 5
203:202 2 Read |Active
Measured
Latency 6
201:200 2 Write |Active
Measured
Latency 7
199:198 2 De |Active
allocate/| Measured
TRIM |Latency 8
197:196 3 Read |Active
Measured
Latency 9
195:194 3 Write |Active
Measured
Latency 10
193:192 3 De |Active
allocate/| Measured
TRIM |Latency 11
LMDATAL8 | 217:216 Active 2 When bit is set to 1b the Active Latency Stan
Latency was based on receiving the NVMe Timestam
Stamp Units When bit is cleared to Ob the Active Latency

Stamp wadpased on power on hours since the
NVMe Timestamp was not received.

Bit Bucket | Counter | Description
15:12 N/A N/A Reserved.
Shall be
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Requirement| Byte . # of : L
D Address Field Bytes Field Description
clearedto
zero.
11 3 De Active Latency
allocate/T| Stamp Unit
RIM |[11]
10 3 Write | Active Latency
Stamp Unit
[10]
9 3 Read |Active Latency
Stamp Unit [9]
8 2 De Active Latency
allocate/T| Stamp Unit [8]
RIM
7 2 Write | Active Latency
Stamp Unit [7]
6 2 Read |Active Latency
Stamp Unit [6]
5 1 De Active Latency
allocate/T| Stamp Unit [5]
RIM
4 1 Write | Active Latency
StampUnit [4]
3 1 Read |Active Latency
Stamp Unit [3]
2 0 De Active Latency
allocate/T| Stamp Unit [2]
RIM
1 0 Write  |Active Latency
Stamp Unit [1]
0 0 Read |Active Latency
Stamp Unit [O]
LMDATAL9 | 239:218 | Reserved 22 | Shall beclearedto zero.
LMDATA20 | 255:240 Static 16 | Thisis a snapshot of the Active Bucket Coun
Bucket 0 which is moved to this field when the Active
Counter 0 Bucket Timer equals the Active Bucket Timer
Threshold.
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Requirement

ID

Byte
Address

Field

# of
Bytes

Field Description

Byte
Address
255252
251:248
247:244

Description

Read Comman@ounter.
Write Command Counter.

De-Allocate/TRIM Command
Counter.

Reserved.Shall beclearedto
zero.

243:240

LMDATA21

271:256

Static
Bucket
Counter 1

16

This is a snapshot of the Active Bucket Coun
1 which is moved to this field when the Active
Bucket Timer equals the Active Bucket Timer
Threshold.

Byte
Address
271:268
267:264
263260

Description

Read Command Counter.
Write Command Counter.

De-Allocate/TRIM Command
Counter.

Reserved.Shall beclearedto
zero.

259:256

LMDATA22

287:272

Static
Bucket
Counter 2

16

This is a snapshot of the Active Bucket Coun
2 which is moved to this field when the Active
Bucket Timer equals the Active Bucket Timer
Threshold.

Byte
Address
287284
283:280
279:276

Description

Read Command Counter.
Write Command Counter.

De-Allocate/TRIM Command
Counter.

Reserved.Shall beclearedto
zero.

275:272

LMDATA23

303:288

Static
Bucket
Counter 3

16

This is a snapshot of the Active Bucket Coun
3 which is moved to this field when the Active
Bucket Timer equals th&ctive Bucket Timer

Threshold.
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Requirement

Byte

# of

D Address Field Bytes Field Description
Byte e
Address Description
303:300 Read Command Counter.
299:296 Write Command Counter.
295:292 De-Allocate/TRIM Command
Counter.
291:288 | Reserved.Shall beclearedto
zero.
LMDATA24 | 399:304 Static 96 | This is a snapshot of the Active Latency Stan
Latency which is moved to this field when the Active
Stamp Bucket Timer equals the Active Bucket Timer

Threshold.

This field contains a timestamp for when a
latency event occurred for each counter. A
value of FFFFFFFFFFFFFFh means the
Latency Stamp is not valid. The Static Laten
Stamp uses the Timestamp data format as

defined in NVMe.

Byte _—
Address Bucket| Counter| Description
399:392 0 Read |Static Latency

Stamp O
391:384 0 Write |Static Latency
Stamp 1
383376 0 De |Static Latency
allocate/| Stamp 2
TRIM
375:368 1 Read |Static Latency
Stamp 3
367:360 1 Write | Static Latency
Stamp 4
359:352 1 De |Static Latency
allocate/| Stamp 5
TRIM
351344 2 Read |Static Latency
Stamp 6
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Requirement

Byte

# of

D Address Field Bytes Field Description
343336 2 Write |Static Latency
Stamp 7
335:328 2 De |Static Latency
allocate/| Stamp 8
TRIM
327320 3 Read |Static Latency
Stamp 9
319:312 3 Write |Static Latency
Stamp 10
311304 3 De |Static Latency
allocate/| Stamp 11
TRIM
LMDATA25 | 423:400 Static 24 | This is a snapshot of the Active Measured
Measured Latency which is moved to this field when the
Latency Active Bucket Timer equals the Active Bucke

Timer Threshold.

A value of 0000h means this field is invalid. A
value of 0001h represents 1 millisecond. A
value of @02h represents 2 milliseconds.

Byte _—
Address Bucket| Counter| Description
423:422 0 Read |Static
Measured
Latency O

421:420 0 Write | Static
Measured
Latency 1

419:418 0 De |Static
allocate/| Measured
TRIM |Latency 2

417:416 1 Read |Static
Measured
Latency 3

415:414 1 Write |Static
Measured
Latency 4
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Requirement
ID

Byte
Address

Field

# of
Bytes

Field Description

413:412

1

De
allocate/
TRIM

Static
Measured
Latency 5

411:410

Read

Static
Measured
Latency 6

409:408

Write

Static
Measured
Latency 7

407:406

De
allocate/
TRIM

Static
Measured
Latency 8

405:404

Read

Static
Measured
Latency 9

403:402

Write

Static
Measured
Latency 10

401:400

De
allocate/
TRIM

Static
Measured
Latency 11

LMDATA26

425:424

Static
Latency
Stamp Units

This is a snapshot of the Active Latency Stan

Units which is moved to this field when the

Active Bucket Timer equals the Active Bucke

Timer Threshold.

When bit is set to 1b the Static Latency Stam
was based on receiving the NVMe Timestam
and the oftet from this. When bit is cleared t

Ob the Static Latency Stamp was based on

power on hours since the NVMe Timestamp

was not received.

Bit Bucket | Counter | Description
15:12 N/A N/A Reserved.
Shall be
clearedto
Zero.
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Requirement| Byte . # of : L
D Address Field Bytes Field Description
11 3 De Static Latency
allocate/T| Stamp Unit
RIM  |[11]
10 3 Write | Static Latency
Stamp Unit
[10]
9 3 Read |Static Latency
Stamp Unit [9]
8 2 De Static Latency
allocate/T| Stamp Unit [8]
RIM
7 2 Write | Static Latency
Stamp Unit [7]
6 2 Read |Static Latency
Stamp Unit [6]
5 1 De Static Latency
allocate/T| Stamp Unit [5]
RIM
4 1 Write | Static Latency
Stamp Unit [4]
3 1 Read |Static Latency
Stamp Unit [3]
2 0 De Static Latency
allocate/T| Stamp Unit [2]
RIM
1 0 Write | Static Latency
Stamp Unit [1]
0 0 Read |Static Latency
Stamp Unit [O]
LMDATA27 | 447:426 | Reserved 22 | Shall beclearedto zero.
LMDATA28 | 449:448 | Debug Log 2 This controls what counters can cause a deb
Trigger log event to be triggered. When set to 1b the
Enable first time the bucket/counter combination is
incremented a debug log is triggered. When
cleared to Ob a debug log will not be triggerec
when the bucket/counter canbination is
incremented.
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Requirement| Byte . # of : L
D Address Field Bytes Field Description
Bit R Bucket | Counter| Description
Value
15:12| N/A N/A N/A |Reserved.
Shall be
clearedto
zero.
11 1b 3 De |Active Log
allocat |Enable [11]
e/TRIM
10 1b 3 Write |Active Log
Enable [10]
9 1b 3 Read | Active Log
Enable [9]
8 1b 2 De |Active Log
allocat|Enable [8]
e/TRIM
7 1b 2 Write |Active Log
Enable [7]
6 1b 2 Read |Active Log
Enable [6]
5 Ob 1 De |Active Log
allocat|Enable [5]
e/TRIM
4 Ob 1 Write |Active Log
Enable [4]
3 Ob 1 Read |Active Log
Enable [3]
2 Ob 0 De |Active Log
allocat | Enable [2]
e/TRIM
1 Ob 0 Write |Active Log
Enable [1]
0 Ob 0 Read |Active Log
Enable [0]
LMDATA29 | 451:450 | Debug Log 2 When a debug log tsiggered,this is the
Measured measured latency for the Latency Stamp that
Latency caused the debug log to triggeA value of
0000h means this field is invalidA value of
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Requirement

Byte

# of

D Address Field Bytes Field Description
0001h represents 1msA value of002h
represents 2 millisecond# value of FFFR
means the Debug Log Msured Latency
saturated at the max.
LMDATA30 | 459:452 | Debug Log 8 This is the Latency Stamp associated with th¢
Latency debug log.
Stamp
LMDATA31 | 461:460 | Debug Log 2 If the debug log is valid this is a pointer to the
Pointer debug log. This may hesed as the telemetry
identifier or some other type of pointer to the
debug log.
LMDATA32 | 463:462 Debug 2 When the Debug Counter Trigger Source bit
Counter set to 1b the debug log is valid, and this is the
Trigger counter that triggered the delng log. When
Source the Debug Counter Trigger Source bit is clea

to Ob this is not the counter that triggered the
debug log. No more than 1 bit in this field sh
be set. When the Debug Counter Trigger
Source is Ob the Debug Log Latency, Debug
LatencyStamp, Debug Log Pointer and Debu
Counter Trigger Source is not valid.

If the debug log has been cleared this field s
be cleared to zero.

Bit Bucket | Counter | Description
15:12 | N/A N/A  |Reserved.
Shall be
clearedto
zero.
11 3 De Debug
allocate/T| Counter
RIM | Trigger Sourcg
11
10 3 Write |Debug
Counter
Trigger Source
10
9 3 Read |Debug
Counter
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Requirement
ID

Byte
Address

Field

# of
Bytes

Field Description

Trigger Source
9

2 De Debug
allocate/T| Counter

RIM | Trigger Sourcg
8

2 Write |Debug
Counter
Trigger Source
7

2 Read |Debug
Counter
Trigger Source
6

1 De Debug
allocate/T| Counter

RIM | Trigger Sourcg
5

1 Write |Debug
Counter
Trigger Source
4

1 Read |Debug
Counter
Trigger Source
3

0 De Debug
allocate/T| Counter

RIM | Trigger Sourcg
2

0 Write |Debug
Counter
TriggerSource
1

0 Read |Debug

Counter
Trigger Source
0
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Requirement| Byte # of

D Address Field Bytes Field Description
LMDATAS3 464 Debug Log 1 Bit Description
Stamp Units 7:1 |Reserved. Shall dearedto zero.

0 |When set to 1b the Debug Latency
Stamp was based on receiving the
NVMe Timestamp and the offset
from this. When cleared to Ob the
Debug Latency Stamp was based
power on hours since the NVMe
Timestamp was not received.

LMDATA34 | 493:465| Reserved 29 | Shall beclearedto zero.
LMDATA35 | 495:494 | Log Page 2 This indicates the version of tHsy page. Shal

Version be set to 0001h.
LMDATA36 | 511:496 | Log Page 16 | Shall be set to
GUID 85D45E58D4E643709C6C84D08CC07A92h

4.8.10 Device CapabilitiegLogldentifier Ch) Requirements

This log provideshehost a consolidated report of critical devsgecific support informationThis
vendorspecific log page, C4h shall B@96byteswith the following functional requirements and field
format:

Requ:E)e ment Ac?()j/;ﬁss Field :ygs FieldDescription
DCLFAL 1.0 PCIl Expresy 2 The number of physical PCI Express ports
Ports supported by the device.
DCLR2 3:2 0ooB 2 Bit field indicating the OOB Management
Manageme interfaces supported by the device.
nt Support Bit Description

15 |Shall beset to 1b if the device has
been tested and found to comply
with the OOB Management

requirements of this specification.

14:3 |Reserved. Shall idearedto zero.
2 Shall be set to 1b if NVMe Basic

Management Commanid
supported.

1 Shall be set to 16 MCTP over PCle
VDM is supported.
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0 |Shall be setto 1b if MCTP over
SMBus is supported.
DCLR3 5:4 Write Bit field indicatinghe Write Zeroes command
Zeroes requiremerts supported by the device.
Command Bit Description
Supprt 15 |Shall be seto 1b if the device has
been tested and found to comply
with the Write Zeroes command
requirements of this specification.
14:5 |Reserved. Shall earedto zero.
4 |Shall be set to 1b if the requiremer]
of NVMelO-6 (Write Zeroes DEAC
bit) are met.
3 |Shall be set to 1b if the requiremer
of NVMelO-5 are met
2 | Shall be set to 1b if setting the FU/
bit is supported.
1 |Shall be set to 1b if setting the DEA
bit is supported.
0 |Shall be setto 1b if the Write Zerog
command is supported.
DCLH 7.6 Sanitize Bit field indicating the Sanitize command
Command requirements suppded by the device.
Support Bit Description
15 |Shall be set to 1b if the device has
been tested and found to comply
with the Sanitize command
requirements of this specification.
145 |Reserved. Shall lmearedto zero.
4 |Shall be set to 1b if Deallocate LBA
is supported.
3 | Shall be set to 1b if Overwrite is
supported.
2 Shall beset to 1b if Block Erase is
supported.
1 |Shall be setto 1b if Cryptérase is
supported.
0 |Shall be setto 1b if the Sanitize
command is supported.
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DCLPS 9:8 Dataset Bit field indicating the Dataset Management
Manageme command requirements supported by the
nt device.
Command Bit Description
Support 15 |Shall be set to 1b if the device has
been tested and found to comply
with the Dataset Management
command requirements of this
specification.
142 |Reserved. Shall dearedto zero.

1 Shall be set to 1b if Attribute
Deallocate (AD) is supported.

0 |Shall be set to 1b if the Dataset
Managementtommand is
supported.

DCLF5 11:10 Write Bit field indicating the Write Uncorrectable

Uncorrectab commandrequirements supported by the
le device.
Command Bit Description
Support 15 |Shall be set to 1b if the device has
been tested and found to comply
with the Write Uncorrectable
command requirements of this
specification.
144 |Reserved. Shall dearedto zero.

3 |Shall beset to 1b ifthe SMART /
Health Information(Log Identifier
02h)requirements oNVMelO-14
are met.

2 | Shall be set to 1b if the device
supports setting uncorrectable on
the maximumnumber of LBAs
allowed by the NVMe specification

1 |Shall be set to 1b if the device
supportssetting uncorrectable on a
single LBA.

0 |Shall be set to 1b if the Write
Uncorrectable command is
supported.
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DCLF/ 13:12 Fused 2 Bit field indicating the fused command pairs
Operation requiremerts supported by the device.
Support Bit Description
15 |Shall be setto 1b if the device has
been tested and found to comply
with the fused command pair
supportrequirements of this
specification.
141 |Reserved. Shall dearedto zero.
0 |Shall be set to 1b the Compare anc
Write fused command pair is
supported
DCLF8 15:14 Minimum 2 Shall be set to the lowest numbered valé&SD
ValidDSSD Power State. Setting aDSSPower State less
Power State than this value results imvalid Field in
Command$eeDSSBS& (DSSD Power State
less than the Minimum DSSD Power Siate
DCLP 14316 | DSSDPower| 128 | Byte 16 is reserved and shall be cleared to z¢
State
Descriptors The device shall populate bytes-143 with a
singlebyte DSSPower State Descriptor for
eachDSSIPower StateqeeSection 48.10.2
DSSD Power State Descriptstarting with
DSSPower State 1.
TheDSSDPower State Descriptors shall be
populated in increasing order of power state
number, i.e., byte 17 contains the descriptor {
DSSMPower State 1, byte 18 contains the
descriptor forDSSDPower State 2, etc. up to
byte 143 which contains the descriptorrfo
DSSPower State 127.
DCLPLO 4077144 | Reserved | 3934 | Shall be cleared to zero.
DCLPL1 4079:407| Log Page 2 This indicates the version of the mapping this
8 Version log page uses. Shall be set to 0001h.
DCLPL2 4095:408| Log Page 16 | Shall beset to
0 GUID B7053C914B58495D98C9E1D10D054297h.

4.8.10.1DSSPower State Requirements

DSSDpower states provide an alternative interface to NVMe power manageB®8Dand NVMe
Power States are numbered in opposite direcitidngher numbere®SSDPower States conswmore
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power than lower numberéaSSDPower States, whereas higher numbered NVMe Power States
consume less power than lower numbered NVMe Power States.

Selecting adDSSDPower State via a Set Features commard$ection 4.12.13DSSD Power State
(Feature ldentifieC7h) Set Featujecauses the device to run at thghest poweretlVMe Power State
whose Maximum Power (MR) wattsis less than or equal to the number of i@ DPower State.
For example, placing the devicel&SDPower State number 20 causes the device to tadrighest
powered\NVMe Power State whose Maximum PowBtP) is less than or equal to 20 watts.

In general, a device will have mapsSsSDPower Statedhan NVMe Power States. Selecting@®SD
Power State whose number is not the Maximum P@Me) in watts of an NVMe Power State causes
the device to drop down to run at thighest poweretlVMe Power State whose Maximum Power
(MP) does not exceed the nuentof theDSSDPower State in watts.

For example, suppose that a device supports NVMe Power State 5 that consunuee thar20 watts
MaximumPower(MP) and NVMe Power State 6 that consumesamore thari6 wattsMaximum

Power (MP). SelectingSSDPower State 18 (i.e., 18 walkaximumPower (MP)) causes the device
to enter NVMe Power State 6 and consuraenore thari6 wattsMaximumPower(MP). In this
examplethe device reports 18 as ESSDPower Statand6 as its NVMe PoweS$tate Selecting

NVMe Power State 6auses the device to report 16 aPDiESDPower State and 6 as its NVMe Power
State.

DSSDPower State 0 does not exist, as a device that is consuming MeateumPower (MP) is
powered off. DSSDPower States thaeépresena Maximum Powe(MP) lessthan thdowest powered
NVMe Power State are invalid. The lowest numbesa@dl DSSDPower State is indicated in DCL8?

4.8.10.2DSSPower State Descriptor
TheDSSDPower State Descriptor for eablsSDPower State has the following format:

Requ;E)ement Bits Field Field Description
DSSDPSD 7 ValidDSSD | Shall be set to 1b the number ofthis DSSFPower
Power State | State iggreater than or equal to th&linimum Valid
OCP Power Stateg¢eDCLF8 (Minimum Valid DSSL
Power Stat@).
DSSDPSD 6:5 Reserved Shall be cleared to zero.
DSSDPS® 4.0 NVMe Power | Shall be set to the number of theghestpowered
State NVMePower Sate whose Maximum Power (MP) i
watts is less than or equal to the number of this
DSSPower State.

4.8.11 Unsupported Requirements (Log Identifier C5h)

This log provides a hostith a consolidated report afl the Requirement IDs that the device does not
support This vendorspecific log page, &h shall be 4096yteswith the following functional
requirements and field format:
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Requirement Byte . # of , _
D Address Field Bytes FieldDescription
URR1 1:0 Unsupporte| 2 The number otUnsupported Requirement IDs
d Count
URLR2 15:2 Reserved 14 | Shall be cleared to zero.
URR3 4063:16 | Unsupporte| 4048 |This structure shall be populated with betwee
d and25316-byte zero padded ASCII strings. E
Requiremen string shall be the Requirement ID of a
ts List requirement that the device does not support.
Entries shall be in alphabetical ordégnused
entries shall be cleared to zero.
Byte .
Address Description
31:16 |FirstUnsupportedRequirement
ID entry.
47.32 |SecondJnsupported
Requirement ID entry.
X X
4063:404|253rd Unsupported Requiremen
8 ID entry.
UR.R4 40771406 | Reserved 14 | Shall be cleared to zero.
4
UR.R5 4079:407| Log Page 2 This indicates theersion of the mapping this
8 Version log page uses. Shall be set to 0001
UR_R6 4095408 | Log Page 16 | Shall be set to
0 GUID C7BB8B7D032486 BR2C2399(EOC7 22MH.

4.9 FirmwareUpdate Requirements
This defines the requirements for firmware update in the device.

Requirement

be supported:
1 000bg Download only.

1 001bg Download and activate upon reset.
1 010bc Activate upon reset.

D Description
FWUPL | A firmware activation history log shall be recordgdeSection 4.8.6 Firmware
Activation History (Log Identifier C2h) Requiremgnts
FWUPR2 Devices shall not have amgstrictions on the number of firmware downloads
supported.
FWUP3 TheRrmware Commit command with the following Commit Action (CA) codes S
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Requirement Description
ID
1 011bg Activate immediately without reset.

FWUP4 Firmware Image Download Command shall be supported.

FWUPS Obsolete.

FWUP6 | The device shall support a minimum ofeéad/write slots for firmware update and
may support up to 7.

FWUPR7 For firmware commit action 011b (firmware activation without reset), the devicg
shall complete the firmware activation process and be ready to accept f@srd
admin commands within 1 seconbfn the receipt of theHrmware Commit
command. The Maximum Time for Firmware Activation (MTFA) field shall not
exceed Ah.

FWUP8 |When attempting to downgrade to incompatible firmware revision, the device s
return Firmware Activation Prohibited (13kdatus to a Firmware Commit
command. All lower security revision firmware images shall be considered
incompatible.

FWUP9 The firmware image in each valid firmware slot shall have multiple copies of th
firmware image for reliability. A single correpk firmware image shall not result i
the device no longer functioning.

FWUPL0 Firmware activatiorshall not cause user data to be lost or destroyed.
FWUP11 Firmware activatiowithout resetshall preserve theurrentstate of the device
(e.g, Opal locking state, Set FeaturdémestamplLog Page contentsfc.).

4.10 De-Allocation Requirements

Requ:ge ment Description

TRIM1 Thedeviceshall supporthe Deallocate attribute of th®ataset Management
command.

TRIM2 For data that has beedeallocatedthe NVMe specificatiomersion 1.4 requires it
to be 0, 1, or unchanged when reaBata returned shall only be 0, 1 or unchangg
on asectorby-sectorbasis

TRIM3 If data has been dallocated and not written tavhenan unsafe power down even
happensthe datashallbe 0, 1 or unchanged when read.

TRIM4 De-allocated addresseshallprovide the performance and reliability benefits of
overprovisioned space.

TRIM5 The device shall support Garbage Collection during periods éth@dle GC).

TRIM6 Read latency shall not change more than 5% from baseline when the host is ig
De-Allocate/TRIM commands.
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Requirement
ID

Description

TRIM7

Read latency shall not change more than 5% from baseline when the device ig

performing Idle GC.

4.11 Sectordzeand Namespac&upport

Requllere ment Description
SECORL |Obsolete.Replaced bysECTOR (512-byte and 409ébyte logical block sizes)
SECOR2 |Obsolete.Replaced bysECTOR (512-byte and 409ébyte logical block sizes)
SECTOR |The device shall have one Namespatmwsesize ishe maximum capacitgs
shipped from the factory.
SECTOR |The device shall support 548te and 409ébyte logical block sizes.

4.12 SetlGet Features Requirements

4.12.1 General Get Feature Requirements

Requirement

D Description
GETH For any Get Feature Identifier defined in this secti®alection (SEL) values 00b tq
11b in Dword 10 shall be supported.
GETR2 If the feature requested by Set Feature is not supported, then a status error co

02h (Invalid Field in Command) shall be returned.

Thedeviceshall

support the following additional vendor unidiet /Get Featusddentifiers.

4.12.2 Error Injection Feature ldentifierCth) Set Feature

Featurea inject one or more err@onditions to be reported by the devidkmultiple Set Features

commands for this feature aent by the hosthen only information from the most recent successful
command is retained (i.e., subsequent commands replace information provptetioys

commands).
Requlllrjement Dword Field Bits Field Description
SERR1 0 Command | 31:16 |Shall be set as defined in NVMe Specification
Identifier version 1.4.
(CID)
SERR2 0 PRP or SGI 15:14 |Shall be cleared to 00b.
for Data
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Requirement

D Dword Field Bits Field Description
Transfer
(PSDT)
SERR3 0 Reserved | 13:10 |Shall beclearedto zero.
SERK4 0 Fused 9:8 |Shall be cleared to 00b.
Operation
(FUSE)
SERR® 0 Opcode 7:0 |Shall be set to 09h.
(OPC)
SERRG 1 Namespace| 31:0 |Shall besetto FFFFFFRF
Identifier
(NSID)
SERRI 2:3 Reserved | 31:0 |Shall beclearedto zero.
SERR3 4:5 Metadata 31:0 |Shall beclearedto zero.
Pointer
(MPTR)
SERRY 6:9 Data Pointer; 31:0 |Shall point to a physically contiguous 4€8ge
(DPTR) address range containing 0 to 127 Error Inject
DataStructure Entries.

SERR10 10 Save (SV)| 31 |The device shall not support setting this tait
1b. If the controller receiveshis Set Features
command with the bit set td b, then thedevice
shall abot the commandwith a status of
Feature Identifier NoBawable

SERR11 10 Reserved | 30:8 |Shall beclearedto zero.

SERR12 10 Feature 7:0 |Shall be set to COh.

Identifier
(FID)
SERR13 11 Reserved | 31:7 |Shall be cleared to zero.
SERR14 11 Number of | 6:0 |This field shall specify the number of valid Err
Error Injection Data Entries described in the addres
Injections range pointed to by the Data Pointer (DPTR)
field.

SERRI15 1213 Reserved | 31:0 |Shall be cleared to zero.

SERRI16 14 UUIDIndex | 31:0 [Shall be set pedUID3.

SERR17 15 Reserved | 31:0 |Shall be cleared to zero.
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Requirement Description
ID

ERRL The maximum number of entries the Number of Error Injections field shall be
127.

ERRP A value 0o00000®b in the Number of Error Injections field shall cleayan
outstanding error injection events.

ERRB The error injections shall not overlap and may be listed in any order (e.g., orde
by error injection type is natequired).

ERRH The host shall cleamg unused entries in the Error Injection data structureze&ro
andthe deviceshall ignoreall zeroed entries The device shall check at least the
first four bytes of each Error Injection Entigita structure to @termine if it is
zeroed.

ERRb The device shall abort therror InjectionSet Feature command if the request
contains an error injection type that is not supported or the Single Instance val
the given Error Injection Type is not valid

ERRB Once the trigger conditions specifiedan Error Injection Entry are methe device
shall injectthe defined error event sucthat the host can detedthe errorthrough
either an AENbeing sent, theCFS bit beinget,or command being aborted.

4.12.2.1Error Ingction Entry Data Structure

Requirement
ID

Byte : # of _ -
Address Field Bytes Field Description

ERRIA

0 Error Entry 1 |Error Entry Flags definition:
Flags Bit Description
7:2 |Reserved. Shall earedto zero.

1 |Single Instance: If cleared to Ob,
indicates error injection is enabled
until disabled. If set to 1b, indicate|
a single instance error injection
where a single error shall be
injected. After a single instance
error has been created, the error
injection is considered disabled.

0 |Error Injection Enable: If cleared tg
Ob, indicates error injection is
disabled. If setto 1b, indicates err
injection is enabled.

ERRI2

1 Reserved 1 Shall beclearedto zero.
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Requirement
ID

Byte
Address

Field

# of
Bytes

Field Description

ERRIB

3.2

Error
Injection
Type

Error Injection typedefinition:

Value

Field Description

0000h

Reserved

0001h

Device Pani¢c CPU/Controller Hang

0002h

Device Panic NAND Hang

0003h

Device Panic PLP Defect

0004h

Device Panig Logical Firmware
Error

0005h

Device Panic DRAMCorruption
Critical Path

0006h

Device Panic DRAM Corruption
Non-Critical Path

0007h

Device Panic¢ NAND Corruption

0008h

Device Panig SRAM Corruption

0009h

Device Pani¢ HW Malfunction

000Ah

Device Panic No More NAND
SparesAvailable

000Bh

- FFFFI

Reserved Shall be cleared to zero.

ERRIEA

31:4

Error
Injection
Type Specifif

Definition

28

Error Injection Type specific definition.

4.12.2.2Device Pani€&rror Injection Type

The device shall inject a device panic that the host can detect through either antAERFS bit
being set.For the Device Panic type, a Single Instance value of O is not \tadist shall perform the
Panic Reset and Device Recovery actions spedifi€gror RecoveryLog Identifier C1h).

Requlllrje ment Agcsi/rtgss Field B# ytoefs FieldDescription
ERRIEDP 0 Error Entry 1 Device Panic Error Entry Flags:
Flags Bit Description
7:2 |Reserved. Shall earedto zero.
1 |Shall be setto 1b
0 |Shall be setto 1b
ERRIEDP 1 Reserved 1 |Shall beclearedto zero.
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Requirement| Byte # of

D Address Field Bytes FieldDescription

ERRIEDB 3:2 Error 2 |Shall be set to the range of 0001h to 000Ah.

Injection
Type

ERRIEDR 31:4 Error 28 |Device Panic Error Injection information:

Injection
Tpre Specifi A(?()j/rt'gss Field Description

Definition 31:6 |Reserved Shall beclearedto

Zero.

5:4 Number of Reads to Trigger
Device Panic (NRTDRidicates
the number of Read commands
the device shall process and
complete before triggering a
device panic.

4.12.3 Error Injection Feature ldentifierCth) Get Feature

This Get Feature returns the seeafor injections that are enabledttve device The attributes
specified inSection4.12.2.2- Device Panic Error Injection Typare returned in Dword 0 of the
completion queue entry and the Error Inject data structure spdaif@sgttion4.12.2.1- Error Injection
Entry Data Structures returned for each error injection in the data bufbettfiat command. If there are
no currently enabled error injections, the data buffer returned shall contain all Zleeodeviceshall
clear to zero all unused entries in the Error Injection data structure.

4.12.3.1Error Injection¢ Get Features Completion Queltry Dword O

Reqjllrgment Field Bits FieldDescription
GERR1 Reserved | 31:7 |Shall beclearedto zero.
GERR2 Number of | 6:0 |This field indicates the number ofitstandingenabled error
Error injections returned in theommand data buffe(seeSection
Injections 4.12.2.1Error Injection Entry Data Structufer the format
(NUM) of the entries.
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4.12.4 Clear Firmware Update HistorfFeature IdentifierCln) Set Feature

Requirement

D Dword Field Bits FieldDescription

CFUHL 0 Command | 31:16 |Shall be set as defined in NVMe Specification

Identifier version 1.4.
(CID)
CFUKR 0 PRP or SGI 15:14 |Shall beclearedto 00b.
for Data
Transfer
(PSDT)
CFURB 0 Reserved | 13:10 |Shall beclearedto zero.
CFUK4 0 Fused 9:8 |Shall beclearedto 00b.
Operation
(FUSE)
CFUKb 0 Opcode 7:0 |Shall be set to 09h
(OPC)
CFURb 1 Namespace| 31:0 |Shall beclearedto zero.
Identifier
(NSID)
CFUH7 2:3 Reserved | 31:0 |Shall beclearedto zero.
CFURB 4:5 Metadata 31:0 [Shall beclearedto zero.
Pointer
(MPTR)
CFUFD 6:9 Data Pointer;, 31:0 |Shall beclearedto zero.
(DPTR)

CFUHLO 10 Save (SV)| 31 |The device shall not support setting this bit to
1b. If the controller receiveshis Set Features
command with the bit set td.b, then thedevice
shall abot the commandwith a status of
Feature Identifier NoSawable.

CFUHL1 10 Reserved | 30:8 |Shall beclearedto zero.

CFUHL2 10 Feature 7:0 | Shall be set to .

Identifier
(FID)
CFUHL3 11 Clear 31 Set to 1b to cleathe Firmware Activation
Firmware History (og IdentifielC2h).
Update ¢KS b+xa$S /[ L LJdefiv- Ay
History Log activateK A a 12 NB ¢ OFy | f &z
operation.
CFUHL4 11 Reserved | 30:0 | Shall beclearedto zero.
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RqullrSment Dword Field Bits Field Description
CFUHL5 12:13 Reserved | 31:0 | Shall beclearedto zero.
CFUHL6 14 UUIDIndex | 31:0 | Shall be set pedUID3.
CFUHL7 15 Reserved | 31:0 | Shall be cleared to zero.

4.12.5 EOIPLP FailureMode (Feature ldentifierCh) Set Feature
This Set Feature defines the mode to which the device shall transition aft [Efed(EOL) or onfailure
of the Power Loss Protection (PLP) circuitry.

Requirement

D Description
ROWTML |The device shall defauitom the factoryto Read Only ModéROM)(01b)
Requirement | Dword Field Bits FieldDescription
ID
SROWTM 0 Command | 31:16 |Shall be set as defined in NVMe Specification
Identifier version 1.4.
(CID)
SROWTM 0 PRP or SGI 15:14 |Shall beclearedto 00b.
for Data
Transfer
(PSDT)
SROWTNMB 0 Reserved | 13:10 |Shall beclearedto zero.
SROWTM! 0 Fused 9:8 |Shall beclearedto 00h.
Operation
(FUSE)
SROWTND 0 Opcode 7:0 |Shall be set to 09h
(OPC)
SROWTNM 1 Namespace| 31:0 |Shall beclearedto zero.
Identifier
(NSID)
SROWTM 2:3 Reserved | 31:0 [Shall beclearedto zero.
SROWTM 4:5 Metadata | 31:0 |Shall beclearedto zero.
Pointer
(MPTR)
SROWTM 6:9 Data Pointery 31:0 |Shall beclearedto zero.
(DPTR)
SROWTMO 10 Save (SV)| 31 |This bit specifies that the controller shall save

the Endof-Life Behaviorstate so that thestate
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Requirement | Dword Field Bits FieldDescription
ID
persists through all power states and resefhe
device shall support setting this bit to 1b
SROWTM1 10 Reserved | 30:8 |Shall beclearedto zero.
SROWTM2 10 Feature 7:0 |Shall be set to Zh.
Identifier
(FID)
SROWTM3 11 End of Life | 31:30 |Field to indicate devicerite behaviorat End of
Behavior Life (EOL) dn the event of loss of PLP
functionality. SeeEOL5 (available sparedpr
definition on EOL
Value Field Description
00b Reserved Shall be cleared to
zero.
01b The device shall transition to
Read Onljode (ROM)n the
event of PLP failurer at EOL
10b The device shall transition to
Write ThroughMode (WTM)in
the event of PLP failurand
transition to Read Only Mode
(ROM) at EQL
11b The device shall continue
operate as normal in the event G
PLP failure and transition to Res
Only Mode ROM) at EQL
SROWTMA4 11 Reserved | 29:0 |Shall beclearedto zero.
SROWTM5 12:15 Reserved | 31:0 |Shall beclearedto zero.
SROWTM.6 14 UUIDIndex | 31:0 |Shall be set pedUIB3.
SROWTM7 15 Reserved | 31:0 |Shall be cleared to zero.

4.12.6 EOL/PLP Failufglode (Feature Identifier C2) Get Feature

Dword 0 of command completion queue entry

Reqjllrgment Field Bits FieldDescription
GROWTML Reserved | 31:3 |Shall beclearedto zero.
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Requirement

D Field Bits FieldDescription
GROWTM?2 | EndofLife| 2:0 |Field to indicate what the device write behavior is
Behavior configured for at End of Life (EOL) or in the event of loss

PLP functionality.
The tables belowdefine the required return values for eac
Selection (SEL) state. All other bit values are reserved.

Current state (Selection (SElgaredto 00b)

Value

Field Description

001b

The devicewill transition to Read Only Mode€
(ROM) in the event of PLP failuweat EOL.

010b

The devicewill transition to Write Through
Mode (WTM) in the event of PLP failuaed
transition to Read Only Mode (ROM) at EC

0l11lb

The devicevill continue to operate as normé
in the event of PLP failure and transition to
Read Only Mode (ROM) at EOL.

Default state (Selection (SEL) set to 01b)

Value Field Description

001b |Read Only Mode (ROM) is the factory defal

010b | The WriteThrough Mode (WTM) is the
factory default

011b |Normal operation is the factory default for
PLP failure. Read Onlylie (ROM) is the
factory defaultat EOL

Saved state (Selection (SEL) set to 10b)

Value Field Description

001b |The saved state Read Only Mode (ROM)

010b |The saved state is Write Through Mode
(WTM)

011b |The saved state is to operate as normal in
event of PLP failure and Read Only Mode
(ROM) at EQL

Capabilities (Selection (SEL) set to 11b)

Value

FieldDescription
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Requirement
ID

Field

Bits

FieldDescription

101b

This feature isawable, changeableand not
namespace specific

4.12.7 Clear PCle Correctable Error Countdfsdture IdentifierC3h) Set Feature

Reqjllrgment Dword Field Bits FieldDescription
CPCIH 0 Command | 31:16 |Shall be set as defined in NVMe Specification
Identifier version 1.4.
(CID)
CPCIR2 0 PRP or SG| 15:14 |Shall beclearedto 00b.
for Data
Transfer
(PSDT)
CPCIE3 0 Reserved | 13:10 |Shall beclearedto zero.
CPCIE 0 Fused 9:8 |Shall beclearedto 00b.
Operation
(FUSE)
CPCIB 0 Opcode 7:0 |Shall be set to 09h
(OPC)
CPCHB 1 Namespace| 31:0 |Shall beclearedto zero.
Identifier
(NSID)
CPCIH 2:3 Reserved | 31:0 |Shall beclearedto zero.
CPCIB 4:5 Metadata 31:0 |Shall beclearedto zero.
Pointer
(MPTR)
CPCIB 6:9 Data Pointer; 31:0 |Shall beclearedto zero.
(DPTR)

CPClg&0 10 Save (SV)| 31 |The device shall not support setting this bit to
1b. If the controller receiveshis Set Features
command with the bit set td b, then thedevice
shall abot the commandwith a status of
Feature Identifier NoBawable

CPCIHA1 10 Reserved | 30:8 |Shall beclearedto zero.

CPClHA2 10 Feature 7:0 |Shall be set to &.

Identifier
(FID)
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RqullrSment Dword Field Bits Field Description
CPClg&a3 11 Clear PCle| 31 |Setto 1bto clear all PCle correctable error
Error counters inthe SMART Healthinformation
Counters Extended l(og Identifier(})rl). 3
The NVMe CLipligy O2 Y Y | -gcle @
correctableS NNR NR ¢ Ol y | f a1
operation.
CpPClg4 11 Reserved | 30:0 |Shall beclearedto zero.
CPCld&5 1213 Reserved | 31:0 |Shall beclearedto zero.
CPCIH®6 14 UUIDIndex | 31:0 [Shall be set pedUID3.
CcPCiga7 15 Reserved | 31:0 |Shall be cleared teero.

4.12.8 Enable IEEE1667 Silee@ture IdentifierC4h) Set Feature
This Set Featurshallreturn an error if the OPAL Security state is Matnufacturedinactive

Requlrgment Dword Field Bits FieldDescription
S16671 0 Command | 31:16 |Shall be set as defined in NVMe Specification
Identifier version 1.4.
(CID)
S16672 0 PRP or SGI| 15:14 |Shall beclearedto 00b.
for Data
Transfer
(PSDT)
S16673 0 Reserved | 13:10 |Shall beclearedto zero.
S16674 0 Fused 9:8 |Shall beclearedto 00b.
Operation
(FUSE)
S16675 0 Opcode 7:0 |Shall be set to 02h
(OPC)
S16676 1 Namespace| 31:0 |Shall beclearedto zero.
Identifier
(NSID)
S16677 2:3 Reserved | 31:0 |Shall beclearedto zero.
S16678 4:5 Metadata 31:0 |Shall beclearedto zero.
Pointer
(MPTR)
S16679 6:9 Data Pointerl 31:0 |Shall beclearedto zero.
(DPTR)

62



RqullrSment Dword Field Bits Field Description

S166710 10 Save (SV)| 31 |This bit specifies that the controller shall save
the IEEE1667 Silo Enable/Disable staie¢hat
the state persists through all power states and
resets. The device shall support setting this bi
to 1b.

S166711 10 Reserved | 30:8 |Shall beclearedto zero.

S166712 10 Feature 7:0 |Shall be set to 4.

Identifier
(FID)
S166713 11 Enable 31 |If setto Ob, the IEEE 1667 silo shall be disabl
IEEE1667 Si no later thanthe next power cycle. If setto 1b

the IEEE 1667 silo shall be enahéedater than
the next power cycle.

S166714 11 Reserved | 30:0 |Shall beclearedto zero.

S166715 1213 Reserved | 31:0 |Shall beclearedto zero.

S166716 14 UUIDIndex | 31:0 [Shall be set pedUID3.

S1667-17 15 Reserved | 31:0 |Shall be cleared to zero.

4.12.9 Enable IEEE1667 S{leeature IdentifierCs) Get Feature

Dword 0 ofcommand completion queue entry

Requlrgment Field Bits Field description
G16671 Reserved | 31:3 |Shall beclearedto zero.
G16672 IEEE1667 Si| 2:0 [The tables below define the required return values for ea
Enabled Selection (SEL) state. @iher values are illegal.

Current state (Selection (SElgaredto 00b}

Value Field Description

000b |The IEEE1667 silo is currently disabled

001b |The IEEE1667 silo is currently enabled
Default state (Selection (SEL) set to91b

Value FieldDescription

000b |The IEEE1667 silo factory default is disable

001b |The IEEE1667 silo factory default is enable

Saved state (Selection (SEL) set t0)10b
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RqullrSment Field Bits Field description
Value Field Description
000b |The IEEE1667 silo saved state is disabled
001b |ThelEEE1667 silo saved state is enabled
Capabilities (Selection (SEL) set to)11b
Value Field Description
101b | This feature isawable, changeableand not
namespace specific
4.12.10 Latency Monitor Feature IdentifierC5) Set Feature

This configures the Latency Monitor Feature.

RqullrSment Dword Field Bits Field description
LMSFL 0 Command | 31:16 |Shall be set as defined in NVMe Specification
Identifier version 1.4.
(CID)
LMSR2 0 PRP or SGI 15:14 |Shall beclearedto 00b.
for Data
Transfer
(PSDT)
LMSF3 0 Reserved | 13:10 [Shall beclearedto zero.
LMSH 0 Fused 9:8 |Shall beclearedto 00b.
Operation
(FUSE)
LMSFS 0 Opcode 7:0 [Shall be setto 09h
(OPC)
LMSF6 1 Namespace| 31:0 [Shall beclearedto zero.
Identifier
(NSID)
LMSF/ 3:2 Reserved | 31:.0 [Shall beclearedto zero.
LMSF8 5:4 Metadata | 31:0 |Shall beclearedto zero.
Pointer
(MPTR)
LMSFO 9:6 Data Pointery 31:0 |Shall point to a physically contiguous 4€98e
(DPTR) address rangéseeSection 4.12.10.1 Latency
Monitoring Data Structure Entry)
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RqullrSment Dword Field Bits Field description
LMSF10 10 Save (SV)| 31 |This bit specifies that the controller shall save
the datapointed to by the Data Pointer in LMS
9 (Data Pointer (DPTJjo0 that thedata persists
through all power states and reset3he device
shall support setting this bit to 1b
LMSF11 10 Reserved | 30:8 |Shall beclearedto zero.
LMSF12 10 Feature 7:0 |Shall be setto @b
Identifier
(FID)
LMSFL3 11 Reserved | 31:0 |Shall beclearedto zero.
LMSFL4 12:13 Reserved | 31:0 |Shall beclearedto zero.
LMSF15 14 UUIDIndex | 31:0 |Shall be set pedUID3.
LMSFL6 15 Reserved | 31:0 |Shall be cleared to zero.
4.12.10.1 Latency Monitoring DateStructure Entry
This data structure is 4098yteswith the following functional requirements and field format:
Reaquirement Byte . # of : L
D Address Field Bytes FieldDescription
LMDS1 1:0 Active 2 This is the value that loads tiective Bucket
Bucket Time Timer Threshold.
Threshold
LMDS2 2 Active 1 This is the value that loads into the Active
Threshold A Threshold A
LMDS3 3 Active 1 This is the value that loads into the Active
Threshold B Threshold B
LMD$4 4 Active 1 This is thevalue that loads into the Active
Threshold C Threshold C
LMDS5 5 Active 1 This is the value that loads into the Active
Threshold D Threshold D
LMDS6 7:6 Active 2 This is the value that loads into the Active
Latency Latency Configuration.
Config.
LMDS7Y 8 Active 1 This is the value that loads into the Active
Latency Latency Minimum Window.
Minimum
Window
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Requirement Byte # of

D Address Field Bytes FieldDescription
LMDS8 10:9 Debug Log| 2 |Thisis the value that loads into the Debug Lo
Trigger Trigger Enable.
Enable
LMDS9 11 Discard 1 Value Description
Debug Log 00h |When cleared to 00h the debug

log, if it exists, will not be cleare
01h |When set to 01h the debug log
will be discarded so another log
can be triggered.

In addition to this all the fields in
the Set Features Data structure
arevalid which will cause the
Latency Monitor feature to be
reset and loaded with the values
from the Set Features commanc

This shall discard the Debug Lo
regardless of whether the Laten
Monitoring Feature is enabled o
disabled.

02h  |When set to 02h the debug log
will be discarded so another log
can be triggered.

In addition to this none of the
other fields of the Set Features
Data structure are valid. Thus,
only the debug log is discarded,
and the Latency Monitor feature
IS not reset or loaded with any
new values from the Set Featurg
command.

This shall discard the Debug Lo
regardless of whether the Laten
Monitoring Feature is enabled o
disabled.

03h-FFh |Reserved. Shall dearedto
zero.
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Requirement Byte . # of : .
D Address Field Bytes FieldDescription
LMDS10 12 Latency 1 |When set to 01h the Latency Monitor Feature
Monitor enabled. When cleared to 00h the Latency
Feature Monitor Feature is disabled. All other values
Enable reserved.
LMDS11 4095:13 | Reserved | 4083 |Shall beclearedto zero.

4.12.11 PLPHealth Check IntervalFeature IdentifierGoh) Set Feature
This Set Featurdefines the test interval that the device shall use to tedt thFiowed L®ss Protection
(PLP) circuitry is healthy

Requlrgment Dword Field Bits Field Description
SPLPIL 0 Command | 31:16 |Shall be set as defined in NVMe Specification
Identifier version 1.4.
(CID)
SPLPR?2 0 PRP or SG| 15:14 |Shall beclearedto 00b.
for Data
Transfer
(PSDT)
SPLPB 0 Reserved | 13:10 |Shall beclearedto zero.
SPLP4 0 Fused 9:8 |Shall beclearedto 00b.
Operation
(FUSE)
SPLPH 0 Opcode 7:0 |Shall be set to 09h
(OPO)
SPLP6 1 Namespace| 31:0 |Shall beclearedto zero.
Identifier
(NSID)
SPLPRY 2:3 Reserved | 31:0 |Shall beclearedto zero.
SPLP8 4:5 Metadata 31:0 |Shall beclearedto zero.
Pointer
(MPTR)
SPLP? 6:9 Data Pointer; 31:0 |Shall beclearedto zero.
(DPTR)
SPLP10 10 Save (SV)| 31 |This bit specifies that the controller shall save
the PLP Health Check Intengal that thetime
interval persists through all power states and

67



Reqjllr[e;ment Dword Field Bits Field Description
resets. The device shall support setting this bi
to 1b.
SPLP11 10 Reserved | 30:8 |Shall beclearedto zero.
SPLP12 10 Feature 7:0 |Shall be set to &.
Identifier
(FID)
SPLP13 11 PLP Health |31:16 |The time interval between PLP health checks
Check minutes. lfclearedto 0000h, then the health
Interval check is disabled.
SPLP14 11 Reserved | 15:0 |Shall beclearedto zero.
SPLP15 1213 Reserved | 31:0 |Shall beclearedto zero.
SPLP16 14 UUIDIndex | 31:0 [Shall be set pedUID3.
SPLP17 15 Reserved | 31:0 |Shall be cleared to zero.
4.12.12 PLPHealth Check IntervalFeature IdentifierGsh) Get Feature

Dword 0 of command completion queue entry

Requirement

D Field Bits Field description
GPLRL Reserved | 31:16 [Shall beclearedto zero.
GPLRP PLP Health| 15:0 |The tables below define the required return values for eg
Check Selection (SEL) state. All other values are illegal.
Interval

Current state (Selection (SElgaredto 00b)

Value Field Description
0000h |The PLP Health Check is currently disabled
xxxxh | The PLP Health Check Interval is currently

xxxxh minutes

Default state (Selection (SEL) set to 01b)

Value FieldDescription

0000h |The PLP Health Check Interval factory defa
is disabled

OO0OFh |The PLP Health Check Interval factory defs

isO00H minutes

Saved state (Selection (SEL) set to 10b)
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Requirement
ID

Field

Bits

Field description

Value

Field Description

0000h

The PLP Health Chdciterval saved state is
disabled

xxxxh

The PLP Health Check Interval saved state

xxxxh minutes

Capabilities (Selection (SEL) set to 11b)

Value

Field Description

0005h

This feature isaweable changeableand not

namespace specific

4.12.13

DSSOPower State (Feature Identifierd) Set Feature

Requirement
ID

Description

DSSDPSB

If the host selectsaDSSDPower Sate viaa DSSPower State (Feature Identifier

C7h) Set Featurehe deviceshall accept the command and runtae highest

poweredNVMe Power State whose Maximum Power (MP) is less than or equa

the number of theDSSIPower State in wattsseeDCLF9 (DSS[Power State
Descriptorsand DSSDPSB(NVMe Power Statg)

DSSDPSS

If the host selects BSSDPower Sate viaDSSIPower State (Feature Identifier C7

Set Featurand the number of thaDSSPower State is less than the Minimum

DSSPower StategeeDCLEB (Minimum Valid DSSD Power Sitehe device shal

abort the Set Feature command with Invalid Field in Command status.

This Set Featureauses the device to motree givenDSSDPower State

Requlrgment Dword Field Bits Field Description
PDSSDRS 0 Command | 31:16 |Shall be set as defined in NVMe Specification
Identifier version 1.4.
(CID)
DSSDRS 0 PRP or SGI 15:14 |Shall be cleared to 00b.
for Data
Transfer
(PSDT)
SDSSDR3 0 Reserved | 13:10 |Shall beclearedto zero.
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Requirement

and the current NVMe Power State was selediedause o DSSPower StateSet
Featurecommand the device shall report thBSSPower Stateselected by that
command(seeSection 4.8.10.DSSD Power State Requiremeioisan examplg

D Dword Field Bits Field Description

PDSSDRSE 0 Fused 9:8 |Shall be cleared to 00b.

Operation
(FUSE)
DSSDRS 0 Opcode 7:0 |Shall be set to 09h.
(OPC)
DSSDRE 1 Namespace| 31:0 |Shall beclearedto zero.
Identifier
(NSID)
PDSSDRB 2:3 Reserved | 31:0 |Shall beclearedto zero.
PDSSDRY 4:5 Metadata 31:0 |Shall beclearedto zero.
Pointer
(MPTR)
PDSSDRS 6:9 Data Pointer, 31:0 |Shall beclearedto zero.
(DPTR)

DSSDRH0 10 Save (SV)| 31 |This bit specifies that the controller shp#rsist
the DSSPower Statehrough all powercycles
and resets.The device shall support setting th
bit to 1b.

PSSDRFL 10 Reserved | 30:8 |Shall beclearedto zero.

PSSDRF2 10 Feature 7:0 |Shall be set t&7h.

Identifier
(FID)
PSSDRE3 11 Reserved 317 Shall beclearedto zero.
DSSDRHA 11 DSSPower| 6:0 |DSSDPower State to sah watts.
State

PDSSDRFH 12:13 Reserved | 31:0 |Shall beclearedto zero.

PSSDRF6 14 UUIDIndex | 31:0 |Shall be set pedUIB3.

PDSSDRE/ 15 Reserved | 31:0 |Shall be cleared to zero.

4.12.14 DSSOPower State(Feature Identifier @h) Get Feature
Requlllrje ment Description
DSSDPSG |If anDSSDPower State (Featurelentifier C7h)Get Feature command is executed
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Requirement
ID

Description

DSSDPSH

If aDSSDPower State (Feature ldentifier CtBgt Feature command is executed

and the current NVMe Power State was not selediedause o DSSIPower State

Set Feature commandhe device shall report the lowepbwer DSSPower State
whose number is greater than or equal to the Maximum Power in watts of the

current NVMe Power &te (seeSection 4.8.10.1 DSSD Power State Requiremer|

for an examplg

Dword 0 of command completion queue entry

Requirement

D Field Bits Field description
GDSSDR$ Reserved | 31:7 |Shall beclearedto zero.
GDSSDPE | DSSPower| 6:0 |The tables below define the required return values for eg

State Selection (SEL) state. All other values are illegal.

Current state (Selection (SEL) cleared to 00b):
Value Field Description

XX TheDSSDPower Statas currently xxvatts
as specified bpSSDPSGandDSSDPSH

Default state (Selection (SEL) set to 01b):

Value Field Description

XX TheDSSPowerStatefactory default isxx

watts.

Saved state (Selection (SEL) set to 10b):

Value Field Description

XX TheDSSDPower Statesaved state isxwatts.

Capabilities (Selection (SEL) set to 11b):

Value Field Description

0005h |This feature is saable,changeableand not
namespace specific.

5 PCle Requirements
Thefollowing are PCle requirements
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RequllE)e ment Description

PCi1 Thedeviceshall support a PCle Maximum Payload @weS)f 256 bytesor larger

PCi2 ThedeviceController shall support modification of PCle TLP completion timeou
range as defined by the PCle Base Spec.

PCi3 The vendosthIQiscIose the vende{specifig timeout range definitiom the o
a/ 2YLIX SUAZ2Y ¢AYS2dzi wl BCBEEEesq Badel5jdfhas

PCH4 Disabling of PCle Completion Timeout shall also be supported luethee
Controller.

PCi5 All threePCle Conventional ResgtCold, Warm, Hoshall be supported

PCl6 PCle Function Level Reset shalsbpported.

PCi7 Obsolete SeePCi5 (PCle Conventional Resgts

5.1 BootRequirements

RequllE)e ment Description
BOOTL Thedeviceshallsupportthe UEFR.0 and latein-box NVMe driver
BOOT2 An option ROM shall not bacluded

5.2 PCle Error Logging
The following tablendicates wheréhe PCle physical layer error countstellbelogged Thisis in
addition totheaggregated PCle error countdefined in SMART / Health Information Extendédtiog

Identifier COh)
Requlilrjement Event Logging Mechanism
PCIERR |Unsupported Request Error Status
(URES)
PCIERR |ECRC Error Status (ECRCEYS)
PCIERR |Malformed TLP Status (MTS)
PCIERR |Receiver Overflow Status (ROS) _
PCIERB |Unexpected Completion Status (UC g‘?ﬁ ?;rggﬁslgaig()srpitg?ijcsasoer?ISter Offse
PCIERB |Completer Abort Status (CAS)
PCIERR |Completion Timeout Status (CTS)
PCIERR |Flow Control Protocol Error Status
(FCPES)
PCIERR |Poisoned TLP Status (PTS)
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RequllE)ement Logging Mechanism
PCIERRO |Data Link Protocol Error Status
(DLPES)
PCIERR1 |Advisory NorFatal ErroStatus Correctable Error Status Register Offset 1
(ANFES) in PCle Base Specification
PCIERR2 |Replay Timer Timeout Status (RTS)
PCIERR3 |REPLAY_NUM Rollover Status (RR|pcle Correctable Err@unt in the SMART
PCIERR4 |Bad DLLP Status (BDS) Health InformationExtendedLog Identifier
PCIERR5 |Bad TLP Status (BTS) COh)SMART14.
PCIERR6 |Receiver Error Status (RES)

5.3 LowPower Modes

Requirement
ID

Description

LAVR-1

If Active State Power Management (ASPM) is supported, the defavicestate
shall be disable@seePCI Sig 3.1a or later)

5.4 PClebye Capture

Requirement
ID

Description

EYEL

A utility shall be provided that will allow the user to capture the intemegkiveeye
of the deviceto tune the signal integrity of the device to the target platform.

6 Reliability

6.1 Uncorrectable Bit Error Rate

Requirement
ID

Description

UBERL

Thedeviceshall support an Uncorrectable Bit Error Rate (UBER) of < 1 sector f

10' bits read.
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6.2 Power On/OffRequirements

6.2.1 Time to Ready and Shutdown Requirements

RequllE)e ment Description

TTR1 The device shall resporsiccessfullyo the Identify commandwithin 1 secondof
CC.EN being set to 18ome models may allow a longer tinseéSection 12 Devic
Profiles.

TTR2 The device shalle able toprocesd/O commandswith a successful completion
within 20 second®f CC.EN being set to 1Bome models may allow a longer timg
(seeSection 12 Device Profiles

TTR3 The deviceshallsuccessfullgerviceAdmin commands as soon &STS.RDYL.

TTR4 The device shall keep CSTS.RDY = 0 until the device is able toAskmniite
commands.Some models may allow a longer tinse¢Section 12 Device Profiles

TTR5 The Shutdown Notification complet (CSTS.SHST) shall be received within
secondof setting SHN bit.

TTR6 ThedeviceController shall support the CC.SHN (Normal and Abrupt Shutdown
Notifications) at a minimum.

TTR7 When safe shutdown is completed successfully, the device rshiadinter a
rebuild/recovery mode on the next power on.

TTR8 {KdziR2g6y Db2GAFAOIGAZY &aKIFff GNARIISN
internal (SRAM/ DRAM) cache(s) (if one is present)

TTRO Obsolete SeeNVMeCFG3 (support reporting of CSTS.CFS)

TTR10 Obsolete. Moved toPLP1 (full powerloss protection.

TTR11 Obsolete. Moved toPLP2 (protection health check

TTR12 Metadata rebuild due t@any reason (e.gunexpected power logshall not exceed
120 seconds and theéeviceshallmeetits latency requirementsfter this.

TTR13 Obsolete. Moved toPLP3 (protection health checknterval).

TTR14 Obsolete. Moved toPLP4 (protection health check energy

TTR15 In case of successfuNormal shutdown operation (CC.SHM set by the NVMe
device drivey, no data loss is tolerateglven if PLP has failed

TTR16 An Abrupt shutdown event shall not make ttaevicenon-functional under any
conditions.

TTR17 Obsolete. Moved toPLP5 (false detection of power loss protectipn

TTR18 Obsolete. Moved toPLP6 (capacitor holdup energy margin

TTRI9 When the CC.SHN reg'ister is written to notify the device to shutdown it shall n
assumed that power will be lost everfter CC.EN is cleared to 0. Under these
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Requirement Description
ID
conditionsthe device shall continue to function properly based on the NVMe ar
PCle Specifications.
TTR2O The device shall be able to successfully respond to Configuration space acces
within 1s from deassertion of PERST#.

6.2.2 IncompletegUnsuccessfuhutdown

An incompletéunsuccessfushutdown is &ormalor Abrupt power down that did not complete 100%
of the shutdown sequence for any reas@acauseshe devicedo be unable to guaraddata/metadata
integrity (e.g.,firmware hang/crash, capacitaaifure, PLP circuit failure, etc.).

Requirement
ID

INCSL When the powefloss protection mechanism fails for any reason while power is
applied, thedeviceshallset Qitical Warning bi4 to 1bin the SMART / Health
Information (Log ldentifier 02kgnd transition to thewrite behavior as defined in
the EOL/PLP Failure Mo@€eature IdentifielC2h).

INC& Thedeviceshall incorporate a shutdown checksum or flag as the very last piece
data written to flash to detect incomplete shutdown.

INCS3 This checksum INC&2 shallbe used on poweup to confirm that the previous
shutdown was 100% successful.

INCHA Anincomplete shutdown shall result in an increase in ih@ompleteShutdowns
field SMARTL5) inthe SMAR'/ Health Informdion Extended (Log Identifi€20h)
and the SMARTHealth Information(Log Identifiel02h) Qritical Warningfield shall
have bit3 set to 1h

INCSH Thedeviceshall still support data eradicationa the Saitize commancdevenif it is
operating in Rea®nly Mode (ROM) and it shall support adin commands.

INCS6 When thedeviceincrements thelncompleteShutdowndield in SMART / Health
Information Extended (Lolglentifier COh) it shall use the following recovery
procedure at the next power up:

Description
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Requirement
ID

Description

Device enters into Panic state (see Section
Device detects the event on next 6.4), returns errors for all /O commands
Incomplete power up and increments the without accessing the media and reports

Shutdown Occurs Incomplete Shutdowns field (See the Device Recovery Action needed in Error
SMART-15) Recovery (Log Identifier C1h) with Device

Recovery Action 1 set to 02h (i.e., bit 1 set
to 1b and all other bits cleared to zero). See
EREC-3.

Was the Error Host executes the
Recovery specified Error
Action Recovery Action
successful? (Format NVM)

Device returns to
normal operational
state

6.3 End to End Data Protection

Requirement
ID

Description

E2E1

All user dataand metadatashallbe protected using overlapping protection
mechanisms throughout the entire read and write path in theviceincluding all
storage elements (registers, caches, SRAM, DRAM, NAND, etc.).

E2E2

At least one bit of correction and 2 bits of detection is required for all memories
Thisshall befor all memories regardless of function.

E2E3

The entire DRAM addressable spaballbe protected with at leasbne-bit
correction and 2 bits of detectitoschemgSECDED)This includes but not limited {
the following:

91 Flash translation layer (FTL)

1 Mapping tableqincludingmetadata related to deallocated LBAS)

91 Journal entries

9 Firmware scratch pad

1 System variables

1 Firmware code

E2E4

Silent data orruption shallnot be toleratedunder any circumstances.

E2E5

Thedeviceshall include a mechanism to protect against returning the data from
wrong logical block address (LB&Eluding previous copies from same LBAthe
host. It is acceptabléf the device stores additional/modified information to provi
protection against returning wrong data the host. Device shall perform host LB
integrity checking on all transfers to and from the media.
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Requirement

D Description
E2E6 All devicemetadata,firmware, firmware variables and otherdevicesystem data
shallbe protected by at least a single bit detection scheme.
E2E7 Any memory buffers that are utilized to accelerate data trangfead-ahead buffers

for example) shall follow the protection scheme outlinedE2E5 (wrong logical
block address protectign

6.4 Behavioron FirmwareQrash, Panic or Asert

Requirement Description
ID

CRASH | After a firmware crash, panic or assertwhichthe devicecan no longr accept
Write commandsthe device shall allow read access only if it can guarantee dat
integrity.

CRASR2 | After a firmware crash, panic or assdhat is not a controller hardwartilure, the
deviceshall still supporADMIN commands includirtge ability to read any failure
logs from thedeviceto determine the nature of the failure.

CRASRH | Afterthe hostperformsthe action specified iDevice Recovery ActiqegeeERES
(Device Recovery Actipnthe device shall allow full read and write access at ful
performance.

CRASH |If after a firmware crash, panic or assénere is the possibility ofiser data
corruption, theDevice Recovery Actiahall require a Formdany SES type)

6.5 Annual Failure Rat¢éAFR

Requirement
ID

Description

REEL

Thedeviceshall meet an MTBF of2million hours (AFR of <=35%per JEDEC JE
218) underthe following environmental conditions

Specification | Environment Requirement
. 1 0eC to 5@C (32 © 122¢ )C
Operational 1 <20°C(68¢ Yperhour gradient
Temperature
Non 1 -40eCto 70eC (40 © 158 C
Operational |  <30aC(866 Yperhour gradient
1 10% to 90% nowxondensing
1 Yearly weighted average: < 80% RH
Humidity Operatonal 0 90% of year: < 80%
0 10% of year: 80% to 90%
1 Maximum dewpoint29.4°Q85°H
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Requirement Description
ID
Norr 1 5% to 95% noftondensing
Operational 1 38°C(100.4°F maximum wet bulb
temperature

REE2 The device shall meet an MTBF of 2.0 million hours (AFR of <=e4d&DEC JE

218) under the following environmental conditions:
Specification | Environment Requirement
. 9 0eC to 5%C (32 © 1316 )C
Operational 1 <20°C 8 Yperhour gradient
Temperature
Non 1 -40aC to 7@C (40c © 158 )C
operational | § < 3QC (8@ )Per hour gradient
Operational 1 10% to 90% nowondensing
P 1 Maximum dewpoint: 29.4°C (85°F)
Humidity Non 1 5% to 95% nowondensing
. 1 38°C (100.4°F) maximum wet bulb
operational
temperature

REL3 Suppliershallprovide the temperature conditions used to determine the MTBF.

REE4 Supplier shall provide AFR-caing curves for the Temperature range shown in
requirement RER for up to 7@C (158 C 0 &

REL5 TheAFR targets in REL(MTBF of 2.5 milliohours)and REL2 (MTBF of 2 million
hours)shall be maintainedp to a continuouseported compositeéemperature of
776C(170°H (WCTEMPwith less than 1% of the devigwwer ontime above
WCTEMP

6.6 BackgroundData Refresh

Requlllrje ment Description
BKGNEL |Thedeviceshall support background data refresinite the deviceis powered on to
ensure there is no datbss due to powepn retention issues.
BKGNE2 |The device shall be designed and tested to support the normal NAND operatin
temperature.
BKGNEB |Background data refresh shall cover the enteviceand be designed to
continuously run in the background and not just during idle periods.

6.7 Wearleveling
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Requirement
ID

Description

WRLE1

The device shall utilize thentire Endurance Groumedia capacity range wheneve
the device needs to wedevel a block. The device shall not restrict the wear
leveling range to a subset of tliendurance Groumedia capacity unless otherwis
specified. If the device does not support Endurance Groups, it shall \Vese
across the entire physical media.

6.8 Power Loss Protection

Requirement
ID

Description

PLP1

The device shall support full powkrss protection for all acknowledged data and
metadata.

PLP2

The Poweiloss protection health check shall not impad llatency and
performance

PLP3

Powerloss protection health check shall be performed by dexiceat power-on
(prior to accepting any writes) and at least once every time interval as specifie(
SPLP13(PLP Health Check Interval)

PLP4

While performing the powetoss protection health check, the deviskallstill have
enoughenergyto be able to handle aabrupt power loss properly.

PLPS

The firmware/hardware algorithm shall deploy safeguards to prevent a false
detection of power loss protection failure. Example of a false detection would
glitch in any of the poweloss circuitry readings which would cause a transient
event to trigger a false power loss protection failure when the power loss prote
hardware is healthy.

PLP6

The device shall implement a powleiss protection (PLP) health check which car
deted the capacitor holdup energy margiaported inthe Capacitor Healtfield
specified ISMARTL9 (Capacitor Healthin SMART Heath Information Extended
(Lay Identifier COh) The PLP health check shall not just checkpen/short
capacitor conditions buttell measure the true available margin energy.

PLP7

Thefactorydefault PLP Health Check Interval shall be 15 mingesGPLPR (PLP
Health Check Interval)

PLP8

Thedefault PLP Health Check Intergafl5 minutegseeGPLRP (PLP Health Chec
Interval) shall notcausethe device to violate REL or RE{2.

PLP9

The device shall use the following workflow for the PLP Health GbeeiNCSL
(power-loss protection mechanism fajtilor PLP AEN details)
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Requlllrje ment Description

Power On

PLP
Circuitry
Selftest

Yes -
PLP Circuitry

Good? No
(Based on PLP5)
Y

Begin Operating
per EOL/PLP
Failure Mode Set
Feature Identifier
(0xC2)

Continue Normal
Operation

PLP Test
Interval Timer

Expired
Send PLP Loss AE|

Flush Any Volatile
User Data to Non-
volatile Memory

Flush Any Volatile
Metadata to Non -

Continue
Operation per
SROWTM13 volatile Memory




6.9 DeviceLimits

Requirement
ID

Description

DELMT1

The device shall not have aaychitecturalrestrictions on the number dimes any

of the following events can occur:
1 Firmware downloads and activation supportesge FWUP2 (number of
firmware downloads) or
Changing password when taking/changing ownership vig 8CG
Crypto erase or block erase (foat); or
Power cyclesor
Set/get features (including power state changes)
Log page or debug log retrievals

= =4 —a A A

This is not meant to be a test until fail requirement.

7 Endurance

7.1 EnduranceData

Requirement

D Description
ENDWD-1 |Thedevicedocumentation shall include the number of physical bydabke to be
written to the deviceassuming a write amplification of I.he units should be
gigabyteg10"9 bytes).
ENDUER | Thepreconditioning steps$o test deviceperformance at end of lifare:

50/50 Read/Write workload (by number ofQds)

4kiB Read accesses aligned to 4kiB boundaries

128kiB Write accesses aligned to 128kiB boundaries
Random pattern of Read addresses

Sequential pattern of Write addresses

100%active range

80% fulldevice(80% data, 20% free space)

0% compressible data

Ambient temperature 3%C (95F)

Shortstroked device if capacity is 2TB or greqtse EOL2 (method to
GAK2NI adNB®]S¢e GKS RSGOAOS

=4 =4 =4 4 4 5 45 4 -5 2
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Requirement
ID

Description

ENDUEB

The Percentage Used in the SMARTeathinformation Logldentifier 02h)shall
track linearly with bytes written and at 100% it shall match the EOL value spec
in ENDUBL (number of physical bytes able to be written

7.2 RetentionConditions
Since there arseveralfactors that impact the@eviceendurance, the table below provides the
requirementgor the datacentegnvironment

RequllE)e ment Description

RETE Non-Operational Poweredoff) devicedata retentiontime (end of life)shallbe at
least Imonth at 40°C (104°F)SeeSection12 Device Profilefor specificretention
requirements Specifidevices Profiles mdyavelonger data retentiortime
requiremens.

RET Operating Poweredon) data retentionshallbe at least7 years For purposes of
this requirement, the assumption is that tierabytes Written TBW capability of
the devices is used linearly over the lifetime. This requirement does not imply
specific warranty period.

RETE Thedeviceshall not throttle itsperformance based on the endurance metric
(endurance throttling).

7.3 Shelflife
Requ:ge ment Description

SLIFA A newdevicemay be kept as a datacenter spare and therefsiallbe fully
functional even if it sits on thshelf forat leastl yearat 20°C(68°F)before getting
installed in the serverThe device shalie new in boxfactory state.

SLIFR Shelflife shall be documented and provided to the customer.

7.4 Endof-Life (EOL)

Requirement
ID

Description

EOEL

Varioustypes of samplearerequiredfor EOL testing

1. Beginning of Life (Shostroked if required by EGR).

2. End of Life (Short stroked if required by EQL

3. End of Life (Not short stroked if different than #2)
EOL is defined as the Total Bytes Written (TBW) specification has been surpa
(seeENDUEL (humber of physical bytes able to be writtgmor the nonvolatile
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Requirement
ID

Description

media endurance limit (e.gNAND cycling limit) has been reachediiehever is
earliest.

EOL2

On2TB or largedevices, thereshallo S | YSG K2R (2 a&aK2N
Media reserved for background operatiosisallbe proportionally adjusted Short
Stroke firmware capacity shall be reduced to a range of-3@8®f full capacity.
Short stroke shall cover all the channels/dies/planes while maintaining the nati
performance of thedevice

EOL3

Upon reaching 100% of specified device endurartee device shall notify the host
with an AEN.

EOL4

The device shall continue to operate in a read/write mauhél the conditions in
EOLS5 are reached.

EOL5

The device shall switch ®ead Only Mode (ROMhenthe available spares field i
the SMART / Health Informatiqhog Identifiel02h) reaches 0%. A value of 0%
represents thedevicestate where there isaninsufficientnumberof spare blocks$o
supportHostwrites. After thedeviceswitches to reaebnly mode, bi2 and bit3 of
the Qritical Warning fieldof Section5.14.1.2 SMART Attribut@s the NVMe
specificatiorversion 1.4 shallbe setto 1b.

Thedeviceshallsetbit 0 of the Critical Warning fieltb 1bin the SMART Attributes
specifiedin Section 5.14.1.2f the NVMe specification version héndgenerate a
Critical Warning async notification (ABM&)en the available spares value falls bel
the available spare thréwld.

8 Thermal

8.1 Data Center Altitude

Requlllr)e ment Description

THERML |Support fordevices irdata centers located at an altitude of up to 10,000 feet ab
sea level is requirefe.g., thermals, cosmic rays, etcWhen consideringhermals,
there shall be no deating up to 6,000 feet above sea levélbove 6,000 feet the
derating shall b&.9°C (1.6°F)/1000ft.

THERM-2 | A thermal study with each platform is requiredd shall be provided to the
customer The thermal design shall be validated up t6@%95°F) ambient
temperature for the platformwith aworst-caseairflow of 1.5 meters per secorat
sea level

THERM-3 | The device shall operate normally wilative humidity to be between 10% and
90%.
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8.2 ThermalThrottling

Requirement
ID

Description

TTHHROTTLH

Thedeviceshall implement a thermal throttling mechanism to protect tthevicein
case of a failure or excursion that causes dliezicetemperature to increase above
its maximum specified temperature.

THHROTTLE

Whenthe device beginghrottling performance due to movertemperature
condition, an Asynchronous Event Request shall be completed with the
Asynchronous Event Tyfield set to001b SMART Health statu¥ and the
Asynchronous Event Informatidield set toO1h (Temperature Threshold)The
device shalsetbit 1 of the SMART Health Infamation (Log Identifiel02h) Qitical
Warning fieldto 1b.

TTHROTTLE

Thermal throttling shall only engage under certain failure conditions such as
excessive server ambient temperaturemyondii K S a4 BNEIG&NI &
redundancy limit Therequiredbehavior is illustrated below

SSD SMART (Composite) temperature may overshoot up to 77°C

/ for brief durations ( < 1% of the SSD life)

& 77°C

/ \ Typical Steady State
SSD Temperature
(70°C Max)

SSD reported
composite
temperature

TTHHROTTLE

The firmware algorithnshalldeploy safeguards to prevent a false activation of
either thermal throttling or thermal shutdown. Example of a false activation wg
be a glitch in any of the sensor readings which would cause the composite
temperature to re@h the thermal throttling or thermal shutdown limit.

TTHROTTLE

A compositetemperatureof 77°C (170.6°F) shall be used for throttling.

TTHROTTLE

Thermal throttling shall not start based on the rate of temperature increase or ¢
rate.

TTHHROTTLE

When the device is ithe thermal throttling state and the temperature drops bac
down below75°C (67°F) the device shall exit the thermal throttling state aaal
Asynchronous Event Request shall be completed withAherchronous Event Typ
field set to 001b (SMARTHealth status) and th&synchronous Event Information
field set to 01hTemperature Threshold)The device shailearbit 1 of the SMART
/ Health Information(Log Identifiet02h) Critical Warning fieldto Ob.

TTHROTTHE

When the deviceeachesa critical temperature on ay component it shall report a
composite temperature 085°C(185°F)andan Asynchronous Event Request shal
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Requirement
ID

Description

completed with theAsynchronous Event Tyfield set to 001b (SMARTHealth
status) and théAsynchronous Event Informatidield set to 01h (Temperature
Thresholdpeforethe device shuts ofio protect itself

TTHROTTEE

The device shall report a value@5EN77°Q in the Warning Composite
Temperature Threshold (WCTEMie) ofthe Identify Controller Data structure.

TTHROTTLED

The device shall report a value of@®h (85°Q in the CriticalComposite
Temperature ThresholdDCTEMPIield of the Identify Controller Datarsicture.

TTHROTTLER

If the Composite Temperature is greater than or equal i6C (170.6°F)he device
shallupdate the Warning Composite Temperature Tifield of the SMART / Healt
Information (Log ldentifier 02iFgncea minute until one of the followingoccurs:

- The deviceComposite Temperature falls belok®°C (167°Fpr

- The device shuts down due to an over Critical Temperature condiion

- The device is power cycled.

8.3 TemperatureReporting

Requirement Description
ID

TRPT1 Thedeviceshall expose theurrentraw sensor readings frowl the sensors on the
device

TRPT2 Thedevicés deviceto-devicecomposite temperature variatioshall be no more
than+/- 1 degrees C. Two differedevices shallnot report a composite
temperature greater than 2 degrees apart under the same environmental
conditions, slot location, and workload.

TRPT3 A singledevicés composite temperaturshallnot vary by more taAn+/-1 C (1.8F)
degrees once it is in a steady state under the same environmental conditions,
location, and workload.

TRP# The supplier shall provide the customeithe equation, settings, and thresholds
used to calculate the composite temperature

8.4 Thermal Shutdown

Requirement
ID

Description

THRM1

The device sha#ihut downto protectitself against data loss atamage due to
extreme temperatures.Theshutdowntemperature valueshallbe ata composite
temperature of85 C(185 F)or higher Shutdown shall preserve all user data.
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9 Form Factor Requirements

9.1 Generic Form Factor Requirements

RequllE)e ment Description

GFF1 The devicelsallbe compliant to PCle base specificatéf (or later).

GFR2 Vendor shalprovidea PClecompliance report.

GFF3 Thedeviceshallsupport lane reversal with all lanes connected or partially
connected lanesge.g, a x4 deviceshallsupport it for x4, X2, and x1 connections).

GFFH Thedeviceshalltrain to x1 when only one upstream port is available, to x2 wher
the upstream device provides only 2 lanes per device and to x4 when 4 lanes «
present.

GFF5 Thedevice shalsupporthot swapon form factors that support hot swap.

GFF6 A CAD file of each supported form facshall be providedb the customer

9.2 PowerConsumption MeasurementMethodology

Requirement
ID

Description

PCM1

The deviceMaxAveragePower (MAP)consumption for any workload shall not
exceed theMaximumPower (MP) of thecurrent NVMe Power Statavera 1s
window with a sampling rate of 2ms or bettelThe measurement duraticshallbe
at least 15 minutes on a preonditioneddevice This requirementiefines the
measurement methodologfor Maximum Sustained Device Poveer defined in SF
TA1009 revision 3.0.

PCM2

Thedevicepeak powerfor any workloadshallbe measuredvera 100uSwindow
with a samplingnterval of4uS orsmaller The measurement duratiashallbe at
least 15 minutes on a preonditioneddevice

PCM3

Fordeviceswhose max average power consumption is less than or eqzB\é
the peak power shall be no more than g2t6e max average powerFordevices,
whose max average power consumptiomgigater than 25W but less than or equs
to 29W the peak power shall be moore than F.5W. Fr deviceswhose max
average power consumption ggeater than29W, the peak power shall be no more
than 13xthe max average powerThe max average powerdsfined inPCM1.

9.3 Power Levels
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RequllE)e ment Description

PWR1 ThePower ManagementHeature Identifiel02h) shall be supporteénd theNVMe
Power Statddescriptor tablein Identify Controller Data Structutteytes 3071:2048
shall be filled out per the NVMe 1.4b specification

PWR2 Obsolete SeeDCLF (DSSPower State TablBescriptor$and Section 4.8.10.2
DSSD Power State Descriptor

PWR3 The method of measuremerior Maximum Average PowéMAP)is defined in
PCM.1 (device max average powenMAP values are reported in the Maximum
Power (MP) field of NVMe Power State Descriptors.

PWR4 Power state entriesabove the maximum rated power envelope of the desball
not bepopulatedin the NVMePower StatédDescriptor tablein Identify Controller
Data Structuréoytes 3071:2048

PWR5 TheSet Features for Power Managemeffeature Identifier 02hyith the SV bit 31
in Command Dword 10 shall be supporsalthatthe power level can be set and
will be saved across power cycles.

PWR6 The deviceregardless of form factor or capacishallhave an idle power & Watts
or lessper European regulation.

PWR7 Thedevice shall not consume more power than tREISIG Slot Capabilities regist
Yot Power Limit regardless of other settings (e.SSDPower State, NVMe Powel
State.

9.4 M.2 FormFactor Requirements

Requ:ge ment Description

FFM21 The device shall adhere to the M.2 specification with a size of 22mm x 110mm

FFM22 The bottomside height shall not exceed 1.5mm.

FFM23 The topside height shall not exce€2mm. Some modelsnayneed to bethinner
(seeSection 12 Device Profiles

FFM24 The device shall use an M key.

FFM25 The device shall suppoatminimumof PCle Gen3 x4.

FFM26 The device shall support driving an activity LED through the conneetbED_1#

FFM27 The LED should be lit solidly when power is applied and flashing when there is
going to the SSD.

FFM28 The device shall not use any pins that are defined in the m.2 specification for V
uniquefunctionality.

FFM29 The device shall support a protection scheme that protects against NAND bloc
failures.
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FFM210 |The protection scheme must also support NAND plane level failures without d
metadata loss.

FFM211 |The Label shall be plagd®n the top side of the device.

FFM212 | The device electricals shall follow tB&Bisconnection as described below and i
PCI SItM.2 3.0 1.2 or later

FFM213 |¢ KS R SKBusprdteral shall comply to version 3.9ee
http://smbus.org/specs/SMBus_3 1 20180319)pdf

FFM214 | The default max average power for Mi2vices shall not exceed 8.25W and the
peak power shall comply t8CM3 (peak power limit)

9.5 E1.SormFactor Requirements

Requllga ment Description

FFE14 The device shall adhere to the latest revision of-BAE006

FFE12 At a minimumthe device shallupport PCle Gen3 x4

FFE1S The device shaflupport activity and error LED

FFE14 The activity LEBhallbe lit solidly when power is applied and flashing when thert
traffic going to the device.

FFE1S The device shall support a protection scheme that protects against NAND bloc
failures.

FFE1S The protection schem must also support NAND plane level failures without dat:
metadata loss.

FFE1S The amber LED shall meet tregjuirements specified in SFF-I@09. The
functioning of the Amber LED shall be independent of the, B23vVaux and the
state of the PWRDI&n.

FFE1S The thermal performance of the.5mm 15mm,and 25mm caseand thar
associated pressure drgghallbe provided.

FFES9 The PWRDIS pin shall be supported.

FFE180 |TheSMBiselectricalO2yy SOuUA2ya akKltt F2tt26 0
{ Ay It AYyTE TALOBOITidiof SR Inglyding VIhCwith a max of
3.465V.

FFE191 |¢ KS R SKRSprStaral shall comply to versiodil cee
http://smbus.org/specs/SMBus_3 1 20180319)pdf

FFE182 |Ax4 device shabhnly have a 1C connector

9.6 E1l.LFormFactor Requirements
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RequllE)e ment Description

FFE11 Thedeviceshall adhere to the latest revision of SF&A1007.

FFE142 At a minimumthe device shallupport PClé&sen3x4.

FFE113 Thedevice $all support activity and error LED

FFE1i4 The activity LEBhallbe lit solidly when power is applied and flashing when ther
traffic going to thedevice

FFEL-5 The device shall support a protection scheme that protects against NAND blog
failures.

FFEL-6 The protection scheme must also support NAND plarel failures without data o
metadata loss.

FFE17 The amber LED shall meet the requirements specified in SEBORAThe
functioning of the Amber LED shall be independent of the 12V, 3.3Vaux and th
state of the PWRDIS pin.

FFE1i8 The thermal performance of the 9.5mm and 18mm cases and their associated
pressure dropshallbe provided.

FFE119 The PWRDIS pin shall bepparted.

FFEM10 |TheSMBISSf SOUNROFf O2yySOuGAz2yada &aKbhtft ¥
{ ATy It AYy3IE TALOBOSeYidioyi SR Ingluding VI Cwith a max of
3.465V.

FFEM11 |[¢ KS R SKBESpSteral shall comply to versiodil (see
http://smbus.org/specs/SMBus_3 1 20180319)pdf

FFEL-12 |A x4 device shall only have a 1C connector.

9.7 E3 Form Factor Requirements

Requirement

D Description
FFE3L The device shall adhere the latest revision of SFFA1008
FFE2 The device shall adhere to thatest revision of SFFA1009
FFE3S The device shall support Separate Refistlependent SSC Architecture (SRIS)

requirements of the PCle Express Base Specification Revision 3.0 and its ECN
Devices shall support SRIS detectiodescribed in SFFA1009

The SRIS support shall include a clock tolerance of ap@t@lifference for
separate reérenceclocks.
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9.8 SFF8639 (U.2/U.3fForm Factor Requirements

Requirement
ID

Description

FRB6391

The device shall adhere to the latest revisions of BAE001 and PCI Express SF
8639 Module Specification.

FRB6392

The device shall support Separate Refclk Independent SSC Architecture (SRIS
requirements of the PCle Express Base Specification Revision 3.0 and its ECN

Devices shall support SRIS detection as described i8688AVlodule Specification
Rev 4.0 or lar.

The SRIS support shall include a clock tolerancé&s60&ppm difference for
separate regérenceclocks.

FRB639-3

Activity LED
All 2.5 SFF NVMe devices shall support the activity LED functian bh &f the SFF
8639 connector.

Pin 11 shalassert §eeFB6394 (Active State)while processing a command, the
device shall drive the activity LED signal to an asserted state for 50ms and the
negated state for 50ms (i.e., The LED is usually off, but flashasdooff while
commands are processed)

The activity cycle time frame for the blinking (assertion time -asgertion time)
shall be 500 milliseconds.

If there is no activity the signal shall be-dgserted.

FRB6394

ActiveSate (pin asserted and LED ch)a RSFAY SR & € 2 3RO
11. InactiveSateA & RSTFAY SR |4 f 23RMI1.aME OA D

I RSOAOSQa AYUSNyrtte AyAGAFGSR ol C
commanded to be performed from the hodtall not cause the LED to be in the
ActiveSate6 f 23A 0 ané¢ € SPSt o P

10 Out-of-Band Management @port

10.1 NVMeBasicManagement CommandAppendix A)Requirements

Requirement
ID

Description

SMBUS1

Thedeviceshall support theNVMeBasic Management Commaad defined in
Appendix A of th&NVMe Management Interface 1b specification
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Requirement
ID

Description

(https://nvmexpress.org/wgntent/uploads/NVNEXpressManagementnterface
1.1b-2020.10.05Ratified.pd¥.

SMBUS2

SMBusBlock Readprotocoland Byte Read protocshall be supportedAs an
override ofthe NVMe Management Interface Ib specification SMBis Block Write
protocoland Byte Wite protocol shallalsobe supported.

SMBUS3

The device shall implement the SMBus format as sha@eirtion10.2- NVMe Basiq
Management Command (Appendix A) Data Format

SMBUSA

Unless otherwise notedhie default value for the Firmware Update Flags field (B
91) in theSMBusData structure shall be s&b FFh.

SMBUS

TheSecure BooFailureFeature Reporting Supportddit at offset 243 shall be
supportedand set to b.

SMBUS

When there is a secure boot failutiee deviceshallreport the failurewith the
following behavior:

Bit Description
7 Shall be set to 1bSeeCommand Code 24&ecure Boot Failure
Reporting for definition.

6 Shall be set to 1bSeeCommand Code 243ecure Boot Failure
Reporting)for definition.

5 |May be set to 1hf OCP Recovery/ Platform Remft Trust for Recovery
codes are supportedIf thisbit is set to 1b then a valid Reeary code
shall beenteredin byte 244.

4:0 |Reserved. Shall be cleared to zero.

SMBUY

The deviceshalltake no longer thathe CAP.T@meout value toproduce stable
SMRBisoutput through the NVMe Simple Management Interface protddol
supported)

SMBUSB

If the device has set a nezero value in the Panic ID field (Command Code 154,
01h), then thedevice shall clear the Drive Functional field to Ob (Command Coq
Byte 01h, Bit 5b).

SMBUS

The device shall generate the PEC values specified for each command code i
SMBus data formatdescribedn Section10.2- NVMe Basic Management Commal
(Appendix A) Data Formathen the host issues a Block Read.

SMBUS10

The device shall chetlhe PEC valusentwhen the host issues a Block Write and
only process the messagehe PEC value matehthe SMBuglata format specifieg
valuedescribed irSection10.2- NVMe Basic Management Command (Appendix
Data Format The device is encouraged to issue a NACK if the PEC value is nd
correct.

SMBUSL1

All data shall be returned in bigndian formatunless otherwise noted
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10.2 NVMeBasicManagement CommandAppendix A)Data Format

Coénon;:nd Byte foset Description
(Decimal) (Decimal)
0 0 Defined in NVM Express Management Interfadebl.
8 8 Defined in NVM Express Management Interfacebl.
32 32 Payloadeéngth ofCommand Code 3Zhis is the number of bytes unt
the PEC code. This shall be set to 10h.
48:33 GUID: This is a 48/te Global Unique Identifier.
Byte
Adgllress Value
33 73h
34 89h
35 20h
36 E5h
37 6Bh
38 EEh
39 42h
40 58h
41 9Ah
42 7Ah
43 CEh
44 BDh
45 B3h
46 5Fh
47 00h
48 85h
49 PEC: An-8it CRC calculated over ti¥MBusaddress, command code
secondSMBusaddress and returned datalhe dgorithm is defined in
the SMBus Specification.
50 50 Payloadéngthof Command Code 50ndicated the number of
additional bytes to read before encountering PEC. Shall be set to
51 Temperature Flags: This field reports the effect of temperature on
R S @ Aperferthance.
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Command
Code
(Decimal)

Byte Offset
(Decimal)

Description

Temperature Throttling; Bit 7 is set to 1b when theeviceis throttling
performance to prevent overheating. Clear to Ob when the device
not throttling.

Bits 6:0 shall be setto 1111111b.

52

Max Power Supportedthis shall denote th&axAveragePower

(MAP)supported by this device rounded to the nearest waBome
examples of how to use this is a 50W device is 32h, a 25W device
19h, a 15W device is OFh, an 8.25W device is 8W which is 08h.

84:53

ConfiguredNVMePowerSate: This isa copy othe NVMePower Statg
Descriptor Data Structuref the currently configured Power State an
is laid out in little endian format

88:85

Total NVM Capacitythis field indicates the totaisableNVM caacity
in the NVM subsystenm GB in Hex (2048 GBtotal capacity =
0000800h).This field is equivalent to thENVMCAReld in the
Identify Controller Data Structure.

89

PEC: An-8it CRC calculated over tl#MBusaddress, command code
secondSMBusaddress and returned datal'he dgorithmis definedin
the SMBus Specification.

90

90

Payloadeéngthof Command Code 90ndicates number of additional
bytes to read before encountering PEC. Shall be s@4ho

91

Firmware Update Flags: This field allows the host to control wheth
the current firmware allows new firmware images to be activateeke
Section 11 Securitipr more information).

Bit Description

7 | Written by host, read by device:

1b |Unlock Firmware Update

Device shall enable Firmware update
Ob |Lock Firmware Update

Device shall block and error on Firmware downlog
and activate commands

6 |Written by device, read by host:

1b |Firmware Update Unlocked
Device shall allow Firmware download and actival
commands

Ob |Firmware Update Locked
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Command
Code
(Decimal)

Byte Offset

(Decimal)

Description

Device shall block and error on Firmware downlog
and activate commands

5:0 |Shall be settd11111b.

The device shall revert to the default Unlock/Latkte on the next
power cycle. If the host attempts a Download Firmware commang
when the device is in the Firmware Update Locked state, the devig
shall fail the command with statu@peration Denied.

94:92

Reserved. Shall be cleared to zero.

95

PEC: An-8it CRC calculated over tl#MBusaddress, command code
secondSMBusaddress and returned datal' he dgorithmis definedin
the SMBus Specification.

96

96

Payloadengthof Command Code 9@ndicates number of additional
bytes to read before encountering PEC. Shall be set to 38h.

104:97

Firmware Version NumbeThis field shall indicatihe activated

firmware version that is running on the device after the firmevar
activation took place. The format of this field shall be as defined i
field Firmware Revision (FR) Section 5.15.2.2 Identify Controller D
Structure of the NVMe specification versiond..4

112:105

Security Version NumbeifThis is theSecurity VersionNumber of the
currently runningfirmware image. The supplier increments this
number any timea firmwareincludes a fifor a security issuer
critical firmware fix that customer agrees rollback prevention is
required This is a copy oMART22 ¢ Security Version Number

152:113

Model Number This shall be a copy of the data in the Model Numl
field of Identify Controller Data Structure (CNS 01h, byte offset 63

153

PEC: An-8it CRC calculated over ti¥VBusaddress, command de,
secondSMBusaddress and returned datalhe dgorithmis definedin
SMBus Specification.

154

154

Payloadengthof Command Code 154ndicates number of additiona
bytes to read before encountering PEC. Shall be s@fo

155

Panic Rest Action: SEEREE (Panic Reset Action)

156

Device Recovery Actidn SeeEREE (Device Recovery Action.1)

164:157

Panic ID: SeERE (Panic ID)

165

Device Recovery Action 2: JeREC4 (Device Recovery Actid).
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Command
Code
(Decimal)

Byte Offset
(Decimal)

Description

166

PEC: An-8it CRC calculated over ti#MBusaddress, command code
secondSMBusaddress and returned datal' he dgorithmis definedin
the SMBus Specification.

167

167

Payloadéngthof Command Codd 66 Indicates number of additiona
bytes to read before encountering PEC. Shall be s2dito

199168

PanicContext BufferVendor may record additional information abol
the Panic ID reported in Command Code.1B#y unused bytes shall
be clearedto zero

200

PEC: An-8it CRC calculated over tigMBusaddress, command code
secondSMBusaddress and returned datalhe dgorithmis definedin
the SMBus Specification.

201

241201

Reserved Shall be cleared teero.

242

242

Payloadéngthof Command Code 242ndicates number of additiona
bytes to read before encountering PEC. Shall be set to 04h.

243

Secure Boot Failure Reporting

Bit Description

7 |Secure Boot Failure Feature ReportBupported:

When set to 1b the secure boot feature reporting is
supported. When cleared to Ob the secure boot failure
feature reporting is not supported.

6 |Secure Boot Failure Status: When cleared to Ob there
secure boot failure. When set to 1bee is a secure boo
failure. This bit shall only be set if the Secure Boot Fea
Supported bit is set to 1b and there is a secure boot fai
5 |OCP Recovery/ Platform Reaft Trust for Recoverywhen
set to 1b, OCP Recovery/ Platform RobfTrust for
Recovery codes are supported in byte 284hen cleared
to Ob OCP Recovery/ Platform RadtTrust for Recovery
codes arenot supportedandbyte 244shall be cleared to
zero.

4:0 |Reserved.Shall becleared to zero.

244

Recovery Cod€®CP Recovery/Platform Reaf-Trust for Recovery
code.

246:256

Re®rved Shall be cleared to zero.

247

PECAnN 8bit CRC calculated over ti#VMBusaddress, command code
secondSMBusaddress and returned datal'he dgorithmis definedin
the SMBus Specification.
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Selulilie Byte Offset o
Code (Decimal) Description
(Decimal)
248 248 Payloadéngthof Canmand Code 248ndicates number of additiona
bytes to read before encountering PEC. Shall be set to 06h.
250:249 |Daa FormatVersion Number: Indicates the version of this mapping
used in the device. Shall be set}@04h.
254:251 |Reserved Shall be cleared to zero.
255 PEC: An-8it CRC calculated over tisMBusaddress, command codeg
secondSMBusaddress and returned datalhe dgorithmis definedin
the SMBus Specification.

10.3 NVMe-MI 1.1b Requirements

Requlllge ment Description

NVMe-MI-1 | The cevice shall support NVMe Management Interf&ecification versiofi.1b or
later.

NVMe-MI-2 |The device shall suppddCTP over SMB.

NVMe-MI-3 | The device shall suppddCTP over PCle VDM

NVMe-MI-4 | The device shalupportSMBUS-ixed andiscoverable

NVMe-MI-5 | The device shall NACK any SMBus/I2C addresses not listed in the NVM Expre
Management Interface 1.1b

NVMe-MI-6 |The device shadlupport the GET UDID command.

NVMe-MI-7 | The deviceshall have &PD that is accessible over SMBnd supportdPMI
Platform Management FRU Informatiomhe VPD shaupportall required
elements that are defined ithe NVM Express Management Interface Specificati
Revision 1Lb.

NVMe-MI-8 |All mandatoryNVMeManagement Interface commands defined bye NVMe
Management Interface Specificationlb.shall be supported through MCTP over
SMRBRisand MCTP over PCle VDM.

NVMe-MI-9 |All mandatoryNVMeAdmin commands defined lijie NVMe Management
InterfaceSpecification 1lb shall be supported through MCTP over Sida&nd
MCTP over PCle VDM.

NVMe-MI-10 | ThefollowingNVMe Admin commands shall be supportsdMCTP over SMB,
even when thePCle Links are not activand MCTP over PCle VDM.

1 Firmware Activate/Commit
1 Firmware Image Download
1 Sanitize

1 Security Send
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Requirement
ID

Description

1 Securiy Receive
1 GetFeatures
1 Set Features

NVMe-MI-11

The following Log ldentifiers shall be supportsdMCTP over SMB, even when
the PCle Links ampot active and MCTP over PCle VDM.

1 SMART / Health Information Log (02h)

1 Error Information Log (01h)

1 Firmware Slot Information (03h)

1 Device Seltest (06h)

1 Sanitize Status (81h)

NVMe-MI-12

The following Log ldentifiers shall be supportedW@TP over PCle VDM.
1 Persistent Event Log (ODh)
1 Telemetry Hostnitiated (07h)
1 Telemetry Controlletnitiated (08h)

NVMe-MI-13

The following Feature Identifiers shall be supportedMi$TReven when thePCle
Links are not activever SMBsand MCTP over PCle VDM.

1 Power Management (02h)

1 Timestamp (OEh)

1 Temperature Threshold (04h)

11 Security

11.1 Basic SecurityRequirements

Requirement
ID Description

SE€l The devicelzall support signed firmware binary update which is checked before
firmware is activated.The device firmware shall be authenticated using
cryptographic keys on every reboot and during firmware update.

SE The device shaflupport XTSAES256 or AER56 hardwarebased data encryption
or better.

SEE&3 The device shaflupportanti-rollback protection for firmware. The antllback
protection shall be implemented with a security version which is different than
firmware version. If the security version of the firmware being activated is gree
or equal to the current security version the firmware may be activated. If the
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Requirement

ID Description
security version of the firmware being activated is not equal or greater than the
firmware being activated the firmware update shall fail.

SE&A The device shall support CryptoaBe(seeNVMeAD-5 (support Format NVMand
NVMeAD7 (support Sanitizp.

SE&S The device shall support Secure B(sseSection 11.2 Secure Bot

SE® Thedevice shall have a method of identifying a secure boot failure which does
require physical access to the device.

SE& The devicRa ONE Lidogul Slallld& RIS 149capablegper AVMVPand shall
follow the NIST 8090 (A, B and Gypecification.

SEG The device shall implement only FIPS and NIST approved implementations an
algorithms.

SE® The device shall support Key revocation allowing a new key to be used for firm|
validation on update. Preferred implementation is to allow for up te$
revocations.

SEEL0 The device shall support Opal v2.01 with mandatory support for the Locking fe
the Opal SSC feature, and the Datastore Table feature.

SEcl1 The device shall support Single User Mode feature set Version 1.00, revision ]

SEC12 The device shall support Configurable Namespace Locking (CNL) feature set
1.00, revision 1.00 with mandatory support for the Namespace Global Range
Locking object.The Namespace NeBlobal Range Locking object may be
supported.

SE€EL3 For some models, the IEEE 1667 silo will be required for eDrive support.

SE€l4 Supplier shall follow the Security Development Lifecycle (SDL), and provide a
with the following for each qualificaticready or productiorready firmware
version:

1 The Threat Model.

1 Fuzz & Pen Tests.

i Static Analysis.

1 Build Logs and Compiler Security Settings.
Additional information about the SDL is available here:
https://www.microsoft.com/enus/sdl/default.aspx

SECL5 Security audits, including firmware source code review, shagbrbeided tothe
customer This will include Telemetry and debug logs, etc.

SECL6 All signing keys shall be stored ikl@ardware Security Module (HSMjhat iseither

FIPS 14@ Level 3 (or greater) certified &IPS 143 Level Jor greater) certified
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Requirement
ID

Description

SE€EL7

Access/use of signing keys should be restricted to a small set elogevs,
following the principle of least privilege. Number of people with access and thg
corresponding roles shall be provided.

SECI8

All debug ports shall be disabled before the device leaves the factory. Alterna
the ports shall only be acssible in the field after a successful exchange of a
challengeresponse mechanism using an asymmetric crypto scheme (ref¢iS®
SP 80&3). The state shall be reset to i@ssible on any reset or power cycle.

SE€EL9

All vendor unique commands, log pages or set features that are not explicitly
defined in this specification or approved of in writing by the customer shall be
disabled before the device leaves the factory.eAiatively, the commands/log

pages/set features shall only be accessible in the field after a successful exchg
a challengeresponse mechanism using an asymmetric crypto scheme (reféiS®
SP 8063). The state shall be reset to inaccessible on any reset or power cyclg

SE0

Adversarial testing using red teams shall be conducted before qualification sta
report of items attempted, and results shall be providedhe customer

SE1

Vendor shall provide timely notificatidio the customerof security issues and
delivery of fixeso the customer
1 Vendor shall document all security fixes with each firmware update.
1 Vendor shall notify end customer within 7 days of discovering security is
in the device hardware or firmware.
O b20GAFAOFGAR2Y 2F AadaadzSa akKlrtft Ay(d
commitment to fix the issue:
0 For privately disclosed vulnerdibies, the duration shall be no longe
than 90 days.
0 For publicly disclosed vulnerabilities, the duration shall be no lon
than 7 days.
0 Vendors shall notify the customers about the known CVEs and
security issues and provide secusilated updates befae public
announcement.

SE2

All Telemetry and debugging logs shall be human readable.

SE3

The device shall not include user data, passwords, keys and any secret or sen
information in any Telemetry or debug logs.

SE24

All public keyshall be revocabile.

SEE5

Secure Boot Flow shall be based upon immutéibteware and Root KeyAll
mutable Keys) Certificatgs)andor firmware shall be cryptographically bound to
the immutablefirmware and Root Key
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Requirement
ID

Description

SEE26

Secure firmware update flow shall be immutalblem exploitation and use
immutable public keys.

SE7

If the Opal SP has been activated and the host has supplied golaasdord the
device shall use thagasswordas an added source eindomnesdor its
DeterministicRandom Number GeneratoDRNG).For example, the deviamay
use KDF (PBKDF2) on the user provided band password to generate an outpuy
equallength to the required band key length pIDRNG seed lengthThis output
can then be utilizedhi parts, one part as Opal band key and the other part as an
additional input tothe DRNG.If the DRNG implementation does not allow taking
additional input, theran alternate optionwould be to XORhis output (e.g., from
PBKDF2 operation) with initiBRNGseed

SE28

The device shall delete all keys from volatile memory as soon as they are no Ig
needed for operation during the current power on state.

SE9

The device shall only store host provideasswords, host provided keys, or any h
provided secret information in newolatile memory at any stage in an encrypted
form. The encryption key for this protection shall not be stored in-nolatile
memory. Deviceshallnot store plaintext/cleartextsecrets in any notvolatile
memories

SEEG30

The supplier must deliver key management and encryption flow diagram detalil
(not source code) which includes:

1 Encryption algorithms and modes (€ BNG, wrapping function, key

derivation function).

1 Key sizand password length.

1 Any crypto information that is stored in nonvolatile memory.

9 Critical Security Parameters.
Complete details about algorithm inputs (e.litialization vector source and size
salt source and size, unique per device/product line/vendor)

SEG31

The supplier must provide industry certification reports, if available, such as Fl
NIST for device and device components such as TRNG, RNG eGgype etc.

SEE32

Log data and user data (data transferred from the Host in Write Commands) s
stored on physically separate areas on the device. For example, in the system
and the user data area, respectively.

SEE33

The vendosshall provide a comprehensive list of what is and what is not in the |

SEE34

The device supplier shall develop amdke availabl¢o the customera software
implementation2 ¥ { K S cripof @lgodfuactionality for verification

SEE35

All telemetry and debug logs shall only be writable by device firmwaéter a
successfusecure boot.
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Requirement

ID Description

SEE36 The device shall set the default TryLimit to 5 for all Opal authoriié value of
the Tries columrshall onlybe clearedto O after a power cycle.

SEC37 TCG Opal devices shall support TCG Opal configuratiofLéxegl O discovery,
ownership,etc.) through the SMBus interface via the NVAMIE Security Send and
SecurityReceive NVMe Admin commands.

Thisshall besupportedeven when thePCle Links are not acti(e.qg., PERSTS!
asserted secondary bus reset)

SEE38 The device shall support T&&ature Set: Block SID Authentication.

11.2 Secure Boot
The device shall support Secure Bodhere are two fundamental things to address for secure boot:

1. Secure boot rooted in hardware
2. Core Root of Trust Measurement

The vendor shouldbflow therecommendations ithe TCG Publication for Hardware Requirements for

a Device Identifier Composition Engin®ICE coupled withRIOT Coreand Source foRIOT can help

implement Cryptographic Identity with implicit attestation.

Requlllr:)e ment Description

SBT1 The devicesallcomply withthe FIPS 184 Digital Signature Standard (Da8d
the Open Compute Security Project Publication for Secure Boot Requirements

SBTR2 For Core Root of Trust measurement, each device shall hawgto@raphic Device
Identity.

SBT3 TheTCG DICE standaait hardware based cryptographic identity shall be
implemented.

SBH4 The deviceshouldfollowingthe guidance in th&€ommercial National Security
Algorithm Suiteegarding quantum resistant algorithms and key sizes.

SB15 Secure boot flow shall be immutable for exploitation and use immutable public
keys.

11.3 Distributed Management Task Force (DMTF) Security Protocol and Data Model (SPDM)

Requirement
ID

Description

SPDM1

The device shall support firmwanseasurement and identity authentication per

the DMTF SPDM1lor later specifications.
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https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftrustedcomputinggroup.org%2Fresource%2Fhardware-requirements-for-a-device-identifier-composition-engine%2F&data=02%7C01%7Cleprewit%40microsoft.com%7Cbe0cca05a2124323342608d795436de6%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637141989140967865&sdata=en1pBpPQBPa%2F2A6wkgoDupOPdATHvl%2BPqovmEyVPTBs%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fapps.nsa.gov%2Fiaarchive%2Fprograms%2Fiad-initiatives%2Fcnsa-suite.cfm&data=02%7C01%7Cleprewit%40microsoft.com%7C98d102f95bf149763aa208d79fa80465%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637153417644870156&sdata=wKIROkfJOfJb6jTpFBRRVGniyl3dfnIJr1iTfXqmNHY%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fapps.nsa.gov%2Fiaarchive%2Fprograms%2Fiad-initiatives%2Fcnsa-suite.cfm&data=02%7C01%7Cleprewit%40microsoft.com%7C98d102f95bf149763aa208d79fa80465%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637153417644870156&sdata=wKIROkfJOfJb6jTpFBRRVGniyl3dfnIJr1iTfXqmNHY%3D&reserved=0

RequllE)e ment Description

SPDM2 The device shall support the PEIIG Component Measurement and Authenticati
(CMA) ECN.

SPDM3 The device shall support SPEIMand SPDM2 via MCTP ove&8MBus/I2C.

SPDM4 The device shall support SPEINand SPDM2 via MCTP over PCle VDM.

SPDM5 The device shall support SPEINind SPDRA2 via PCSEIG Data Object Exchange
(DOE).

SPDM6 The leaf certificate shall include a Subject Alternative Name exteasialefined in
the CMA ECN.

11.4 Data Encryption and Eradication

Requirement
ID

Description

DATAEL

Obsolete. Duplicate @EE2 (XTSAES256 or AER56 hardwarebased data

encryption).

12 Device Profiles
The following are device profiles. This section is intended to be firmbased configuration settings
configuredby device suppliers when manufacturing a devikalevice may be configured withmix
of A and/or Bsettings. Each customer shall proviteir A/B preference for each configuratisetting.

The following conventions are used for the Device Profile Table:

Convention Definition
R Required. This shall be supported.
O Optional. This may be supported.
P Prohibited. This shall not sipported.

Requirement R Configuration Setting
ID A B
DP-CFGL |FactoryDefaultSector Size 4096-byte 512-byte
DP-CF& |Number ofNamespaces Supported. NSM4 (16 | NSM5 (16

Namespaces Namespaces
per TB)
DP-CF&E  |Retention Time based dRETEL (data retention timg.| 1 Month 3 Months
DP-CF& |NVMe Basitlanagement Comman8upported. R P
DP-CFG  |Max M.2top side teight. 2.0mm 3.2mm
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DRCF& |EOL/PLP Failure Mode (Feature Identifier C2h) Enabled Disabled
DRCFG7  |Write Uncorrectableeommand support O R
DRCF&E |Timeto-ldentify-Ready based on TTIR <=1 second <=10
seconds
DRCF&E |Timeto-l/O-Ready based oM TR2. <=20 <=10
seconds seconds
DRCFGEL0 |In addition to the requirements in T1R the device P R
shall keep CSTS.RDY = 0 until the device is able tg
service I/0O commands successfully.

13
Labeling

The following sample label is meant to be used to tefée label requirements Bection 13.1 Label
Requirements It is not a moddilbel and any markirspn it are informative only See the specifics in
Section13.1 LabelRequirement$or actual requirements
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